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1. ¥EFEMEH A Introduction
1.1853AK Overview

1.1.1 /A=) fa 41 Company Profile

IEREEFZINER D BR/AS (Beijing Certificate Authority Co.,Ltd., f&#RBICA
HBMFIANE") F2001F 2B FRZE, 2RE. 2ENBEFINMERSYIME,
EEMRBPEARLNETWHESAIBMA B FINERS TR RO L
FALSN ., HFINELATER (REARKEMERFERZE)Y . (EFINER

SEMWNEY . (BFNIRSHREENE) WERIEXSEAE, LA/
RUFFIEBRIE. ME. . T8, BEERS, FBEIMUPKER, HF
B ARARAZONEARLBATR, HEFES. BFFF. bLEEK
WEZE. TENEERR. 2019F, HFINMEASEFLEWebTrust EFRZR
SHITAMELE, FENERFECNZEEEEMRSKE, ARFPRESIKK
HIEFIAMEARSS

Since February 2001, Beijing Certificate Authority Co., Ltd. (referred to as “BJCA”,
or “%{ 7 \iE”) has started operation as an authoritative and impartial certification
authority and is one of industry leaders to be licensed as an electronic certification
service provider by the Ministry of Industry and Information Technology of the
People's Republic of China. Complying with the requirements and relevant
regulations of Electronic Signature Law of the People's Republic of China, Measures
for the Administration of Electronic Certification Services, and Measures for the
Administration of Cipher Codes for Electronic Certification Services, BICA provides
users with digital certificate application, issuance, filing, inquiry, revocation and other
services, and through the application security solutions with PKI technology and
digital certificate application technology as the core, it builds a secure and reliable
environment for e-government, e-commerce and enterprise informatization. In 2019,
BJCA began to implement enhancements in the control environment for compliance
with WebTrust Principles and Criteria for Certification Authorities. We aim to provide
users with global electronic certification services with internationally standardized
operation management and services.

- 14 -
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1.1.2 8BFIAUE M 553N Certification Practice Statement

REFINMEV SR BEHEFMNER RBRERZBEER (B FAMERS®
WEEIME) « FEAR{AHE TV HERAE (B MRS EEIE) NE
K, k¥ (B FIMELSRUBSEALTT)) « (WebTrust B FIAIEHIARR N KA
SB) HE.

This CPS is created by BJCA in accordance with the requirements of the Measures for
the Administration of Cipher Codes for Electronic Certification Services issued by the
State Cryptography Administration and the Measures for the Administration of
Electronic Certification Services issued by the Ministry of Industry and Information
Technology of the People's Republic of China, and in accordance with the
Certification Practice Statement (Trial) and the WebTrust Principles and Criteria for
Certification Authorities.

ABFINEVSANERTFHFNELDETERBBEER/IATHE
BALREEFTEYE WebTrust EFFFRAEIZE EIRAY Root CAL 1%k CA, IXRIEMAN
M. EBRIFA. TTPFEKBTELE, BETERXMERE SM2 EEH DV SSL
LIKRSG/IER . IV SSL KRS FRIUEB . OV SSL KRS ARIEB. EVSSL &
KREB|BIEP., TERBEZULER. EVABERIER. XHEERIER. HEE
IEPHEXMEFRENRRE, £S5 X AT EMEBIMITARBEFINEL S
MM ERNZRK, FARIEHENNTENS.

This CPS applies to BJCA's Root CA and subordinate CA, which are based on the
domestic cryptographic algorithm approved by the State Cryptography Administration
and follow the operation management of WebTrust international standard, and entities
such as registration agencies, certificate applicants, subscribers and relying parties,
covering specific operations and procedures related to the issuance and management
of SM2 algorithm DV SSL Global Server Certificate, IV SSL Global Server
Certificate, OV SSL Global Server Certificate, EV SSL Global Server Certificate,
General Code Signing Certificate, EV Code Signing Certificate, Document Signing
Certificate and Timestamp Certificate. Each participant shall fully understand and
implement the terms and conditions set forth in this CPS and bear the corresponding
responsibilities and obligations.

- 15 -
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HFINEA S EEFR CA/Browser it 35 B 3T 4 %1 f9¢ Baseline Requirements
for the Issuance and Management of Publicly-Trusted Certificates) ( &/ #%‘Baseline
Requirements”) . {Guidelines For The Issuance And Management Of Extended
Validation Certificates) (f&]#R“EV Guidelines”) . {Baseline Requirements for the
Issuance and Management of Publicly-Trusted Code Signing Certificates) (f&#R
“Code Signing Baseline Requirements”) X+ SSL £ kAR S 231 B AEE 2 1E
PHRIEER, EPEFHENEL, FARBHEREEZMORAEITRE TN
WEN SR, anRAEFINEW SRR FIEFR CA/Browser 1 Iz & 1 AITHKIEH
RAERSE R ERE A —EH T, WIXERR CA/Browser 1R3R1IE R & 0 IIFLSE
A,

BICA follows the latest versions of Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates ("Baseline Requirements"” for short),
Guidelines For The Issuance And Management Of Extended Validation Certificates
("EV Guidelines" for short), Baseline Requirements for the Issuance and Management
of Publicly-Trusted Code Signing Certificates ("Code Signing Baseline Requirements"
for short) issued by the International CA/Browser Forum for the verification
requirements of SSL Global Server Certificate and Code Signing Certificate, regularly
review the updates and will continue to revise this CPS in accordance with the newly
published versions. If there is any inconsistency between the terms of this CPS and
the relevant certificate verification specifications issued by the international

CA/Browser forum, the specifications officially issued by the international

CA/Browser forum shall prevail.

1.1.3 WEBIE R ZEH Certificate System Architecture

AREFINEV SN FH SM2 EREEERE 2 MRIER, 25145 ROOTCA
WE$ . BICA Global Root CA4 JIEH, HA ROOTCA IEBERER B EIEF[/IRIE

F . BICA Global Root CA4 IF BEHFINEASRIER ., SMRIEB T ERFR

-16 -
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CAZZRITFIEH.

The SM2 Global-Trust System in this CPS has two Root CA Certificates, namely
ROOTCA certificate, and BJCA Global Root CA4 certificate. The ROOTCA
certificate is the Root CA Certificate of the State Cryptography Administration and
the BJCA Global Root CA4 certificate is the Root CA Certificate of the BJCA. Each
Root CA Certificate has some Subordinate CA Certificates issuing subscriber

certificates.

AEEARZEZNITFIED, JRIBIEBREPIANARCPS E 1.2 THhE
X HEBXN RARRFF#H 1755
The subscriber certificate issued by this trust system can be distinguished according to

the certificate object identifier defined in Section 1.2 of this CPS identified in the
certificate policy.

1) ROOTCA (SM2)

ROOTCA
(sm2)

Beijing SM2 CA

[
Entity Certificate Entity Certificate Entity Certificate Entity Certificate
{EV S5L) (oW 55L) {1V 55L) (DWW S5L)

ROOTCA I B REXRZHUEERMNIRIEE, BWEZX N SM2, REFPFKE
A 256-bit, TIREFIAIUEA S Beijing SM2 CA I, ZAKE N 256-bit, FX
B4R 2 SM2 256-bit 85 EV/OV/IV/DV SSL Bk IRESRIEH,

The ROOTCA certificate is a Root CA Certificate of SCA using SM2 algorithm with
root key length of 256-bit. There is a Beijing SM2 CA certificate of the BJCA with
key length of 256-bit under this root CA, used for issuing EV/OV/IV/DV SSL Global
Server Certificates with the key size being SM2 256-bit.

ROOTCA IEBIETF 2054 £ 7 B 7 HEHA,
The ROOTCA Certificate will expire on July 7, 2054.
Beijing SM2 CA JIEF67 2033 £ 1 B 11 HEIHA, 2030F 1 B 11 BE, ¥

- 17 -
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The Beijing SM2 CA certificate will expire on January 11, 2033, and the CA
certificate will not be used to issue EV/OV/IV/DV SSL Global Server Certificates
from January 11, 2030.

BT VIE A ) SM2 BRASAEAR R ARk 55

2) BICA Global Root CA4 (SM2)

BJCA Global Root CA4
(SM2)

(SSL & CS & TSA & DocSign & Generic)

BICAEV
SSL CA4

BJCA SSL
CA4

BICA EV Code
Signing CA4

BICA Code
Signing CA4

BICA
TimeStamp CA4

BICA DocSign
CcA4

BICA Generic
CcA4

Entity
Certificate
(EVSSL)

Entity
Certificate
{0V s5L)

Entity Certificate
(EVCs)

Entity Certificate
(ovcs)

Entity Certificate
{OV TSA)

Entity Certificate
(ov Ds)

Entity Certificate
{Generic Class1)

Entity
Certificate
(1v ssL)

Entity
Certificate
(Dv ssL)

Entity Certificate
[V C5)

Entity Certificate
{1V DS)

Entity Certificate
{Generic Class2)

Entity Certificate
{Generic Class3)

BIJCA Global Root CA4 JE BRI ZIE L A SM2, IREZAKE N 256-bit, T

W7 AHRER CAUER, HA:

KBZEAKE H SM2 256-bit A9 EV SSL £EKARS 1L ;

$HKE 4 256-bit,

$; (3) BICAEV Code Signing CA4, B4AKE X 256-bit,

(1) BJCAEV SSL CA4, ZEAKE A 256-bit,

[

(2) BICASSLCA4, =

KR ZAKE D SM2 256-bit B OV/IV/DV SSL & BKAR &853iF

256-bit B9 EV RAGEZZIER,;

FERBIAKE A SM2

(4) BJCA Code Signing CA4, %A E 4 256-bit,

FTRBFKE R SM2 256-bit FIRABFZRIUEF, (5) BICATimeStamp CA4,
A E A 256-bit, Bk BEAKE 4 SM2 256-bit FET a1 BXEF; (6) BJICA DocSign

CA4, 5K E A 256-bit,

BIJCA Generic CA4, Z5AKE 4 256-bit,

.

%K BEAKE A SM2 256-bit B3RS

FRIEH; (7)
% BEAKE B SM2 256-bit BYI&&IE

The cryptographic algorithm of the BJCA Global Root CA4 certificate is SM2 with
the root key size being 256-bit, and there are 7 subordinate CA certificates, among
which: (1) BJCA EV SSL CA4, the key size being 256-bit, issuing EV SSL Global
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Server Certificates with the key size being SM2 256-bit; (2) BICA SSL CA4, the key
size being 256-bit, issuing OV/IV/DV SSL Global Server Certificates with the key
size being SM2 256-bit; (3) BICA EV Code Signing CA4, the key size being 256-bit,
issuing EV Code Signing Certificates with the key size being SM2 256-bit; (4) BJCA
Code Signing CAA4, the key size being 256-bit, issuing Code Signing Certificates with
the key size being SM2 256-bit; (5) BJCA TimeStamp CA4, the key size being
256-bit, issuing Timestamp Certificates with the key size being SM2 256-bit; (6)
BICA DocSign CA4, the key size being 256-bit, issuing Document Signing
Certificates with the key size being SM2 256-bit; (7) BICA Generic CA4, the key size
being 256-bit, issuing Device Certificates with the key size being SM2 256-bit.

BJCA Global Root CA4 RIEHAFT 2045 £ 8 B 20 HEHA,

The BJCA Global Root CA4 Root Certificate will expire on August 20, 2045.
BJCA EV SSL CA4 IEH#57E 2035 £ 8 B 23 HEIH, 2032 £ 8 A 23 Hik,

BAFEMZ CAIEBERITFIES.

The BJCA EV SSL CA4 certificate will expire on August 23, 2035, and the CA

certificate will not be used to issue subscriber certificates from August 23, 2032.

BJCA SSL CA4 {EHIE7E 2035 F 8 B 23 HEIHE, 2032 FE 8 B 23 HiEg, ¥

AEEAZ CAIEBERITFIES.

The BJCA SSL CA4 certificate will expire on August 23, 2035, and the CA certificate

will not be used to issue subscriber certificates from August 23, 2032.

BJCA EV Code Signing CA4 IEH367E 2035 4 8 A 23 HEIHA, 203248 A

23 HiZ, BABERZ CAIEBEXRTTFIES.

The BICA EV Code Signing CA4 certificate will expire on August 23, 2035, and the

CA certificate will not be used to issue subscriber certificates from August 23, 2032.

BJCA Code Signing CA4 iF B4 7E 2035 £ 8 B 25 HEIHA, 2032 ££8 B 25

B, BAF/EMZ CAIERELITFIESR.,

The BJCA Code Signing CA4 certificate will expire on August 25, 2035, and the CA

certificate will not be used to issue subscriber certificates from August 25, 2032.

BJCA TimeStamp CA4 UEF7E 2035 £ 8 A 23 HEHA, 2032 £ 8 B 23 H

2, BAEERIZ CAIEBELITAIER,
The BJCA TimeStamp CA4 certificate will expire on August 23, 2035, and the CA
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certificate will not be used to issue subscriber certificates from August 23, 2032.

BJCA DocSign CA4 iE P57 2035 £ 8 B 23 HEIHA, 2032 £ 8 A 23 HiE,

BAFEMIZ CAIEBERITFIES.

The BJCA DocSign CA4 certificate will expire on August 23, 2035, and the CA

certificate will not be used to issue subscriber certificates from August 23, 2032.

BICA Generic CA4 IEF47E 2035 £ 8 B 23 HEIHA, 2032 £ 8 A 23 HiE,

BAHEEMAIZ CAIEBERIT AIEH.

The BJCA Generic CA4 certificate will expire on August 23, 2035, and the CA

certificate will not be used to issue subscriber certificates from August 23, 2032.

1.2 X R ZFRE5#r1R Document Name and Identification
AXEERE (AERBFINERDBRA S SM2 £KEEEFR B FIAEL

SEY (U TEFRAR CPS' A (BFIANENRSFHNY ) .

The name of this document is Certification Practice Statement of Beijing Certificate

Authority Co., Ltd.'s SM2 Global-Trust System (hereinafter referred to as "this CPS"
or this Certification Practice Statement).

HFINMEA S EER OD EMEEFFEM T HEEANRIFZFF (OD) |
AR R BB OID IR

EV SSL £ BkBR S =5IEBEX A OID 4 1.2.156.112562.2.2.11;

OV SSL £ERARSSEIEFHY OID 24 1.2.156.112562.2.2.12;

IV SSL & BRBRE2SIEFAHY OID 4 1.2.156.112562.2.2.13;

DV SSL £FRAR S8 A OID 4 1.2.156.112562.2.2.14;

EV RADEZZIEHAI OID 24 1.2.156.112562.2.2.15;

OV RILEZZIEFHY OID 24 1.2.156.112562.2.2.16;

IV RADEZZIEHA OID 24 1.2.156.112562.2.2.17;

OV XH4EELZUFHE OID 34 1.2.156.112562.2.2.21;
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IV XAZEZIFHA OID H: 1.2.156.112562.2.2.22;
B8] BEBAY OID 24 1.2.156.112562.2.2.23.

BJCA has registered object identifiers (OID) with National OID Registration
Management Center and the certificate OIDs involved in this document are specified
as follows:

The OID of the EV SSL Global Server Certificate is 1.2.156.112562.2.2.11;

The OID of the OV SSL Global Server Certificate is 1.2.156.112562.2.2.12 ;
The OID of the IV SSL Global Server Certificate is 1.2.156.112562.2.2.13 ;

The OID of the DV SSL Global Server Certificate is 1.2.156.112562.2.2.14;
The OID of the EV Code Signing Certificate is 1.2.156.112562.2.2.15;

The OID of the OV Code Signing Certificate is 1.2.156.112562.2.2.16;

The OID of the IV Code Signing Certificate is 1.2.156.112562.2.2.17,

The OID of the OV Document Signing Certificate is: 1.2.156.112562.2.2.21;
The OID of the IV Document Signing Certificate is: 1.2.156.112562.2.2.22;

The OID of the Timestamp Certificate is: 1.2.156.112562.2.2.23.

A CPS AR BB R A, HERXIRAS RIRAEIERMEX, WU
SRR B
This document is the Chinese -English bilingual edition of BJCA CPS. In case any

inconsistency or conflict between the Chinese and English versions, the Chinese
version shall prevail for all purposes.

1.3PKI &5 PKI Participants

1.3.1 BBFINIEARE#H149 Certification Authorities

BAMERSVMEXAAEE RFRIEBHLRE. Hik. HIENEENN
BEANAE, AMERFRERNNETT EEMABFIER RHEFIEBRIERS

A certification authority is an authoritative body that is trusted by users and is
responsible for the creation, issuance, revocation and management of certificates. It
issues digital certificates and provides digital certificate verification services for all
parties involved in electronic transaction activities.
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HFANEABERRERIIMNE=TEFINERSAE (EFRCAE")

FE (PEARALHERFEEE) . (BFIANERSEENE) FHE.
BICA is a third-party certification authority ("CA" for short) established in
accordance with the law, and complies with Electronic Signature Law of the People's

Republic of China and Measures for the Administration of Electronic Certification
Services.

1.3.2 ;4144 Registration Authorities

SEMAAGE A B FINMERSTMFRNBZIEN T B, BIIMERS (EIR:
RAR%Z) FHERBAMZIES, HRIZIBILPRHIE.
As a subordinate authority authorized by the certification authority, the RA includes

the RA system ("RA system" for short) and the local certificate receiving points,
responsible for receiving the certificate application.

HFINMERSIBR T RIE CAYMN A&, KBETEERAEMIE, £&
FEE=T718E RAEMING, FRANGVUEMAENHA CA HIH1E1E,

Besides acting as a CA, BJCA will also act as a RA and no third party will be
entrusted as the RA, i.e. the authorized RA shall be the CA.

1.3.3 7T Subscribers

TTPEMN CAHMBREFIEBEE, TUENA. PIWEERE. ITHRRE
FHRER CATMBMEITEAMURFHFILS, FRBENEBITANTE.
A subscriber is an entity that receives digital certificates from a CA and can be an
individual, an organization, or a device. A subscriber usually needs to contract with

the CA to obtain a digital certificate and assume responsibilities as a certificate
subscriber.

1.3.4 ¥k#1 77 Relying Parties

TR AR —NATER. FER CANMBERMEBAITE., KT
MUZ. BT UARZ—MTF.
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A relying party is an entity that uses and trusts the certificates issued by the CA for an
application. The relying party may or may not be a subscriber.

1.3.5 HAth£& 5 Other Participants

Hth55E450 CAIEBRFZERIRHEBRRSHEMELIE,

Other participants refer to other entities that provide related services for the CA

certificate service system.

1.44uEF N A Certificate Usage

1.4.1 EEMIEHB N A Appropriate Certificate Uses

K CANMERNBFIEPEENAAELWVERL. BTHS. BETHFR
AHRSFGE, UEKMEMHINE. BFER. XBEENZSTEN, FERHBH
RERMERZEXNTTFHNEEMMEL Y. EENTEBMEMEREM.

The digital certificates issued by the CA are appropriate for application in the fields of
enterprise informationization, e-government, e-commerce, public services, etc., in
order to achieve identity authentication, electronic signature, crucial data encryption,
etc., and also to ensure the identity legality and authenticity for both parties of Internet

information transmission, as well as the integrity and confidentiality of the
information.

KR CAYMHNEFIEBE S SSL KRS [LEH. KBEZRIEH. KEEGE
B, XHEERILESR, BENT:
The digital certificates of this CA include SSL Global Server Certificates, Code

Signing Certificates, Timestamp Certificates and Document Signing Certificates,
specified as follows:

a. SSL £ERARS =L

a. SSL Global Server Certificates
REBMERLEBNLZEER. £3AREARE, SSL2KERSFHEBERE:

DV SSL £EKBRS=3EF . IVSSL £EkRSIEH. OV SSL £3KRS=FIUE+H. EV
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SSL £ EKARSSEFIE+H . DV SSL £ERARSS 2L P RIGTEM ub i ZFrE4X. = HI4X,

AEEWEIHEZ A ENESS 54, o] IURIEMEAE S M AP R B2 iR S =
Z BN ERESRENBERN, IVSSL £RRSB/EBE IR DPAMIEZE
FHIMIGEH B TEN . BHRNEANAMNIEZEENESSSMHETRIE, OV SSL
LIRS PR T IIE WS Z AR BHI, X Mubis & B
AL SO#HTRIE, BV SSL ERRSHIEBUELIEMT RN FNRILEE
KE—FY REILE RS SIE B, HRIERREM S CA/Browser IaHIITHIER
B 3 TERRAE(EV Guidelines)

Based on different security levels and authentication methods of the issued certificates,
the SSL Global Server Certificates include: DV SSL Global Server Certificates, IV
SSL Global Server Certificates, OV SSL Global Server Certificates and EV SSL
Global Server Certificates. The DV SSL Global Server Certificate only verifies the
ownership and control of the website domain name, and does not verify the true
identity of the website domain name owner, which can ensure the high-intensity
encrypted transmission of the website information from the user's browser to the
server; the IV SSL Global Server Certificate is specifically designed to verify the
ownership and control of website domain name and the true identity of the personal
website operator; in addition to verifying the ownership and control of website
domain name, the OV SSL Global Server Certificate also verifies the true identity of
the organization to which the website domain name belongs; the EV SSL Global
Server Certificate is an extended validation server certificate issued after more strict
verification, and its verification procedure conforms to the Extended Validation
standard (EV Guidelines) established by the CA/Browser Forum.

SSL = BKAR 55 25 IE B 2 A T3 UL B AP AR TR A9 M 45 E ALK 55 7 5 B BK Y45
BWEENEN, BNZRIEBERATITANERS WEB lREFZEEZLIZE
BE, KUBIEEEAERPinTIRS R BNINE LR, BLEEERESAMEE.
BEENAAEMERT. BTHS. ETHS. DUV EEUNEAHBREFENIDN
g, ARSI ETEREAEEMMEEERS

The SSL Global Server Certificate can be used to verify the identity of the network
host server or Internet domain name owner identified in the certificate, and
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meanwhile, this kind of certificate can also be used to establish a secure channel
between the subscriber's browser and the WEB server to realize encrypted
transmission of data information between the client and the server so as to prevent
disclosure of data information. It is suitable for application in various fields such as
online banking, e-commerce, e-government, enterprise informationization, public
services, etc., and provides basic trust services for building trusted cyberspace.

b. REBERIEH

b. Code Signing Certificates
REMFLLBNLEEFR. £HTXFAR, REBLZIEREHE: VR
FZIUEB. OVRIEBEZIESR. EVARBEZRIEH. IVREBERIEB LIS XNHRME
AREBNNARLSHHTRIE, OVRBEZIEREIHNFLELGHREN
VM ESLSHHTIRIE, BV RBEZRLEBURELIEM™ENSNRIEE
R —TY R ARIEEZIES, ERIDRIEN & CA/Browser WIRHITTAYIE

SR S4B F SR (Code Signing Baseline Requirements)

Based on different security levels and authentication methods of the issued certificates,
the Code Signing Certificates include: IV Code Signing Certificates, OV Code
Signing Certificates and EV Code Signing Certificates. The IV Code Signing
Certificate specifically verifies the true identity of the software developer; the OV
Code Signing Certificate specifically verifies the true identity of the organization that
develops and publishes the software; the EV Code Signing Certificate is an extended
validation Code Signing Certificate issued after more strict identity verification, and
its verification procedure conforms to the Extended Validation standard (Code

Signing Baseline Requirements) established by the CA/Browser Forum.

REBFZIEH T AT RIBE B FARIRN B RBRE T HE BTN S0, Y
ERBETHNER, MRPABHTZEENZ M.
The Code Signing Certificates can be used to verify the identity of the software code

provider or publisher identified in the certificate, as well as the signature in the code
publish to protect the integrity and security of the code.

c. HEEIEP
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c. Timestamp Certificates
R EBIER B OV [EEIER.
The Timestamp Certificates include: OV Timestamp Certificates.

OV I EBIL B EEM T BBk S=%, REBFEZRNIEE.

The OV Timestamp Certificates are mainly used in the timestamp server and provide

the function of digital signature.

d. XHEEZIEF

d. Document Signing Certificates
REERIEPNLEER. LATREALE, XEERIEREE IV X

FRIEFH. OV XHEERIEPR.

Based on different security levels and authentication methods of the issued certificates,
the Document Signing Certificates include: IV Document Signing Certificates and

OV Document Signing Certificates.
XHEEZREBEATHEERRXENES N, TEMETNZENNEA.

Document Signing Certificates are suitable for applications that need to ensure the

authenticity, integrity and confidentiality of the document.

1.4.2 BRHAYIE B 7 A Prohibited Certificate Uses

ERGEERTHIEBREHXZATIEE EHABRS], than EV SSL AR =%

IEH REE A T2 R IAER) WEB BRS5=5
The certificates in this trust system are functionally limited based on different types.

For example, the EV SSL server certificates can only be used for strictly certified
WEB servers.

FRIEBHNRAREETT AIEB T AT RIP AT TR R ETEBY
FRIR B MEBUR T R A, MRS ETNRNETFHERAE, EXIEBHE
FBHA CPS IREMNN FSEE, BAZ CAIHFRIF.
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The key usage of various certificates is limited in the extensions of subscriber
certificates. However, since the limited validity of the certificate extension depends on
the application software, if the participant does not comply with the relevant
agreement and its application to the certificate is beyond the scope of application
defined by this CPS, it will not be protected by the CA.

R CANMEARNBAIEBEILABREZOEE. ZNSBAERLTENE

ATER, ITRAASRIEBATHaRE . BIEMGsHMERIEETH, K
FRIEBBTAMEIEaNEMUESBERBNER, BILENNERERH

RS,

Any digital certificate issued by the CA is prohibited from being used in violating

national laws, regulations or damaging national security. Subscribers shall not use the

certificate for phishing attacks, fraudulent websites or other malicious criminal

activities, and shall not use the certificate for releasing a program that contains or is

suspected to contain malware, and the resulting legal consequences shall be borne by
the subscriber.

1.5% B&E 18 Policy Administration

1.5.1 RS SCRY B IEA1 4 Organization Administering the Document

A (CEFINMELVSHN) NEENMERFNEATZERBEEZRR.
HBEFIMEAS 2R ERZ AR NFTA (B FIMEL SN MFIT. &5,
EWEEH.

The administrative organization of this CPS is the Security Policy Administration
Committee of BJCA. The Security Policy Administration Committee of BJCA is

responsible for the creation, issuance, update and other matters of this CPS.

1.5.2 BfZ& A Contact Person

1.5.2.1 JE B [o] Rt & Certificate Problem Report
BRI EHRE R BREE R IET L T ARIER:

(1) &RHBB{EZE: sslservice@bjca.org.cn; I
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(2) ZH: +86 -4009197888,

Certificate problem reports and certificate revocation requests shall be submitted in
the following ways:
(1) Send email to: sslservice@bjca.org.cn; or

(2) Call: +86 -4009197888.
1.5.2.2CPS [a]# CPS Problem

EEIHX CPS la. B, &%, #Ho IR TR #HITE R
BXAREI] HFINEASZEEIEERI]

BRAEAN &4

ROEHbE: http://www.bjca.cn

B FERFEHBIL . cps@bjca.org.cn

BRI FEARAFMEILRTEEXILMHIAAER 68 5 1501 5
MREX4%H5: 100080

EIESH: +86 10-58045600

ZEHESH5: +86 10-58045678

For any problems, suggestions, questions, etc. about this CPS, please contact in the
following ways.

Contact Department: Operation Department of BICA

Contact person: Mr. Li

Website address: http://www.bjca.cn

Email address: cps@bjca.org.cn

Address: 1501, No. 68 North Fourth Ring Road West, Haidian District, Beijing, China
Postal code: 100080

Telephone number: +86 10-58045600

Fax number: +86 10-58045678
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1.5.3 AR FE CPS fF & K B 894143 Organization Determining CPS

Suitability for the Policy

A CEFINELSHAN) ABEFINERTRERBEEZRASARFTIE, IR
HFNLE AT R RBEEZRSHELT.

This CPS is created and approved by the Security Policy Administration Committee
of BICA.

1.5.4 CPS #t £ F2 % CPS Approval Procedures

K (EFINMELW SR BEFINMEATDLERBKEEREZRS, HLCPS

HENH, RENAZTHRS CPS ERfA, HEFNIATNLERBEEER

/-

KHARIS CPS ERHATHIF IS . ¥P1EHE, K CPS EHRIR B FINLEA
SRERWEEZRSF. ERFINIATRERKREEZATFMBI/G,
ABFINER S AIM LSS, FRE (B FIMERS EEIVE) BIRE,

MXIMATZ BEN=THZAR T VHEEUHRER.

This CPS is compiled by a team organized by the Security Policy Administration
Committee of BIJCA. After the CPS draft is completed by the writing team, the
Security Policy Administration Committee of BJCA conducts a preliminary review of
the CPS draft. After the preliminary review, the reviewed CPS draft is submitted to
the Security Policy Administration Committee of BJCA for approval. Upon approval
of the Security Policy Administration Committee of BJCA, it will be published on the
website of BJCA, BJCA should put the record to the Ministry of Industry and
Information Technology within 30 days after the publication.

1.5.5 CPS {&717T CPS Revision

CAMMRBEERBFER . RAER, IFERURLYFSERIEAFENE

TIA CPS,
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The CA will revise this CPS in a timely manner in accordance with national policies
and regulations, technical requirements, standard changes, business development, etc..

CA#LAZ¥KE XS CPS AT 1EAIARATZ S, FHLXERKEEZRZNTMEX

EH. KCPS EVBEEIT K. MRLTRAN, NBERAS., EFLH
Ffial. BRI REITIER. B1TRM CPS, MMMAfmzHBEN=1THZHE
T FE B EBEZE

The CA will conduct strict version control of the CPS and the Security Policy
Administration Committee will be responsible for related matters. This CPS is
amended at least once a year. If there is no change in content, increase the version
number and update the publish time, effective time and revision history. BJCA should
submit the revised CPS to the Ministry of Industry and Information Technology for
the record within 30 days after the publication.

1.6 E X #1455 Definitions and Acronyms

1.6.1 & X Definitions

VNS EX

ZERBEEEZERS | HFNLASIAMERSERENN RS RIS EIE KENH
A CPS #HUAENH

BNERSHE | RAAEE RFIEBNEIRE. A, HIETEENN
BIATLAS .

VEMLAS SEAAMLAS (RA) Registration Authority BB 5 —INs %
TRIhEE SR RFIFILHNERRIBA, EREBIELIE
HEAE, ARERETEIRESELIES, LBITH
BHSEREIEBNIER, BRSUELIT A EHEIED
HEAMNIBEKR. BR, RAFHAEXRIES (B RA KK CA
ARIBRERS)
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HFILH HEFIMERSVMERNERIERFEERATINGE
BHATFEARNE T XM

IEBHHSI R —PMEEFINERSVMBEFERNIIR, ERET—
RINEPMEZBINNTESR, thiREBERS

UEF 5K HE XTHEFINMERSVMFEITH—ERN, RFIEBXI%
ERENEREE, SINAEZETRERNERRAN,

B FIAIENL SR RXTIEBEFNERSVMES L. EE. HEIEH
UEH (B FTIE B PR R )T 12 AT R 55 KB Y
AW,

KAR MIEFANIEBHRIFERINGES, AR DEEFIE
BB, TF. HIEFFL.

Bz R CAHMRIBELSFERE—RUSRERR, NFTHK
EBHIBER, FxBdE, HEZRIESH.

CAEIRFIR —PMEBFINERSVMEFERHNIIER, RCEER
IR CA MARIEBMFIER, RAIZ CA RZELXMILEH
ELT.

NIZRERMEE | FATERARFT N2 EMERRE, RESHEH.
2. TEBEMATSIAMRS.

AR ZARFEESENTS, BTHERFESR, UK
BHIZEETN, BAMEAATREAMBENXHSESR
FIARRE

yN: PNAREHBFEEFENER, ATRIEENYEAMA
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2

AEENBFER. ARTUATF, —RIFTTHEEHK
R, FHESIHMAFLBZS, EEETHERFEAN

HIAZBREISZ].

FELULFARTS TN

FLAL BB, TR N AR H B 48 €k

BAVIRZS
WebTrust T3 FINMERR S VMMM TE PR B TR A
LIRS LD — eI UL AR B BIE N SRS SR IS M uh B 5K S 898K
FUER, BERSIERT RUAE P inFIAR & ik B
RESREMA SSL NEBE.
DV SSL £ ERARSS231E | B RWIEEY SSLIEH, RIGUEMuhE & FrE 1A 5 5 B
+ SSLIEH.
OV SSL £ BkAR&S2R1IE | MV IGIER! SSLER, BRERIEMIGHAREN, thE
St WIEMNEZEZE (P148) NEXSH.
IV SSL £ BkAR &281E | D AIEE! SSLEH, BERIEMIGHBREN, thE
St WIEMuE2EE (PA) NELSH.

EV SSL & BkER & 281iF

BRI SSLIED, BEMMMELEFAN. ML

+ EERILPHIFENEXSMHETEIN S AEEREY
TRERIE, BREERE—NRSNRIIARE.

RIBERIED BT AR/ REFETRFER/MILE.

EV RIBERIED AT IR/ RFETHFERNIER. IEBmMAR
BB R FEHTIERE/ T RESNEIL.

XHERIUEH RT3 XEHTHFERILES,

- 32 -




@ BEENE

BT VIE A ) SM2 BRASAEAR R ARk 55

i (8] B E B BT E#SRS=S, RERFERNINGE.

Terms Definitions
Security Policy | The highest policy administration and supervision
Administration organization and CPS approval organization within the
Committee certification service system of BJCA.

Certification Authority

The authority that is trusted by users and is responsible for
the creation, issuance, revocation and management of

certificates.

Registration Authority

The Registration Authority (RA) has one or more of the

following functions: identifying and authenticating
certificate applicants, accepting or declining certificate
applications, voluntarily revoking or suspending certificates
in certain circumstances, handling requests of certificate
revocation or suspension from subscribers, accepting or
declining subscribers' requests of updating their certificate
or key. However, the RA does not issue a certificate (i.e., the

RA represents CA to undertake certain tasks).

Digital Certificate

An electronic document signed by a CA, which contains the
public identity information and public key of the certificate
holder.

Certificate Revocation

List

A list digitally signed by a CA that specifies a list of
certificates that the certification issuer considers to be

invalid, also known as a blacklist service.

Certificate Policy (CP)

A set of rules developed by a CA that indicates the
applicability of a certificate to a particular community or the
rules

of application for different types of security

requirements.

Certification Practice

A statement of the business practice adopted by a CA in the

Statement (CPS) procedure of issuing, managing, revoking or updating a
certificate (or updating a key in a certificate).
Entry Clerk Responsible for entering the information submitted by the

certificate applicant and assisting the user in digital

certificate application, renewal, revocation, etc.
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Reviewer

According to business needs, the CA sets up one or more
levels of reviewers who are responsible for reviewing the
certificate application information and approving the

certificate issuance after the reviews.

CA Revocation List

A list digitally signed by a certification authority that marks
the list of CA's revoked public key certificates, indicating
that the CA and the issued certificate have been invalidated.

Public Key | Secure infrastructure that supports public key systems,

Infrastructure providing identity authentication, encryption, integrity and
non-repudiation services.

Private Key A key generated by numerical operation for making a digital
signature, and can be used to decrypt a file or information
encrypted by the corresponding public key according to its
operation mode.

Public Key A key generated by numerical operation to verify the digital
signature generated by its corresponding private key. Public
keys can be disclosed, generally identified in online
databases, repository, or other public directories and
available to anyone who wants to obtain the public key.

Online Certificate | An online certificate-checking protocol that enables

Status Protocol relying-party application software to determine the status of
a given certificate.

WebTrust Current international auditing standard for CAs.

Global Server A digital certificate that allows visitors to verify the true

Certificate

identity of a website through a browser. A server certificate
can be used to establish a highly secure SSL encryption
channel between the client and the server.

DV SSL Global Server
Certificate

Domain validation SSL Certificate, a simple SSL certificate
that only verifies the ownership of website's domain name.

OV SSL Global Server
Certificate

Organization Validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of
the website operator (organization).

IV SSL Global Server
Certificate

Individual validation SSL certificate that verifies both the
ownership of website's domain name and the true identity of

the website operator (individual).

EV SSL Global Server

Extended validation SSL certificate requires more strict
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Certificate extended validation of the ownership of website's domain
name, the authenticity of the website operator and the
certificate applicant, conforming to the rigorous validation
standards which are globally unified.

Code Signing | A certificate used to digitally sign software code/programs.

Certificate

EV  Code Signing A certificate used to digitally sign software code/programs.

Certificate Extended identity verification of the certificate applicant is
required before issuing the certificate.

Document Signing | A certificate used to digitally sign a document.

Certificate

Timestamp Certificate

Used for timestamp servers to provide digital signatures.

1.6.2 455 Acronyms

"5 RXER X EFR
Acronyms English Full Name Chinese Full Name
CA Certificate Authority B FMERRSHIAY, B

A
RA Registration Authority SRS RS
CP Certificate Policy B m
CPS Certification Practice Statement B8 AV S5 3]
SSL Secure Sockets Layer NREE RN
TLS Transport Layer Security EEERS
CRL Certificate Revocation List BN T &
ARL Certificate Authority Revocation List CA 545513
LDAP Lightweight Directory Access Protocol 270 B 375 8
OCSP Online Certificate Status Protocol TELEE BARAS MY
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SCA State Cryptography Administration REWLEIES
PIN Personal Identification Number NN BB R
PKCS Public KEY Cryptography Standards NI BRI DA
PKI Public Key Infrastructure NIRRT
RFC Request For Comments BB ERE
CAA Certification Authority Authorization INTFA AT
CSR Certificate Signing Request TFERIE RS
DBA Doing Business As B B FR

DNS Domain Name System W& %5

ICANN Internet Corporation for Assigned Names BEENEZT58S0E

and Numbers

449
EV Extended Validation ¥ RIS /IR I
FIPS Federal Information Processing Standards BE 3042 B ANRAR A
FQDN Fully Qualified Domain Name SA R T
gTLD Generic top-level domain B AT

2. E Bk 5 E & I Information Publication and
Administration
2.11= B & Repositories
R CAHMNEREREET A REB T RMESRS, REMERRSER™E
ARTFIUTAR: RIEBMHL CAIEFB. CP M CPS HITAALARA. CRL, EV

IEBLIFEIERUE B FINERA SR ERETHNER

The CA's repository provides information services to subscribers and relying parties,
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and the information services include, but are not limited to, the following content:

Root CA Certificates and Subordinate CA Certificates, current and historical versions
of CP and CPS, CRLs, Authentication Data Source for EV Certificates, and
information irregularly issued by BJCA.

2 2INE1E B 194 45 Publication of Information
AKCANMBETEMNAHRIUTEE: RIEBHMHH CAUEH. CPF1CPS I
THRF L ARA B B RSN A B R & HEE S . MM A T B RN

HE: http//www.bjca.cn, BREFINEASEAHEEEERNENRE, fHEXH

TH. &

The CA publishes the following information through the official website: Root CA
Certificates and Subordinate CA Certificates, current and historical versions of the CP
and CPS, and other information irregularly published by the BJCA. The official
website of BJCA, http://www.bjca.cn, is the most authoritative channel for
information publication, available for the related parties to download and view.

K CAHMBBIT LIRS A7 CRL A1 OCSP 58, 1T K MA&k#i 77 0] Dlilid 7
ZIRSRBUEBREEN. IEBBEEERSF.
The CA publishes CRL and OCSP information through the online service, so that

subscribers and the relying parties can obtain the certificate status inquiry and the
certificate revocation inquiry service through the online service.

A CA #49% bjca.cn’Eh CAA BIFIFE,

The CA uses "bjca.cn" as the CAA query label.
2.3% % 9T E) 83 Time or Frequency of Publication

A CA H AR CPS #2 B8 CPS £ 1.5.4 FArR MHLERTR, KHFIMIAT
T RWEEZRSHMBIE, ERFINMEASTHIMNIE EXFIMATE., KR CAHL
MEDEFELRH—X CP F1CPS, CP F1 CPS tliBid 5 B8 FE 7X24 /i35
The CPS of this CA is published on the website of BJCA after approval by the
Security Policy Administration Committee in accordance with the approval procedure

described in Section 1.5.4 of this CPS. The CA publishes CP and CPS at least once a
year. CP and CPS are available through the repository as 7X24 service.
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* l e I -
@ HFA MU A 7 SU2 2R3 HEK 2 T4 M0
CA MM E T CRL AUSIRARIBIE BRISHE, 1T IEBA CRL—AR A 24 1]\

REfA% M, 1TPIES CRLMBNIRKAEL 3 R, F% CA K ARL —f&A
12 A ERAH, PRILP ARL AR KAED 1210, WRRIEBHE
BSH, NEAENEAGRHEER.

The frequency at which the CA publishes CRL is determined according to the
Certificate Policy. The CRL of the subscriber certificate is generally published
periodically every 24 hours and is valid for no more than 3 days. The subordinate
CA's ARL is generally published periodically every 12 months and is valid for no
more than 12 months. Information should be published on website timely if a Root

CA Certificate is revoked.
ERIRERT, CANMTT IR B#HITIEBF CRL IR0,
In special conditions, CA can issue certificates and publish CRLs in advance.

2 415 B 1R8] 32 Access Controls on Repositories
SHTFAFEFH] CP. CPS fl CAIEREAFER, K CAYNMATFARETT

I RuE I REF RS TEERGE

For public information such as published CP, CPS and CA certificates, the CA allows

the public to make inquiries and accesses through the website in a read-only manner.

CAHIMBITNELZEHIP. RFETERIT. ZEERHERRREEY

RN RA NS EEFRNELSHTIEN. MR, EXFEH.

Through network security protection, system security design and security
management system, CA ensures that only authorized personnel can add, delete,

modify, and publish information in its repository.

3. B #RiE 5% 5 1dentification and Authentication
3.1%5 % Naming

3.1.1 ZFRZEA! Types of Names

CAHMMA NEFIE BT & X509 trE, BEMERAMMFNERIT A EAE
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S8, §MTANN—1EFE (Distinguished Name, f&#R DN) , ERHIZFR

A X500 trEaR R, BIEBFHEBENE—IRZ.

The digital certificate issued by the CA complies with X.509 standard and contains
the issuing authority and the distinguished name of the certificate subscriber. Each
subscriber corresponds to a Distinguished Name (DN). The DN is the unique
identifier of the certificate holder adopt the X.500 standard naming method.

XtF SSU/TLS BRSFARIEH, P MUE & IP U ERARINE EJBI 2, M
BRAZMTRE—MIE @R B P AR P ik XFF EV SSL ARG SHIES,
PR MR ER AN B A 25, BARNE E&85 2 FE2 A e SR,

mEAZAARE— T HAEETTAF B HHEE.

For SSL/TLS server certificates, all domain names or IP addresses are added to
Subject Alternative Name, whereas the common name must be a domain name or IP
address that exists in Subject Alternative Name. For EV SSL server certificates, all
domain names are added to Subject Alternative Name, and the Common Name must
be a domain name that exists in Subject Alternative Name, and the Common Name

and Subject Alternative Name cannot contain wildcards.

A CA #1419 Root CA F I R & A5 BN

B (=1

BAZ (CN) Root CA & #F

# (O) BEIJING CERTIFICATE AUTHORITY

Ezx (C) CN

The naming rules of ROOT CA's DN are as follows:

Attributes Values

commonName (CN) Name of Root CA

organizationName (O) BEIJING CERTIFICATE AUTHORITY
countryName (C) CN

AR CANAMIAIHLR CA TEE 7 Zar BN
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B

(]

B2 (CN)

2k CA B

HABERT (OU)

AR B AR (TTiE)

H44 (O) BEIJING CERTIFICATE AUTHORITY 5§ BICA
HX (L) Mx BT (i)

A (S) M ERESR (TiE)

EZx (C) CN

The naming rules of the subordinate CA's DN are as follows:

Attributes

Values

commonName (CN)

Name of subordinate CA

organizationalUnitName

(OU)

Organization or department name (optional)

organizationName (O)

BEIJING CERTIFICATE AUTHORITY or BJCA

localityName (L)

The city where the issuer is located (optional)

stateOrProvinceName (S)

The state where the issuer is located (optional)

countryName (C)

CN

WEBIT AR ERE A B e 2N

B =]
BH# (CN) HB/IP, HITFRRMR, FHEMEIIARIARIR
BB (E) VPR B TR (FTik)

HABERT (OU)

THEEU T REIHE:
VTR BRI,
E btk SHRITBXBH X
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4 (0) X THREVMNITR, 1T FREVERIR
WX (L) VR aET (i)
& (S) RrEEh (i)
Ezx (C) T PATEEZR, % CN

The naming rules of

certificate subscriber's DN are as follows:

Attributes

Values

commonName (CN)

Domain name/IP, or name of subscriber, or other identifiable

names
emailAddress (E) |Email address of the subscriber (optional)

May contain one or more of the following:
organizationalUnitN|The specific department of the organization where the subscriber
ame (OU) is located;

Other text describing the identity or certificate type
organizationName [The name of the organization where the subscriber is located for
(O) those subscribers with a defined organization

localityName (L)

The city where the issuer is located (optional)

stateOrProvinceNa
me (S) The state where the issuer is located (optional)
countryName (C) [The country where the subscriber is located, such as CN

3.1.2 ST RZRFREXALBIE K Need for Names to be Meaningful

TP BYER A (

DN)BIRAIE R EBE—MHNTER, DMEFT—ENRERE

X, 5IERHEENREERMEEXIE,

The subscriber's distinguished name (DN) is an element that identifies the uniqueness

of the certificate's subject. It must be representative and can be associated with unique

attributes of the certificate holder.
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EVSSLIE BRI B RE ST FEEYIMEENER. TRV
SEMMER, EARRATANXBEREEIFIAL, TRV SNERT
R E=F RO SR EZ,

The EV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs and the enterprise identity information
of the subscriber organization, which is identified and authenticated as the key
information of subscriber identity. The enterprise identity information of the
subscriber organization is subject to strict third-party identity verification.

OV SSLIEBMEAZBE BT P EVSHANERI AN P, URIT
PR SMER, EARRTTPRNXRBESRERTINE, 1TFAHMA D
Y EMERFEILE=TT=HNINEZ.

The OV SSL certificate's DN usually includes the domain name owned by the
organization to which the subscriber belongs or public IP address, and the enterprise
identity information of the subscriber organization, which is identified and
authenticated as the key information of subscriber identity. The enterprise identity
information of the subscriber organization is subject to strict third-party identity

verification.

IVSSLIEBHME A 2R E BRTTAMBENERS AWM IP, MEITRAHNMAS
MER. EARRTTPNXRERRESNFIANLE, ITFHPMASREEFTEIE

=AM SN EZ.

The IV SSL certificate's DN usually includes the domain name owned by the
subscriber or public IP address, and the individual identity information of the
subscriber, being identified and authenticated as the key information of subscriber
identity. The individual identity information of the subscriber is subject to strict

third-party identity verification.
DV SSLIEBHE A BB ENXE 1] FREVMBANEBRAMN P, £4

FRIRTT P YR 1S BHIAILE .

The DV SSL certificate’s DN usually only contains the domain name owned by the

organization to which the subscriber belongs or public IP address, being authenticated
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as the key information of subscriber identity.

BV RBEZIEPHNRAZEEZETAIBNELYENESR, EARRT

FHXRBREBEENIAL TTPVMHNE Y SHEETEIBE =B EMH

HiZo

The EV Code Signing Certificate's DN usually includes the enterprise identity
information of the subscriber organization, being identified and authenticated as the
key information of subscriber identity. The enterprise identity information of the

subscriber organization is subject to strict third-party identity verification.

ERABERLIPRANZTHBEAZEETESNANELZRIALRN
MBI, EAERMRTT P RYRRIE BHINLE,

The common name in the DN of the General Code Signing Certificate usually
contains personal real name or organization name, which is authenticated as the key

information of subscriber identity.

XHEEZIEBHANZPNBEAZRBETEE N ANESBIRSARNEEZ
%’Jl_{ TIEjJ*Tl/\ITFE/JEG%\%’TD %&1}\“—[__

The common name in the DN of the Document Signing Certificate usually contains
personal real name or organization name, which is authenticated as the key
information of subscriber identity.

OV NEBIEBHA TN BARBETESHEANMEIR, EAFTRITH
AR {5 B KINILE.

The common name in the DN of the OV Timestamp Certificate usually contains
organization name, which is authenticated as the key information of subscriber

identity.

31317 P B9 E & 3¢ {8 & Anonymity or Pseudonymity of

Subscribers

K CPSHE, TTROEBHIBAN)AREAERINE.
Under this CPS, subscribers (certificate applicants) shall not be anonymous or pseudo.
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314 1B MAEZFRA LA M Rules for Interpreting Various

Name Forms

CA M R FIEBFS X500 V3 x4, EFIZQTESFE X.500 FRr .,
A2 2N AEFIMEASIEX .. BFE (DN) BRAE—#AE CN. O,
CEIMHEM. HH CN AXRFITRARFR, O AXRFRARBMNZIR, C AXkE

TER.

The digital certificate issued by the CA complies with X.509 V3 standard, and the
DN's format complies with X.500 standard. The naming rules for DN are defined by
BJCA. The content of the distinguished name (DN) is generally composed of CN, O,
C and other parts. CN is used to indicate the user name, O are used to indicate the

organization unit name, and C is used to represent the country.

3.1.5 AFMHEIME—M Uniqueness of Names

EREEERF, FEVTFMIEB AR B AEHEE, DAESE—. B
XTRE—ITF, JUBEEREZAEZLLKIES, BIEBHY RIMAR. HiE
BRIBPHAREIT A FERERRE, BRELRIGELLER, FHIEEEM
B AR SAME R TF IAX B AR

DN of certificate must be unique for different subscribers in this trust system, and

same DNs cannot be allowed as subscriber’s subject name. However, for the same

subscriber, its subject name can be used to issue multiple certificates with different
extensions. When different subscribers have the same name during certificate
application, the principle is that the first applicant has the priority to use the name,

and the latter applicants add additional identification information for differentiation.
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3.1.6 BirAIR ). L7550 A B Recognition, Authentication, and

Role of Trademarks

HEFNEA S EERETT AR RPALEM AN, EEIEBREERLEH
HATERILIIRF R B IEBELPEEERN, TP EEFINEAE
REWAVEMITPIE R XMNER, XFERANZHARIZHEINAREFINEA
S XS B ARAY VA B AT HI BT AR E

BJCA respects the registered trademark rights in any subscriber name, and any
certificate applicant shall not use any name that may infringe intellectual property
rights. When the certificate information contains a trademark, the subscriber shall
provide BJCA with a documentary proof of the ownership of the trademark registrant.
This requirement is not and shall not be considered as a judgment or decision by
BJCA on the attribution of the trademark.

HFINEA SR ATHERIEB PRI TEHA . RFMRF NN, 7F
BRRIEXAMNA M — . W TEBER. RERSFHEREREMN S,
HFRINEA SR B RA, 12F X5EEESE B 1 gt SBU= £ MR~
ARIEBRIE, ARERRIOHEEFTRE, EREFBES RAMIR=NFL
AOIEBHIAFI

BJCA is not responsible for resolving any disputes concerning intellectual property
rights such as domain names and trademarks in the certificate, and does not warrant
the uniqueness of such rights. For disputes arising from the attribution of trademarks,
service marks, etc., BICA has no power and no obligation to refuse or query any
certificate application that may lead to intellectual property disputes, and does not
bear the responsibility of arbitration or mediation, but retains the right of revoking any

certificate involving intellectual property disputes.
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3.2%1486 B 1A Initial Identity Validation

3.2.1 1F BRI A FAEH B 7 7% Method to Prove Possession of Private

Key

IEBRIBEELIERFTE SFEMAPREN NN, ERTEEHE:

PKCS#10. HE SMELMEARRTIE, 3FE CAYREZMNHECIEATIR.

The certificate applicant shall prove the possession of the private key that corresponds
to the registered public key. The proving methods include: PKCS#10, other equivalent
key identification methods, or other proving methods accepted by CA.

3.2.2 #1495 {3 015 %2 B9 % 51 Authentication of Organization and

Domain Identity

P RBHFNMEASDEZEERER TELXMIE BRI RIEBHRIBA, =1H#

BHEMEAXM IEBRIEXM, FREZIEBHRIBNEREFR, RBKIEHEN

Before the subscriber applies for the certificate issued by BJCA under this trust
system, the certificate applicant shall provide valid identity documents and certificate
application documents, accept the relevant provisions of certificate application, and
agree to bear corresponding responsibilities.

CANUEBUEMAISERITFIIEBHIEE, EXNITPANSMESMHITH

%, FRBRITNAEZERFITFHIBEME.

After accepting the certificate application of the subscriber, the CA or RA shall
authenticated the subscriber's identity and properly keep the subscriber's application

materials in accordance with the agreement of both parties.

3.2.2.1 #1159 5B 51 Authentication of Organization Identity
HIAETT P EBRIUE BT R IFHE XS MEE, BFEERRT: EVRE,
EARRGIE. EVBASEANER. HEAXRECIESR. RABFESVEICIER. b
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E (#X) tVEERFRVSECIENBUFHI, REIEBHIE,

The organization shall hold the valid identity documents before applying for a
certificate, including but not limited to: business license, legal person code certificate,
institution legal person certificate, social organization registration certificate, private
non-enterprise registration certificate, registration certificate of resident representative
office of foreign (regional) enterprise and the government approval, and submit the
certificate application.

CA M A MY E IV P2 WL FEN . 550 E R #H
INBIBANER. HEREFEZNOT,

The CA or the authorized RA will confirm the actual existence and legality of this
organization and confirm the applicant's intention. The authentication procedure is
specified as follows.

(1) BEINEE =TT EIREXN B IS S LA T2 ERIN, B
PR EESREER -5

(1) Check and confirm the valid organization identity document through an
authoritative third-party database to ensure that the provided information is consistent
with the verification results

(2) WEBARANMBENGERNARDIBIEBEENENXGEENRERE
FEMEH, FERBENAREHBVEERN. CANMTEESEERERS
FMEIESHET NS RIBTHTIKE, MFIARIBEEERNMERNESLE, @
WIEFERTHEDIAZEERNAEK.

(2) Check the authorization documents authorized by the organization to the
authorized representative to handle the certificate and the valid government-issued
photo ID of the authorized representative to ensure that the authorized representative
is authorized by the organization. The CA can contact the applicant through a
telephone number obtained by Authentication Data Source to confirm the authenticity
of some information of the applicant, such as verifying whether a person in the

application form is an authorized representative.

(3) BIEFHER. RITITRHEFAX, SIEBHRIBAKLTIERBEK,
FINHBANEXER
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(3) Verify the certificate request with the certificate applicant and confirm the true
intention of the applicant through SMS, bank payment postscript, etc.

(4) MR CAYMTENE=TBIREMBNER TERRE=T7#T

REHERAIFERHIMINESAIL AL

(4) If CA is unable to obtain all the required information from a third party, it may
entrust a third party to conduct an investigation or request the applicant to provide
additional information and supporting materials.

CAYIMSRE I F4EIFIE B M BIEATIR, EWENLEBHIFTHNEEIZF!

&, XTHRAERANBIBA, CAYIPRKIELEE R,

The CA establishes and maintains certificates high risk applicants list and will check
the list when the certificate application is received. For applicants in the list, the CA
will reject the application.

3.2.2.2DBA/E \ Z FRAY4 51 Authentication of DBA/Tradename
EIFBEFT R EADBAS W ZFR, CAVIME RN EMY A EILILT
ARANED—MFIARIEEEERIZDBAS & FZFR.

If the certificate subject contains a DBA or tradename, the CA or the authorized RA
shall verify the applicant’s right to use the DBA or tradename using at least one of the
following ways.

(1) BURHASRMENTIERRIGE S RN . FAESIATHNER .
(2) TJEMEEERIE. (W BMERFHE. 9FBNINAHEEEZEER)
(3) HA CAYVIMIAATENRIUETT.

(1) Valid documents provided by a government agency in the jurisdiction of the

applicant’s legal creation, existence, or recognition.

(2) A reliable data source. (eg: Dun & Bradstreet, Ministry of Commerce Foreign
trade operator registration)

(3) Other DBA/Tradename's authentication methods that the CA determines to be
reliable.

3.2.2.3 E % AL 5! Verification of Country

z

AL B ERPEEERIE, CAYMEIRNALEMIA R @I X T T7 5
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NED—FHTERHLT.

If the certificate subject contains an option of country, the CA or the authorized RA
shall verify the country using one of the following ways.

(1) BT =77 $0E EE & 1 W SEDNSIE R B /R 9 IPHb I 5 FR 5 & A9 1P
HHESRFIAFREE, FRREIBEANIPHUAERES BIEALRRER—2,

(2) BERERAcCTLD,

(3) HEFMINMRENES.

(4) BILACPSE3.2.2.1%5 R ERIFFREMVADIE AE SHTAIEER
Ao

(1) Confirm the host country by checking the IP address displayed by the DNS record
of the website or the IP address of the applicant through an authoritative third-party
database, and ensure that the country where the applicant's IP address is located is
consistent with the actual country where the applicant is located.

(2) The ccTLD of the requested domain name.
(3) Information provided by the domain name registrar.

(4) Confirm the country through the information provided by the applicant in Section
3.2.2.1 of this CPS.

3.2.2.4 W Z BB INFIL FI] Verification and Authentication of Domain
Name

X5 E ARIE, WIS INR RIEENEA S FASSEKE A S,
CAVVM SR A MR R BIA T LRI RPN —F, FIARIEERAZE
&,

For the verification of a domain name, the verified entity may be the applicant's
parent company, subsidiary company or affiliate, and the CA or the authorized RA
shall adopt one of the following authentication methods to confirm that the applicant
owns the domain name.

(1) SBBEE 3229 FHrhip it MFIAMLE R, BEmaTR %%
Y&, REER—NMERZEYENTRIARRN, FIABRIEAXN FODN B E.
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BEALE LN AIEE] WHOIS JEfft & REVEREX R A B T IRl . (4ikE Baseline

Requirements v2.0.2 % 3.2.2.4.2 (O B WIETT3%)

(2) B85 3.2.2.9 THBR U FIAFIL R 0%, BITIA AL IXRE
I, REER—MEBIZEVENTIABLE, FIABEEAN FQDN HAE.
BEATLE A AR IEBIFRIR H I B B R A A9 F R4 s admin’, "administrator’,
'webmaster', 'hostmaster's§'postmaster’, FHEE (‘'@") ZFRREFREPUEE.

(#k#E Baseline Requirements v2.0.2 %5 3.2.2.4.4 {91 B T73%)

(3) Wit7E /. well-known/pki-validation” B & T AT X 4R B H#HTE
IE (B&1ERESFEIERNSE) . #FIATT X FODN BB, (k& Baseline
Requirements v2.0.2 & 3.2.2.4.18 t15 B I8 773%)

(4) Bid7E DNS CNAME. TXT 8 CAA iCEXHERHFEC AT A
TERE, MEIATPAERMNFREN, Bk 1) #EE, 3F 2) — %
U R FRFA KB %, (4kHE Baseline Requirements v2.0.2 2§ 3.2.2.4.7
YIS B A T 7%

(1) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's ownership of
the FQDN. The random value must be sent to the domain name contact email address
registered by WHOIS. (Based on the domain name validation method of Baseline
Requirements v2.0.2 Section 3.2.2.4.2)

(2) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's ownership of
the FQDN. The random value must be sent to the email address identified as the
domain name contact or created by using 'admin', 'administrator', 'webmaster',
'hostmaster' or 'postmaster’, followed by the at-sign ("@"), followed by an authorized
domain name. (Based on the domain name validation method of Baseline
Requirements v2.0.2 Section 3.2.2.4.4)

(3) Confirm the subscriber's ownership of the FQDN by verifying the content of the
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agreed file (files containing requested values or random values) under the
"/.well-known/pki-validation" directory. (Based on the domain name validation
method of Baseline Requirements v2.0.2 Section 3.2.2.4.18)

(4) Confirm the subscriber's ownership of the domain name by confirming the
presence of a negotiated random value or request token in a DNS CNAME, TXT or
CAA record. Requirements: 1) authorized domain name; or 2) an authorized domain
name with a prefix starting with underline character. (Based on the validation method
of domain name in Baseline Requirements v2.0.2 Section 3.2.2.4.7)

EIRTGUE 77 7% T A E A BEALE R B B0 A M= EiZBEYLE 4R 30 K. A
CA #1494 25 onion FETHIE R E % SSL £ERARSS2HEH .

The random value used in the above validation method is remain valid for no more
than 30 days from the time of creation. The CA does not issue SSL Global Server

Certificates for domain names in the form of .onion.

3.2.2.5IP it F#AIAFIL 5! Verification and Authentication of an IP
Address

CA MM IANA FRERIEREE 1P S MEBBFIRE K IEH . CA AR
MEGEMIASR R AN TER TR P, FINRIBEFREHIZ P il

The CA does not issue a certificate for a Reserved IP Address marked by IANA or
non-routable internal domain names. The CA or an authorized RA shall confirm the

applicant’s ownership of or control over the IP address using one of the following

authentication methods.

(1) Wit7E /. well-known/pki-validation” B 3 T A E S Bt {T2ah,
FIATT 3T IP HuHE A9 FEHIAX . (fKk#E Baseline Requirements v2.0.2 2 3.2.2.5.1
fY P 3%

(2) B85 3.2.2.9 TBR U FIAFIL R 0%, BITIRA AR L IXHE
PIE, REER—MERZREYERNFIARR, FIARIEAX P Hhik A iHIA.

(4k#E Baseline Requirements v2.0.2 &5 3.2.2.5.2 19 IP &iF 773%)

(3) B IP it FAYRE) IP BB S P il XEER, REERAE
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CPS 8 3.2.2.4 TR A9 73R IE, HRIABRIEAST IP #udt pyF=HIA (4 & Baseline

Requirements v2.0.2 25 3.2.2.5.3 By IP IGIEF7X)

(4) BEFHITIRIR A IP EXR AR IESBIFREWIARIBEARILE IP it
KA, FIARRIEAXS IP Hudlk (9= H4X . (fk#E Baseline Requirements v2.0.2
5832255 (9 IP BIETTE)

(1) Confirm the subscriber's control over the IP address by making changes to the
agreed information under the "/.well-known/pki-validation" directory. (Based on the
validation method of IP address of Baseline Requirements v2.0.2 Section 3.2.2.5.1)

(2) As per the procedure of Verification and the Verification and Authentication of
Email Address in section 3.2.2.9, send a random value by email, and receive a
confirming response using the random value to confirm the applicant's control over
the IP address. (Based on the validation method of IP address of Baseline
Requirements v2.0.2 Section 3.2.2.5.2)

(3) Obtain the domain name associated with the IP address by performing a reverse-IP
lookup, and then use the method described in Section 3.2.2.4 of this CPS to verify the
applicant's control over the IP address. (Based on the validation method of IP address
of Baseline Requirements v2.0.2 Section 3.2.2.5.3)

(4) Confirm the applicant's control over the IP address by dialing the telephone
number identified as the IP contact and obtaining a response confirming the
applicant's request for verifying the IP address. (Based on the validation method of IP
address of Baseline Requirements v2.0.2 Section 3.2.2.5.5)

ERBEUE A AR A EAE B EA A M= EZREYVEFIERY 30 R, K
CA MR N IP Hulb %5 % EV SSL & FRERSGS2SIE+ .
The random value used in the above validation methods is remain valid for no more

than 30 days from the time of creation. The CA does not issue an EV SSL Global
Server Certificate for the IP address.

3.2.2.6 BECFFE & I IAFIL R Verification and Authentication of
Wildcard Domain Names
CAVIAGRE R FHACPSEE 3.2 245 B WIUEF77A L. Bk A2 M UE T3 /A4

A —MISIETT %, RIEHIARIEE M BECAT A MER WA RAESIN, #RIZ
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BaePRREAETE —FULE, HSARNJBFYE, FR2IE5E500FMH*E

A,

The CA shall confirm the applicant's ownership of and control over the domain name
to the right of the wildcard by using one of the validation methods in Section 3.2.2.4
domain name validation method 1, verification method 2 and verification method 4 of
this CPS, to ensure that the domain name is clearly assigned to a commercial entity,
social organization or governmental agency, and obtained through legal registration.

CAMIEEBEE A MMNE R EREMAEE. AHERIHHZIME
IEAES AR IE B RIE, BRIFTT P REBILAE s B 282G o
=,

The CA refuses the certificate application if the domain name to the right of the
wildcard is directly a top-level domain name, a public suffix, or the domain name is

controlled by the domain name registration management authority, unless the
subscriber can prove its rightful control of the entire domain namespace.

PERN, CAMFIXRRMHMBINEZITE, NHESRNEENR, NF
T FIRMEAENNHE, TTRARRERUERIIEHIEL.
When necessary, the CA needs to adopt other independent review methods to

determine the ownership of the domain name. If the corresponding assistance is
needed from the subscriber, the subscriber cannot refuse it for any reason.

3.2.2.7 F3ER Y AR Data Source Accuracy
CANIMBEVIE B LI EHRBEAEE AMIE LA, MBESFTE, Fihl

http://www.bjca.cn,

The CA publicly discloses Authentication Data Source for EV Certificates on the
official website. If necessary, please visit http://www.bjca.cn.

CAYMAEZFIUPLIUNLEREZ G, NANKEEVIER SRR RN &
kA
The CA shall disclose the latest version of Authentication Data Source for EV

Certificates in a timely manner after changing the certificate authentication data
source.
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AR AEIRRIEATENBIRRZH], CAVMIIZRIENTEM. HH

MRENSWETRMEETIHE HFEEUTEER:
Prior to use any data source as a reliable data source, the CA shall evaluate the source

for its reliability, accuracy, and resistance to alteration or falsification, taking into
account the following factors:

(1) FriRfERBER.

(2) ERFKIFREFIE,

(3) BIRHNEmAEIERENBR.
(4) BEEXS AR AR TIAEME.
(5) TAEE LR HIRAIAEXIMEE .

(1) The age of the information provided.

(2) The frequency of updates to the information source.
(3) The data provider and purpose of the data collection.
(4) The public availability and accessibility of the data.
(5) The relative difficulty in falsifying or altering the data.

XTEERT IS, & MG 0 1 A EESRIR 3RS A ER s SC R A
By (8] ANEBIE A CPS %5 6.3.2 THAEMIEBRABIEA, MA CA HA T Hix
R R XA .

For the issued subscriber certificate, the data and documents may be used by the CA if
the time of obtaining data or documents from data source evaluated as reliable does
not exceed the maximum validity period of the certificate as specified in Section 6.3.2
of this CPS.

3.2.2.8 INIEA#9#E4X (CAA) Certification Authority Authorization
(CAA)
ACAMAERERSSLIEPZF], BXNFELIER TN ZY RIHME—

dNSName fICAAIERAGE . CAYIIPKAZHCAALFKMBEHE (BREHIMICAA
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RIS N B ) P, BIESREERROES. ZBICAA

ICXMENH, CAYIMISERHITCAAMRE.

The CA will check for CAA records for each dNSName in the certificate subject alias
extension before issuing the SSL certificate. The CA will issue a certificate to the
certificate applicant within the validity period of the CAA record (the TTL of the
CAA record, or 8 hours, whichever is greater). If the validity period of CAA record is
expired, the CA will re-check the CAA.

CAH AR HERFC8659AY L E 4L T8 “issue” . “issuewild” X “iodef” iy J& M FR3F |
#issue” “issuewild" IREFEIF EH P A B R bjca.cn”, NCAYMAE XNV
AUIED; BECAALEKH I iodef1r7%, NICAHMERIEEABERESEHNH

nmn

The CA shall process the property tags of "issue", "issuewild" and "iodef" as specified
in RFC8659: if the "issue", "issuewild" tags exist and do not contain "bjca.cn", the CA
will not issue the corresponding certificate; if the “iodef” tag appears in the CAA
record, the CA will communicate with the applicant and then decide whether to issue
the certificate.

CAHLA I T HI CAAE F & e R MIE A A T RIEBAFKAF:
1) FEIEHFIMEA S NEMISHE R EECAAL TR,

2) EOERE —REFMEHCAALE,

3) B & X E AR F7EFSE ICANNAR X 35 A9 DNSSECIS IF 5% o

The CA is permitted to treat a record lookup failure as permission to issue if:

1) The failure is outside the CA’s infrastructure;

2) The lookup has been retried at least once;

3) the domain's zone does not have a DNSSEC validation chain to the ICANN root.
3.2.2.9 HRE-Hb HE A9 FRIAFIL B Verification and Authentication of Email

Address
CAMAA L IR AN A9 E ML 4948 X BR 15 35 BB R Hb HE A9 B 30 A i ) A 17 4
A, HERMRETENT,
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The CA or the authorized RA shall verify the effectiveness and control rights of the
applicant’s email address. The authentication procedure is specified as follows.

(1) CAHAEIZERHU A XREYIE, BYERRSES4, FEE—,

(2) HIBEEWREIER I O EIZBEYEHETHIA.
(3) CAHIMBIREIEE, FEEEFHMBIES ZEMBYEHRTILY, &
R, ARt £ 5@ .

(1) The CA sends a Random Value to the email address, which is generated by the
system and is unique.

(2) The applicant must send a confirming response utilizing the Random Value to the
CA.

(3) The CA receives the response and shall make sure the received Random Value is
the same with the sent one.

bR 577 7% B ME BB HUE R B U A M= EIZBEAUE T 4R A9 24 /B
A

The random value used in the above validation method remains valid for no more than
24 hours from the time of creation.

3.2.2.10 DV SSL IRk F=FIEHIT 7 B4 £ 5! Authentication of DV
SSL Global Server Certificate Subscriber Identity

ANAITA. T ANEERTE DV SSL £ERREFIEE, T U@ CA #H1H4
IR AYEMYIAGR X EHIF. DV SSL £KREHEFR T EE IP ik, BEFHE
. ITFHIE DV SSL £EHRREHEB, IZRZM T
If the subscriber applying for an DV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The DV SSL Global Server Certificates

can contain IP addresses and wildcard certificates. When a subscriber applies for a
DV SSL Global Server Certificate, the following materials shall be submitted:

1. IEBHIFER
2. EL—MHMERIEAME (DPAITFAARER)

3. HIBABDASML A
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4, HAGIRTBRIEARRDUER (MAITAARER)
5. HAEEEAILH

6. FHALW IPHIER (BEENER)

7. IEBETE CSR X1+

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof

4. The proof of authorization granted by the organization to the applicant (not
applicable to individual subscribers)

5. The proof of having a domain name
6. The proof of having a public IP (domain name is not applicable)
7. Certificate application CSR file
CANMENEZ (IP) X CSR GMMHITER . HLERRETANT.

(1) BEEHBEIMMEREBWHOIS)TIEE, SEATHRERBIEPNEHEZE
ERE, EEHZIMELSETNBBIERHIEE B, VSFELREHRBIES
FRIEZEHLMALE R, WEHBZHFEESE (WHOIS) ERZEINERT—I,
WTT P ETR EIRAUE B E CA HUMSREER 475 3018 [0 R B IRAVAIE BEREFE
58

(2) =REA CPS % 3.2.24 WHABRLRTTE, WINRBENHBNMBEN.

(3) #REBA CPS % 3.2.2.5 %5 IP ML HIT73%, FHINRIFEXT IP bt Hypr
A=

(4) MR IFREFEHBZIER, ZRIBA CPS 5 3.2.2.6 BT TREMHZ L

b=}
[ Sl
o

(5) XF CSR XHMEANETEBE, CRAMEBEEESETERIERTINARIE
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FE—X, REFAMEXIE, ttal DN MIRFE, HRIIHEEHERLA.

(6) 3ZEBA CPS £ 3.2.2.8 FTHERIEZE CAA LK.

The CA needs to authenticate domain names (IP) and CSR compliance. The
authentication procedure is specified as follows.

(1) Through the domain name registration information query (WHOIS) function,
obtain the information of the registrant who applies for a domain name certificate,
check whether the domain name registrant is consistent with the domain name
certificate applicant, and initially verify that the domain name certificate applicant
actually owns the domain name. If the domain name applicant is inconsistent with the
result of the query (WHOIS), the subscriber may provide a certificate of authorization
or the CA may send an email to ask whether it is authorized to the certificate applicant
for use.

(2) Confirm the applicant's ownership of the domain name in accordance with the
domain name identification method in Section 3.2.2.4 of this CPS.

(3) Confirm the applicant's ownership of or control over the IP address in accordance
with the IP address identification method in Section 3.2.2.5 of this CPS.

(4) If one applies for a wildcard domain name certificate, perform wildcard domain
name identification in accordance with Section 3.2.2.6 of this CPS.

(5) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.

(6) Check the CAA records in accordance with the requirements of Section 3.2.2.8 of
this CPS.

3.22.11 IV SSLEFRER 5RHLE BT 7 5 3£ 5] Authentication of IV SSL
Global Server Certificate Subscriber Identity

MANITFWTEERIE IV SSL KRS =RIEF, oTIAE CA IS HEAXAYEM
MAGIRAZ I, IV SSL @ KIRSHIE BB BERFF. IP ML ZEHZIER. 1T
FEIE IV SSL £IRRFARIEBHT, NI THHL
If the subscriber applying for an TV SSL Global Server Certificate is an individual, it
may apply to the CA or an authorized RA. The IV SSL Global Server Certificates can

contain wildcards, IP addresses, or multiple domain name certificates. When a
subscriber applies for an IV SSL Global Server Certificate, the following materials
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shall be submitted:

1. IEBERIER

2. HIBEARN DN ASMIERAME

3. WHEEEMIEH

4. MELAMIPHILE (HEERER)
5. MEPERIFCSRIC 1

1. Certificate application form
2. Applicant's personal identification proof
3. Proof of having a domain name
4. Proof of having a public IP (domain name is not applicable)
5. Certificate application CSR file
CAMMBRXITT P St 7L A5, EEXEHE (IP) & CSR &M M#HITE

Al. HEFRIETTENT,

(1) =EA CPS % 323 WHIERLFITAMAZH.

(2) WiTEBEAHE B2 (WHOIS) TheE, SEIFTHRIEERIEBHERE A
ERR, EEEHZIMERESNERIERHIEE—R, YSEEHECH BB
BERLMALE R, WEHBHIEFEESE (WHOIS) BEFRZEINERAT—, U
1T PR AT ARk & CA AL KENEB 4 77 218 ja) R B RANAIE BHIERE
58

(3) FRERA CPS % 3.2.24 WHBRLERTIE, WINRIBENHBNMBEN.

(4) $REA CPS % 3.2.2.5 ¥ IP ML RITT3E, FHIARIFEX IP bt Aypr
A=

(5) MMREIFBEEFEHZIUET, 1Z2BA CPS 5 3.2.26 BT#HiTEETEHZL

b=}
[ Sl
o
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(6) XF CSR XHMLFNFTEBS, CSRAPWNEEERERIBERFTIHIE

ZE—3, EEHSHEXEMTE, b DN NIRFSE, HRITEERTHEE .
(7) #RBBZS CPS 2 3.2.2.8 FTHIEREE CAA LR,

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure is specified as
follows.

(1) Authentication of individual identity in accordance with the requirements of
Section 3.2.3 of this CPS.

(2) Through the domain name registration information query (WHOIS) function,
obtain the information of the registrant who applies for a domain name certificate,
check whether the domain name registrant is consistent with the domain name
certificate applicant, and initially verify that the domain name certificate applicant
actually owns the domain name. If the domain name applicant is inconsistent with the
result of the query (WHOIS), the subscriber may provide a certificate of authorization
or the CA may send an email to ask whether it is authorized to the certificate applicant
for use.

(3) Confirm the applicant's ownership of the domain name in accordance with the
domain name identification method in Section 3.2.2.4 of this CPS.

(4) Confirm the applicant's ownership of or control over the IP address in accordance
with the IP address identification method in Section 3.2.2.5 of this CPS.

(5) If one applies for a wildcard domain name certificate, perform wildcard domain
name identification in accordance with Section 3.2.2.6 of this CPS.

(6) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.

(7) Check the CAA records in accordance with the requirements of Section 3.2.2.8 of
this CPS.

3.2.2.12 OV SSL € FkRE =2 IE B 1T P 5L 5 Authentication of OV
SSL Global Server Certificate Subscriber Identity

MADIT FIRFBEERIE OV SSL £IKPRF=IEH, T U CA A HENAYE
AR HIE, OV SSL £RMRSHL BT BB, IP it ZEHRIEH,

1T OV SSL £BKIREAE PR, RIEZ M THHL
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If the subscriber applying for an OV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The OV SSL Global Server Certificates
can contain wildcards, IP addresses, or multiple domain name certificates. When a
subscriber applies for an OV SSL Global Server Certificate, the following materials
shall be submitted:

L. IEBEIER

2. EL—FMHMEBIERAE

3. HIBEABN T ASMIERTE

4. HAHET RIEARIEBUERR

5. MHEEEMIEH

6. HHE/AMIPHIILEE (HAFEKNER)
7. MEPERIFCSRIC

1. Certificate application form
2. At Least One Organization Information Proof
3. Applicant's personal identification proof
4. Proof of authorization granted by the organization to the applicant
5. Proof of having a domain name
6. Proof of having a public IP (domain name is not applicable)
7. Certificate application CSR file
CAHIMEBRIIT P SH 7L A5, EEXNEE (IP) & CSR &M M#HITE

Al. HERRIETTEAT.

(1) #=BRA CPS 5 3.2.2.1 HIVEREFIT FHIMF 1

(2) BELHZEMELERWHOIS) IR, BEIFTHRIBEZIEBHERE
MERE, EERZIMERENEHZIEBHRBEE N, VSEEHEHZIES
HIEEWIHBUE R, MEEHIFEFSE (WHOIS) EHEINERA—I,

AT A e RO BA S E CA IR EER 7T N8 B 2 B RNGIE B HIFEE
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H.

(3) ¥RERZA CPS % 3.2.2.4 TEHARLHITTE, WINRBENEHAMNMMBEN.

(4) #RERA CPS % 3.2.25 15 IP b & 71777%, #FIARIEE XS IP #hitA9FR
B HIN

(5) MREBIFBEFFRBIED, FRBA CPS 5 3.2.26 T fTREFHEE
il

(6) XF CSR LB FEES, CSR PPN EERETERIERTNRAE
ZE—%, EEHFSEFEHSE, il DN NIRFE, HBITEESHEELE.

(7) $2EBA CPS £ 3.2.2.8 FTHERILZE CAA LK.

In addition to the identification of the subscriber, the CA also needs to authenticate
domain names (IP) and CSR compliance. The authentication procedure is specified as

follows.

(1) Authentication of organization identity in accordance with the requirements of
Section 3.2.2.1 of this CPS.

(2) Through the domain name registration information query (WHOIS) function,
obtain the information of the registrant who applies for a domain name certificate,
check whether the domain name registrant is consistent with the domain name
certificate applicant, and initially verify that the domain name certificate applicant
actually owns the domain name. If the domain name applicant is inconsistent with the
result of the query (WHOIS), the subscriber may provide a certificate of authorization
or the CA may send an email to ask whether it is authorized to the certificate applicant
for use.

(3) Confirm the applicant's ownership of the domain name in accordance with the
domain name identification method in Section 3.2.2.4 of this CPS.

(4) Confirm the applicant's ownership of or control over the IP address in accordance
with the IP address identification method in Section 3.2.2.5 of this CPS.

(5) If one applies for a wildcard domain name certificate, perform wildcard domain
name identification in accordance with Section 3.2.2.6 of this CPS.

(6) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.
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(7) Check the CAA records in accordance with the requirements of Section 3.2.2.8 of
this CPS.

3.2.2.13 EV SSL £ KR E L BT P 540L£ 51 Authentication of EV

SSL Global Server Certificate Subscriber Identity
PAGTT FANFRE I EV SSL £IRARSAFIEH, o] A= CA A IRANAYE
MR FRTE, EV SSL & EKARSGS=/IEPBHIE, RAtE WEB IRS=MEHE, 7

BEZAEBEBES, 212 P itAEIE, EVSSL £#RREIEBTES

[]

ZHAIUER. FIFEERESERVIX. bEVEN. HBAKSLITF. BB

/

BB EREWATFM:

If the subscriber applying for an EV SSL Global Server Certificate is an organization,
it may apply to the CA or an authorized RA. The EV SSL Global Server Certificate
application can only be the domain name of the WEB server, and the domain name
cannot contain wildcards. The application for the IP address is not accepted. The EV
SSL Global Server Certificates can include multiple domain name certificates.
Applicant subscribers can only be organizations such as Government Entity, Business
Entity, and Private Organization. And the applicant organizations need to meet the
following conditions:

1. ERVIKNHEIN T FM:

(1) 2l ERIRBAIREAER T

(2) #EITFHRIBME A SURH R A AR,

(3) FTEER VT CAZERILS,

(4) TEFEBFELZEHELRE (MRAHEE) P

1. Government Entity shall meet the following conditions:
(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;
(4) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA’s jurisdiction.
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2. BV BTN TFM:

(1) %BHHBEEVARKINNEIEEAR,

(2) AELEENMEFL". T, T REZ,

(3) 1T HIBH B A JURH B A AR,

(4) AEEENE WA,

(5) HAWMBINRRMIERRVF CA RIS,

(6) MMFFRNAKAETEBFRERBREILERE (NMEZHLE) F,

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative must not be listed on any
government denial list or prohibited list (such as the trade embargo) under the laws of

CA's jurisdiction,
3. HERBRNHEIN T &4
(1) REHWEEVEAINNEEZEHR,
(2) AEBEVAMAEL. T3, SEREZF);
(3) FETT P ERiEMR AR A 0 AR S AL AR AR TR
(4) HBEBEENEVIHER,
(5) FTEEZR AV CAEXRIES,
(6) NMEFEBMNELEREREILZE (WRHEEZ) F.
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3. Private Organization shall meet the following conditions:

(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;
(5) In a country where CA is allowed to issue a certificate;
(6) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA’s jurisdiction.

4. HIBMMERABNAE:

FHIEA BHIERNEAR

HA BIFRNEEAR

FEEAN BIBHE

FRIERIEAN. £ CA SRIEFERXEKT, EXTTHEEAT EVIEBERAER
ERT, BHIEERRERBFREA, RERBEFNTIERHOEREN,

B ERIBVM TR —D AR ENAE, heJ25Z ARTM. ML
AEVIERIBERMNIR AREENOREN, FERNFHRIAFEREMNESR
REAERIFU CANMINT AR (BRERRTEIMAZE. IFMWEAARE.
AREREFNR) MEBRIBERITAMHTER, STALTNRBERRER,
CANMAERIELERTE, FFXNERRAIEBHITRIE.

4. The role that the applicant organization shall have:

Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
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guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the issued
certificate.

5. EIEHMMNEE:
(1) ERIBENAHEE R AR E—E AN ERIRE S E 2 HE AR
B ME—1E A
(2) WBIMEERAFE WHOIS #iEE.

5. The domain name of the applicant organization:

(1) The applicant organization owns the domain name ownership or exclusive use
rights and is aware of its ownership or exclusive use rights to the domain name;

(2) Domain name registration information shall be disclosed in the WHOIS database.

6. 1TAHIE EV SSL £IKPRFRIEBRS, IR THEL
(1) EVIEBEIER

(2) ZELD—MHAEESIERAMEL

(3) ELWMEBIFEANNFIERME

(4) MAEHETFERIFEANEDULR

(5) fbMvfFFEIERASC A

(6) #H =& AVIER

(7) IEPERIE CSR XMt

6. When a subscriber applies for an EV SSL Global Server Certificate, the following
materials shall be submitted:

(1) EV Certificate application form

(2) At Least One Organization Information Proof
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(3) At Least two types of Certificate Requestor's identification proof

(4) Proof of authorization granted by the organization to the applicant
(5) Proof of company’s existence
(6) Proof of having a domain name
(7) Certificate application CSR file
CAHAGXS EV SSLIE P HIFAIE RN T !

The authentication procedure of the EV SSL certificate application by the CA is as
follows:

(1) TTREH£5
a. WIFFIBEYMHNSHEEMN

BT EVIEBEIEEIRREE IR IFIAMEMED (WE—HSERAND) '
T8, WILFBIMAS0E S ROEMHL;

DB BT AR AR R B RRE AT .
b. MHMBILHIAR

FIFTM SN ERRETE,

FRIFHM SN E RS AR,

FRIBYMRHENELERUR R SEMXM (MEWNR) hEICAEMIRIE
—%.
c. WIEHBENMIFEIRTS

BT EVIEBEIEEIRE W RIBVDIMED (MGE—HEARE) |
BIEHR AL FEAETNRIBIRENRTEARERIENEFERES.
d. Xt EVIEBRIBEEXARNSNEIE

EVIEBHRBEAN (MEIHARIEEVIEBN, IEBHIBARTREEELAN)

DRETENE (RR) NITEHTRIE
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BEAZREMIZEEERIEENER,

BEHRFTEEEE (BIE IEEIRRSEIMA S EIR) SHIBTIMA
FRIEKER, HWIARIBA. FHA. EBANAR SN ZIZN.

(1) Subscriber identity authentication
a. Verify the legality of the applicant organization

Query the registration code (such as unified social credit code) of the applicant
organization through Authentication Data Source for EV Certificates; verify the
identity information and registered address of the applicant;

It must be verified directly by a qualified independent source of information.
b. Content of organization verification

Whether the identity information of the applicant organization exists;
Whether the identity information of the applicant organization is accurate;

Whether the business address provided by the applicant organization is consistent
with the registered address in the registration document (such as business license).

c. Verify operational existence of the applicant organization

Through Authentication Data Source for EV Certificates, query the registration code
of the applicant organization to verify its operational existence or query the bank
capital verification report provided by the applicant organization to verify its
operational existence status.

d. Authentication of EV certificate applicant's principal individual

EV certificate requestor (When individual businesses apply for EV certificate, the
certificate requestor must be the operator himself) must be verified by face-to-face
(video) methods;

Verify identity information through the Ministry of Public Security identity
verification platform;

Contact the personnel department of the application organization by dialing the fixed
line telephone (must be the company phone number obtained from the authentication
data source) to confirm the identity and authorization of Certificate Requestor,

Certificate Approver and Contract Signer.

(2) HHBLEF
FREBAR CPS 5 3.2.24 BB LEFN L, FWINRIEESXNEHAFIEN.
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(2) Domain name authentication

Confirm the applicant's ownership of the domain name in accordance with the domain
name identification method in Section 3.2.2.4 of this CPS.

(3) CSR {451
STITFIR3CH CSR XA B HITRIE, BE CSRHMNEEEEEHIERY
HNEE—H, SAMEHEEMNE, FRITHESHRBENLEA.

(3) CSR file authentication

Verify the content of the CSR file submitted by the subscriber, check whether the
information in the CSR is consistent with the information in the application form,
whether it complies with the relevant specifications, and verify whether it has a
private key.

(4) EVSSLEIKREZEBAFIER D 4.
*F EVSSL &R FIUEPHIN A ITH], CAYMATTRAELZNAIUER, F
Bl EE@E (0 BEAFR) BEANAFUERRMEITF,

(4) EV SSL Global Server Certificate Public Key Certificate Distribution

Regarding the distribution control of the EV SSL Global Server Certificate, the CA
issues a public key certificate for the subscriber and delivers the issued public key
certificate to the subscriber by secure channels (eg: email).

3.2.2.14 TEARILEZIEFTT P 50X 5 Authentication of General
Code Signing Certificate Subscriber Identity

PMAITA. IMITPNBEERIFEBRBERIES, o U@ CAYIME IR
AOEMAIASIRAZERIE. TTARIREBEREER/IEBN, RIBRZM T
If the subscribers of organizations and individuals apply for a General Code Signing

Certificate, they may apply to the CA or an authorized RA. When a subscriber applies
for a General Code Signing Certificate, the following materials shall be submitted:

1. JEHBEEER
2. EO—FAMGESTEMY (M AITARER)
3. BIBEALNASWIE M
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4. PR T ERBANRDULH (DPATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof

4. The proof of authorization granted by the organization to the applicant (not
applicable to individual subscribers)

CANMBRXITT P S #TE A5, XS CSR EMMHTER . HERIR
BITEMNT,
(1) FEBNEFNEHEENTARLBR/ ALRNMER, FREBACPS 5§
3.2.3 %5/ 3.2.2. 1 HHTEWLR,
(2) 3FF CSR XHHLFEFEES: CRANEEREESHIERTHHIE
EE—%, WCRHBEFRSHERTHA—H, MURBERIE BEFE

HRISE, tban DN MIRFSE, BRIERESHERA.

In addition to the identification of the subscriber, the CA also needs to authenticate the

CSR compliance. The authentication procedure is specified as follows.

(1) If the certificate's distinguished name contains the personal name/organization
name, the identity is authenticated in accordance with Section 3.2.3/3.2.2.1 of this
CPS.

(2) The authentication of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form. If the CSR
application information is inconsistent with the application form, the application form
shall prevail; whether the relevant specifications, such as the order of the DN, are met;
verify that it has a private key.

CA WA BRIFTT PSR IB 1T 7.

The CA does not identify the code of the applicant subscriber.
RILZBIE BRI RFERSE ABL mIMEIEBE FIPS 140-2 TAE

BT A Level 2 R EZE2HEHNLEN TP, NREREFRTEEEDARL

USBKey. 1NZEHNE, UXEBAHEANEHE:
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1. CAHIMAITFAERRIEEZERZIUEBHERFELEEILAR USBKey 1, H CA

HAER ST
2. TFBCHEZENRTERERX, FEMEAXNNEX log. ERLEAXS
AREEAES . CSR XMHEMEEAR CA HIa IR,

The Code Signing Certificate must be kept in a secure medium that has obtained a
commercial cryptographic product certification certificate or the FIPS 140-2
certification and complies with Level 2 and above security specifications. The media
includes, but is not limited to, a smart key USB key, an encryptor, etc., and the
available distribution methods include:

1. The CA generates a Code Signing Certificate for the subscriber and keeps it in the
smart key USBKey, which is mailed to the subscriber by the CA.

2. The subscriber generates a key pair on the security medium, and provides the
relevant log of the key pair, the specific model of the device that generated the key
pair, and the CSR file to the CA for audit.

3.2.2.15 EV REEZZIEHIT P 54 4L 5 Authentication of EV Code
Signing Certificate Subscriber Identity

AT PINFBEERIFEY RBERIES, o e CAVM IR AV EMAL191R

[E]

RHIE. EVRIBERIEBHIE, A ERERIPHL. RIEERELERYLX.
EVBEL, HEARSENEITF. BRENMFTEREH TR

If the subscriber applying for an EV Code Signing Certificate is an organization, it
may apply to the CA or an authorized RA. EV Code Signing Certificate application
cannot include domain names or IP addresses. Applicant subscribers can only be

organizations such as Government Entity, Business Entity, and Private Organization.
And the applicant organizations need to meet the following conditions:

1. BRVIXRIHBMN TR

(1) EH ERRBARGEM AR

(2) EITFERIBEMEAR AR BN ERAR,

(3) FrEER AV CAERIEH,

(4) FEFEBFELZSERZILEE (NRAHEE) F.
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1. Government Entity shall meet the following conditions:

(1) Approved by the superior in accordance with its functions;

(2) The authorized representative of the unit must be specified in the subscriber
application materials;

(3) In a country where CA is allowed to issue a certificate;
(4) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA’s jurisdiction.
. RN RN RHEN T &M
(1) RELBEENMARINNGEZAR,
(2) AEEBVNMNEL . T3, S e
(3) T HIBEMEI R LR BN AR,
(4) HEEENELZAT,
(5) MMFERAKRFAEERAVF CAZERIESH;
(6) MABFIRMAKAEHEBFELZ RS E L RS (MAHEIE) F.

2. Business Entity shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;

(5) The country in which Business Entity and its authorized representative reside
allows the CA to issue a certificate;

(6) Business Entity and its authorized representative must not be listed on any
government denial list or prohibited list (such as the trade embargo) under the laws of

CA'’s jurisdiction.
3. MBI REN T &M

(1) H#BHBEENMRKINNEIEEAR,
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(2) RELENA B TR SRS,

(3) AT HIBHEL A JURH R A AR,

(4) AEEENE WA,

(5) PREER VT CA BXRILH;

(6) NEFEBFEERENZLERE (WRHEE) B,

3. Private Organization shall meet the following conditions:
(1) A legal organization acknowledged by the local regulatory body;
(2) Not listed in the “closed”, “invalid” or “expired” list of the regulatory body;

(3) The authorized representative of the unit must be specified in the subscriber
application materials;

(4) Have a fixed place of business;
(5) In a country where CA is allowed to issue a certificate;
(6) Must not be listed on any government denial list or prohibited list (such as the

trade embargo) under the laws of CA's jurisdiction.

4, HIBHBNAENAE:

HIEAN BRIFRNENAR

Bt BIERATEEAR

FEN BHIFHUAE

HIERIEA: £ CASRIGEEXEKT, ERTEEAT EVIEBEAAEN
MIERT, HEEBRREREREAN, ARRBEZNTIEROEREN,

IEBERBFVMETERN— P ARTHAAENAE, thi33EAKTM. UL
REXNERBERMNNRATHEENOREAN, RERAEHIAREACHESR
EXARIFUA CAYMBINT AR (BFEERRTIMAE. SFMEAARE.
REXZEAN) WMEBRBERITAHHTER, FTAINHREACREER,
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CANMBRTEELRTE, FXNERMAIEBHITHIE.

4. The role that the applicant organization shall have:

Certificate Requestor: handling personnel of the application unit
Certificate Approver: the person in charge of the application unit
Contract Signer: Signatory of the application agreement

Applicant Representative: In the case that the CA and the applicant are related parties,
and both parties have applicable guidelines for the use of EV certificates, the
applicant must set an application agent to represent the applicant to accept the
guidelines for the use of certificates.

The certificate applicant organization can authorize one person or multiple people to
fulfil all the roles. Above roles must be employees or authorized agents of the
applicant. The applicant shall confirm that the information of the application role is
true and accurate, and sign the certificate request and subscriber agreement in the way
approved by CA (including but not limited to the registered official seal, registered
legal person's name seal, role signature, etc.). For the false information of the
application role, the CA has the right to refuse the application and withdraw the issued
certificate.

5. 1T/ BV RIBEZIEBE, RHRm TR
(1) EVIEBEIER

(2) ZED—MAEESIERAMEL

(3) ELWMEBIFEANNFIERME

(4) MA9¥%F BRIFEABIRAGER

(5) bk 777 Bt

5. When a subscriber applies for an EV Code Signing Certificate, the following
materials shall be submitted:

(1) EV Certificate application form

(2) At Least One Organization Information Proof

(3) At Least two types of Certificate Requestor's identification proof

(4) Proof of authorization granted by the organization to the applicant

(5) Proof of company’s existence

EV REDERILBHIBHIERTTE:
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Identification methods for EV Code Signing Certificate Application are as followed:
(1) ITR&MmER

a. WIFRIFEVMNFHEENE

B BV IER LI RE AR EVAEMED (NE—HSERREB) B
5, WIEERIETE SME B XML,

VA FEIT SRR (E R SRIR TR
b. XHMMEIERNAR

FRIEM S IMERRBFE,

BRIEM S IMER DA,

FIEVRENAE IR T ST (B L R) FEehEMhit
—
c. WIFEIFETMNFEURS

B EVIE B SR RE R R IENATMERE (ME—HSERRE) |
KWIFHREIEF FESEEHENARENRTRRR SRV FLIRE.
d. X EVIEBHIBFEEXARNSNEIE

EVIEBHBEA (METIEHAHREEVIERH, EBRBAFTELEELRN)
DRAIENE (W) W77 E#TRIE

B ARBENZR T ERIESHES,

BEKITEEBIE (DAERESIEEERERNATHIE) SHIFNMEA
EIWIVEKR, WIARHBEA. FHA. EBANARSHRIRN.

(1) Subscriber identity authentication
a. Verify the legality of the applicant organization

Query the registration code (such as unified social credit code) of the applicant
organization through Authentication Data Source for EV Certificates; verify the
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identity information and registered address of the applicant;

It must be verified directly by a qualified independent source of information.
b. Content of organization verification

Whether the identity information of the applicant organization exists;
Whether the identity information of the applicant organization is accurate;

Whether the business address provided by the applicant organization is consistent
with the registered address in the registration document (such as business license).

c. Verify operational existence of the applicant organization

Through Authentication Data Source for EV Certificates, query the registration code
of the applicant organization to verify its operational existence or query the bank
capital verification report provided by the applicant organization to verify its
operational existence status.

d. Authentication of EV certificate applicant's principal individual

EV certificate requestor (When individual businesses apply for EV certificate, the
certificate requestor must be the operator himself) must be verified by face-to-face
(video) methods;

Verify identity information through the Ministry of Public Security identity
verification platform;

Contact the personnel department of the application organization by dialing the fixed
line telephone (must be the company phone number obtained from the authentication
data source) to confirm the identity and authorization of Certificate Requestor,

Certificate Approver and Contract Signer.
(2) CSR X443

SHTPIRAZAY CSR XHEARH#HTEIUE, £E CSR FHER B ERIERF
HEE—, SEFEHEFAIE HRITHEGWEREA.

(2) CSR file authentication

Verify the content of the CSR file submitted by the subscriber, check whether the
information in the CSR is consistent with the information in the application form,
whether it complies with the relevant specifications, and verify whether it has a
private key.

(3) BV RBEERILBDAIES

EV RIZEZZIE BN R FEFR S H A ZR = MIAEIE B FIPS 140-2 1A
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L& Level 2 R ELREMBNLTENRT, NREHEFRTEEERDN

&t USBKey. MNENF, SIREMNDXTREIE:

1. CAYUMAITFEMRBEZIERBHFREFESEEMPAR USBKey 1, H CA
MAGERZF 21T .

2. ITFECERENRHPERTAX, WEMBRTHEX log. ERFAX
MR & BAREIS . CSR XXMHR LA AR CA MAGINHEERIZ.

(3) EV Code Signing Certificate distribution control

The EV Code Signing Certificate must be kept in a secure medium that has obtained a
commercial cryptographic product certification certificate or the FIPS 140-2
certification and complies with Level 2 and above security specifications. The media
include, but are not limited to, a smart key USBkey, an encryptor, etc., and the
available distribution methods include:

1. The CA generates a Code Signing Certificate for the subscriber and keeps it in the
smart key USBKey, which is mailed to the subscriber by the CA.

2. The subscriber generates a key pair on the security medium, and provides the
relevant log of the key pair, the specific model of the device that generated the key
pair, and the CSR file to the CA for audit.

3.2.2.16 R EEHIEBIT A 5H L5 Authentication of Timestamp
Certificate Subscriber Identity

MATT AN HERIER B BIER, T I E CAY DS IRA A M A81R 32
. TTAHRIEMEBIEBA, RiRZM T
If the subscriber applying for a Timestamp Certificate is an organization, it may apply

to the CA or an authorized RA. When a subscriber applies for a Timestamp Certificate,
the following materials shall be submitted:

1. IEBEER
2. E>—MHAE I AR
3. HIBABDA SR

4. YR T BHIE AL A
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1. Certificate application form

2. At Least One Organization Information Proof
3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant

CA HIMBRITIT P ST LRI, EEX CSR AMMH#HITER . HERR
EITEM T
(1) #=BRAN CPS 5 3.2.2.1 HAVEREFIT FHMF 4
(2) XF CSR XML FTEES: CSR PHNEARBSRIBERTNEHE
FE—H, WCSRAEFEESHERTHA—H, MNNHERDE SEFE

HHXIMSE, bl DN WInF%, WITESEHE A,

In addition to the identification of the subscriber, the CA also needs to authenticate the

CSR compliance. The authentication procedure is specified as follows.

(1) Authentication of organization identity in accordance with the requirements of
Section 3.2.2.1 of this CPS.

(2) The authentication of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form. If the CSR
application information is inconsistent with the application form, the application form
shall prevail; whether the relevant specifications, such as the order of the DN, are met;

verify that it has a private key.
3.2.2.17 XHFRZUEFIT P BL 5 Authentication of Document

Signing Certificate Subscriber Identity

MANTFAC VAT B ERIBEXEE RIS, 7@ CA HIMEHRNAYE
MR ZERIE. 1TPRIBEXHEERILBN, NREIWATHEL
If the individuals and organizations apply for Document Signing Certificates, they

may apply to the CA or an authorized RA. When a subscriber applies for a Document
Signing Certificate, the following materials shall be submitted:

1. IEBHIFFR

2. EL—MHMERIEAME (PATTAARER)
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3. BHIBARDASML A

4. PR T ERBANRDULH (DPATTRARER)

1. Certificate application form

2. At Least One Organization Information Proof (not applicable to individual
subscribers)

3. Applicant's personal identification proof

4. Proof of authorization granted by the organization to the applicant (not applicable
to individual subscribers)

CANMBRNITT P S ETE A5, XS CSR &M MHTER . HEHIR
BITEMNT,

(1) FEBNEFNEHEENTARLBR/ ALRNMEER, FREBACPS 5§
3.2.3%/83.2.2. 1 BHTEHLER,

(2) 3+F CSR XHHLFFERS, CRANGEERESHEBERTHHIE
FEE—3, EERFEHEXME, thin DN NIRFSE, FRITEERHERA.

In addition to the identification of the subscribe, CA also needs to authenticate the
CSR compliance. The authentication procedure is specified as follows.

(1) If the certificate's distinguished name contains the personal name/organization
name, the identity is authenticated in accordance with Section 3.2.3/3.2.2.1 of this
CPS.

(2) The identification of the CSR file mainly includes whether the information in the
CSR is consistent with the application information in the application form, whether it
conforms to relevant specifications, such as the order of the DN, and whether it has a
private key.

XAEE BB AR FERSE AR~ RIMEIEBE FIPS 140-2 IAIE
BHE Level 2 R EREFBNRENTRT, NREFEENRTEEZLPRL
USBKey. MN#EHE, TXRBMHSEARNEIE:

1. CAMMAIT FERXEERIEBHREFAET LB AR USBKey 1, H CA

AR S LTI P
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2. VJRPEHCEZENRPEMBAXN, BEMRRBPATHHERX log. ERFHEXT

AR & RAEES . CSR XML A CA PR,

The Document Signing Certificate must be kept in a secure medium that has obtained
a commercial cryptographic product certification certificate or the FIPS 140-2
certification and complies with Level 2 and above security specifications. The media
include, but are not limited to, a smart key USBkey, an encryptor, etc., and the
available distribution methods include:

1. The CA generates a Document Signing Certificate for the subscriber and keeps it in
the smart key USBKey, which is mailed to the subscriber by the CA.

2. The subscriber generates a key pair on the security medium, and provides the
relevant log of the key pair, the specific model of the device that generated the key
pair, and the CSR file to the CA for audit.

3.2.3 MPABHHEIXLF Authentication of Individual Identity

MAVTPEAAETT FRISAERIUERITNF D ANERNS LY, BIFER
BRT: SHNE. PRE. FEIE. BRERREAMBITIE. SE. PRI
EAKABBIEE, REIEBRIE,

To submit a certificate application, individuals or organizations shall hold wvalid
government-issued photo ID before applying for a certificate, including but not
limited to: ID card, residence booklet, military ID, Mainland Travel Permit for Hong

Kong and Macau Residents, Taiwan Compatriot Travel Certificate, passport and
permanent resident permit for foreigners.

CA MM HENAEMYUPKFIAN DA S DESSEMT M. RERE
TR,

(1) BINEE =TT EIEEXN B SR #HITIZERIN, FRATR
HONESESHEER I

(2) BEFHERE. ROIFHEFAX, SPATPELERBER. &
ZRTBEEST. W R BEYESFITRAN AT ANSHHTHIA

(3) HRIFERESVHNERN, FEMAZIMESHEFE, MUERIBA
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EEBETIZYEHR R

(4) AEZ. REDWRHEMBHBUFELLBERRNETRIBILEEN, &
BERILOZDARITERSHA RN, BB REZEHBAA . HEN
IERAX e E RIEEXN AN BEAES.

The CA or authorized RA shall confirm the authenticity and validity of the
individual's identity. The authentication procedure is specified as follows.

(1) Check and confirm the valid government-issued photo IDs through an
authoritative third-party database to ensure that the provided information is consistent
with the verification results.

(2) Verify the certificate request with an individual subscriber by SMS, postscript of
bank payment, etc. If necessary, the identity of the individual subscriber can be
confirmed by voice call, video call, photo taking, face to face meeting, etc.

(3) When the application information contains organizational information, it is
necessary to confirm whether the organization exists and whether the applicant is a
member of the organization.

(4) When the domain name, device name or email address is used as the certificate
subject content to apply for a certificate, it is also necessary to verify whether the
individual applicant has the right, for example, requesting the domain name
ownership document, the ownership certificate or the applicant's written commitment

to ownership, etc.

CAYIMRE S F4EIPIE B M BIEATIR, EWENLEBHIEHN=E1EIZS!

&, XTHRAERNBPIBEA, CAYIPRIELEH B,

The CA establishes and maintains certificates high risk applicants list and will check
the list when the certificate application is received. For applicants in the list, the CA
will reject the application.

3.2.4 SZEHEIERYLT 1= B Non-verified Subscriber Information

HEVTFRZEUEXHABTEICERNES, XERIENITAER. I

PHNEERLARTEIE, RERWIENEEFFTENILE.

Non-verified subscriber information refers to the information submitted by the

subscriber beyond the scope of authentication. The information in the certificate must
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be verified and non-verified information shall not be included into the certificate.

3.2.5 ¥ HFIA Validation of Authority

ARERDEAEFHENTY, KRAQRBEFILES, FRRERHEARZEN
HARKIZBRADIE CA BFIEBEENRNAM. BLRE CAYMHEFIES

FRiFR EMERUAER, MIEARBLAN PRI,

In order to ensure that the agent has a specific license to represent the organization to
obtain a digital certificate, an authorization document that the organization authorizes
the agent to represent the organization for the CA digital certificate needs to be
provided. After the organization affixes the official seal of the unit on the digital
certificate application form of the CA, it proves that the organization has confirmed

the authorization of the person in charge.

A CAYMAITRIEERREMRI DM AKRBIFILER. ERIFEUPEERIEE
TE B TIEBRIBENMI DA, WARERAEIZIEEA R IMNYERRER HIEE
Ko, ERFRIFFERENBEIBERN, NEBEEEREAESENARNER.
The CA allows an applicant to specify the independent individuals who may request
certificates. If an applicant specifies, in writing, the independent individuals who may
request a certificate, then the CA shall not accept any certificate requests that are

outside this specification. The CA SHALL provide an Applicant with a list of its
authorized certificate requesters upon the Applicant’s verified written request.

3.2.6 1 {EAN) Criteria for Interoperation or Certification

AR CAHEE U S EAME FIMERSTAHTERIE, BRIZEFINERS
HAHY CP & CPS T B AL mEFINMER M B BRA S SM2 EIRFEMERIES
RESAVESR, FESBFINERIEZHEXINIL.

The CA can interoperate with other certification authorities, and require that their CP
and CPS shall confirm to the requirements of the CP of SM2 Global-Trust System of

Beijing Certificate Authority Co.,Ltd., and the relevant agreement shall be signed with
BICA.
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MBEZFEEEMTEFTER, FFINEASE KBS

If national laws and regulations have requirements over the matter, BICA will strictly

abide by them.
HEBH, A CAYMRELEFTZAMEMNIES.
By now, the CA has not issued any cross-certification certificate.

33 E H BB KRB 71 5 £ 7 Identification and

Authentication for Re-key Requests

331 F M EIHPE H M 2 1R 5 £ 5 Identification and

Authentication for Routine Re-key

EITFIEBEERT, ITPB/REHLBURFIEBERNES M. &R CAH

M—RERITAFE—MBANKREIHNRAY, BAAENBRER.

Prior to the expiration of the subscriber certificate, the subscriber needs to obtain a
new certificate to maintain the continuity of the use of the certificate. The CA
generally requires the subscriber to generate a new key pair to replace the expired key

pair, which is considered as a routine re-key.

NF—RIERTHZPEFRHIE, 1T IURZEBIRFFIERNEBER,
WITREA . IEBFIS%E, NHIBENEHET

(1) FIEBHFEFH CANMELR;

(2) AFRIES LT R AAXNRIFNE ZEHEITRIE,

(3) BTFERIMEEHITIHER.

For a general re-key request, the subscriber must submit sufficient information to
identify the original certificate, such as the subscriber's DN, certificate serial number,
etc. The identification of the application is based on :

(1) The original certificate exists, and it was issued by the CA;

(2) verifying the signature of the application with the subscriber's public key on the
original certificate;

(3) Identity authentication based on the original registration information.
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BHREHNSENERREEAN BN XS SR AT, 1T ERIEEA

R, AWIMERREBANMEBOXHSERECHE, ALEmamKk, CA
PP AR AIETE.

Re-key can cause files or data encrypted using the original key to be unable to be
decrypted. The subscriber must confirm that the encrypted file or data using the

original key has been decrypted before applying for the re-key, and the CA will not be
liable for the losses caused thereby.

332 HWE R B EH N IR E X 5 Identification and

Authentication for Re-key After Revocation

IERRHEENBAEFFE T EFRIFGILES, WHERERAEHNIRR
545 RAn S nHHIMERARE, HERSACPS 5 32 AR,

The re-key after the certificate is revoked is equivalent to the subscriber reapplying
the certificate. The identification and authentication of the re-key after revocation is
the same as the procedure of authenticating the initial identity. The requirements are
the same as in Section 3.2 of this CPS.

34% 58 15 Kk B FR 1R 5 £ 51 Identification and Authentication
for Revocation Requests
BV P BRIERGEIES, NEEEIERNRR S L 3EA¥E SN HIAERE
fomiE, HEREA CPS % 3.2 R,

If the subscriber actively applies for revocation of the certificate, the identification
and authentication for the revocation request is the same as the procedure of
authenticating the initial identity, and the requirements are the same as in Section 3.2
of this CPS.

EETTPRBITA CPS Frfl ERIX T4 CPS 28 49.1.1 HATidIEM,
7 CA HME RN A EMAN MR IERSETT PHIEBE, EHFXNTASHHTE
SillJ8

If the subscriber fails to perform the obligations specified in this CPS or because of
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reasons stated in Section 4.9.1.1 of this CPS, the identity of the subscriber is not

required to be authenticated when the CA or the authorized RA applies to revoke the

subscriber's certificate.

4. EBE oy A EREEEE K Certificate Life-cycle Operational
Requirements

4. 1FF B 1E Certificate Application

4.1.1 JEHBHEHIESL{K Who Can Submit a Certificate Application

IEBRIFRAEEENA. ARG HMIAE,

The certificate application entities include individuals, organizations or other entities.
4.1.2 yF i3 2 5 57 fF Enrollment Process and Responsibilities

IEBHIBARRA CPS Tl EMER, BIRHENEHELTTNIRZIE
BEIE BSIEAXNSMEREMR, CAYMSUEIMNMZIEIERRIE KIES
MEFNFEIHEBRIBANINHITES, FREZSESERILES.

The applicant shall submit the certificate application through face-to-face or online
way, including relevant identification materials, in accordance with the requirements
stipulated in this CPS. The CA or the RA accepts the certificate application, identifies
the identity of the certificate applicant according to the identity authentication
specification, and decides whether to issue the certificate.

TR ITARELEMNITAL. A& CPS BAEX CP Rl E M SRIEF X & 13
TR FHNER. ERAEIMEKR, WITRHREEHRA CPS % 3.2 AR
IEPRIER. HENIEAXHRIEBIERXGS, FREMHESER. NES
CA HLAFSAN B EMALIGTE ALY & 5 BRIRE. DKM E . EMMINIE,
TRARERIPEFRSHIEBRANR 2.

Subscriber: The subscriber shall know in advance the responsibilities and obligations

stipulated in the subscriber agreement, this CPS and the relevant CP, and confirm
acceptance. To formally request for registration, the subscriber is required to provide
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the certificate application form, the corresponding certification documents and
certificate request documents described in Section 3.2 of this CPS, and to ensure that
the materials are true and accurate. The collection, recording and review of identity
information shall be completed in cooperation with CA or an authorized RA. After
successful registration, the subscriber is responsible for protecting the security of the
obtained certificate private key.

RIE (REARAMERTERE) HWAE, IEBHIBEAKRE CA YR

AEX. TEMEMNER HFEHMIE % CAVMIEFERKBITIENR
BKRr, RKBHENAEERRENLFREE.

According to Electronic Signature Law of the People's Republic of China, if the
certificate applicant fails to provide true, complete and accurate information to CA, or
has other faults, and causes losses to CA or relying party of the electronic signature,
the certificate applicant shall bear the corresponding legal responsibility and

indemnification obligations.

CAMIE: CAHMFANR. BZRSRA CPS % 32 T RE 524 THIEXK
TR EMMERH#TRE. iR, ¥, BERAR, BZABNTEARM
LiEsEtE, CAYMMENTAERIES.

CA: CA entry clerks and reviewer collect, record, and review the identity information
of subscribers in accordance with the requirements of Sections 3.2 and 5.2.4 of this

CPS. After verification and approval by two trusted persons (entry clerk and reviewer),
the CA issues a certificate to the subscriber.

4. 2UEF R 1E4L IR Certificate Application Processing

4213 712 5 5 £ 5 31 88 Performing Identification and

Authentication Functions

CA HUSS AT MM R ETT A AIE B RiIEE, #=EBA CPS FrflEm
%"ﬁ}%ﬂ]mﬁix—“ﬂalﬁkﬁﬁgﬁ 1/\%']5%73]0 /\ﬁgﬂljéjl /}IL%EE-LiJﬂLIZIK CPS
327,

After receiving the certificate application of the subscriber, the CA or the authorized
RA identifies and authenticates the identity of the applicant according to the identity
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authentication procedure stipulated in this CPS. The specific identification procedure
is detailed in Section 3.2 of this CPS.

CAHMENFELANERRSKIEPEAN BT RPN E —

dNSName i CAA ILx18E, FiZRA CPS 5 3.22.8 FMRETNEAMERHE
REHEZIEBHRIE. ELRREFJEBEKA], & CAVIAGIRIEALR CPS 532

TR B EIBSIE AR B B R EBIE A CPS % 6.32 THAEMRS RIE B &R
RENH, BizEERRETK, W CAYVIMTERIZEBSOERAXXH, WITH
S#HTIRA S LR,

The CA will perform a CAA record check for each dNSName in the certificate
Subject Alternative Name extension of a Global Server Certificate to be issued, and
determine whether to approve the certificate application according to the inspection
method and result in Section 3.2.2.8 of this CPS. Prior to the issuance of a Global
Server Certificate, if the time of obtaining data or certification by the CA under
Section 3.2 of this CPS does not exceed the maximum validity period of the server
certificate as specified in Section 6.3.2 of this CPS, and the information has not
changed, the CA can reuse the data or supporting documents to identify and
authenticate the subscriber identity.

ARBERILHE. XEERIEBELRF, & CAYIMIRIEA CPS 5 3.2 13k

BRI BURSIE B SRR (B NBIT A CPS 5 6.3.2 THAEHRBEZIER. X

MERIEBRAEIY, BZEEREETML, N CA YT EMIZEIESILH
Xt TR ESRHTIRAS L5,

Before the Code Signing Certificate and Document Signing Certificate are issued, if
the time of obtaining data or certificate by the CA according to Section 3.2 of this
CPS does not exceed the maximum validity period of Code Signing Certificate and
Document Signing Certificate as stipulated in Section 6.3.2 of this CPS, and the
information has not changed, the CA can reuse the data or the certification file to

identify and authenticate the subscriber identity.
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4.2.2 JE B EBIFH A FIE 24 Approval and Rejection of Certificate

Applications

CA A I A EMYLIRIBA CPS Al EM B ML FIARTEIIEBEHIBEA
S#H MRS LG, REFELHNERREMAESIEEIEBRIE.

After the CA or the authorized RA identifies and authenticates the identity of the
certificate applicant according to the identity authentication procedure stipulated in
this CPS, it decides to approve or reject the certificate application according to the

identification result.

WMRIEBHIBFABIEA CPS Il EN M EFIREELIEER A E1E, CA
P SIRNASEMY G HEIE R RIE, AIEBRIBBATEFMEEFIER.
If the certificate applicant passes the identity authentication procedure specified in
this CPS and the verification result is qualified, the CA or the authorized RA will

approve the certificate application and create and issue a digital certificate for the
certificate applicant.

MREETHER, CANMBRIELIERHIF:

1) R4EA CPS % 32 WHIHE, FRETARAFINERAELFNITFER,

2) TT P RREARIBE SR IRHLAT BB B ME AR

3) ITA RN E N ZIT AN B XN BTEXR;

4 PR EHENRBIRBIE X FHER PR,

5) BIEAIEBEEH ICANN ZEHHHFTNREZ;

6) CA HLAZIA AHUEIZ FRIER SR FINEA T RSN FEUHHEHER
x.

The CA has the right to reject the certificate application if:

1) According to the provisions of Section 3.2 of this CPS, not all necessary subscriber
information can be identified and authenticated;

2) The subscriber cannot provide the required identity documents;
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3) The subscriber objected or could not accept the relevant content and requirements
of the subscriber agreement;

4) The subscriber fails to or cannot pay corresponding fees as required;

5) The certificate applied for contains a new top-level domain name under
consideration by ICANN;

6) The CA believes that the approval of the application will bring disputes, legal
disputes or losses to BJCA.

XTHEERIEBEHE, CAYMBHBEBENERLRIBERR, RNEMBAIBTA
RIGRE CEREEERIBRSL).

For the rejected certificate applications, the CA will inform the applicant of the failure

of the certificate application and reasons (except where prohibited by law).

CAHMIRERNEIKEA. Iins] BAXKRE. NRENELEEFHNK
FUMEE=TRHNEBE, FAHEEATFREFTHENER, EIMEFIE
PR RIBEASIR, ARENEBHBENSE®ZIIK, SFTIRPEIANEHE
A, CAHIMPEIELEHERIE. NTEEAMILE, SEHRBIIRTUEZ, —
BEIIERFEALIRATIRS, CAYMENREIZIL B ERIUE G HE1T
AR,

The CA establishes and maintains certificates high risk applicants list according to the
list published by the anti-phishing Alliance, antivirus vendors or related Union,
government agencies responsible for network security services, or information
disclosed in public reports by media, and will check the list when the certificate
application is received. For applicants in the list, the CA will reject the application.
For issued certificates, they will be reviewed periodically according to the list. Once
the certificate holder is found in the list, the CA has the right to revoke the certificate

or take appropriate mechanism to deal with it.

XNTERER . BRBUFER . T IS ERBI) s S BUF B EME R
AHBEHEATERNANANE, CAYMAERIELEARFRIEH. ki, WRIES
RIEHEXAR (BREBIBEA. BitA EBAF) IFEEZEN. BERIBTE
JFRIAERIRE], CAYMIELEIEHESSNIEBHRIFEER.
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For those organizations is prohibited engaging in commercial activities or public

activities by laws and regulations, national government departments, industry
regulators, the CA has the right to refuse issuing an certificate. In addition, if the
person (including Certificate Requestor, Certificate Approver, Contract Signer, etc.)
applying for the certificate is subject to relevant laws and regulations, national or local
government restrictions, the CA may refuse to accept the certificate application in

which the person is involved.

4234 38 4F B B 15 B B 8] Time To Process Certificate

Applications

CA MM IRN A EMAAE L GRS IR RIRFINERRIBEREE, —B
EMVAEE T PRE R IBEXER, BET 1M ITEERZE, FE3-51T
EREREZSIEREL.

The CA or the authorized RA will make reasonable efforts to confirm the certificate
application information as soon as possible. Once the RA has received all necessary
relevant information, it will start processing in the next working day, and complete the

audit and certificate issuance in 3-5 working days.

CA IS AN A M9 8E 55 78 L34 B [8] HAFR A AL I UE B B EBUR THE B
FIEAREHES. ¥, AR THAXGEEMNEE RN T CA NERE
Whether the CA or the authorized RA can process the certificate application within
the above time limit depends on whether the applicant has submitted the relevant

information in a true, complete and accurate manner and whether it has responded to
the management requirements of the CA in a timely manner.

4.3UF %% Certificate Issuance
431 IEBFXFEMIAEIE FINMERSZYIAEEIFT A RA and
CA Actions During Certificate Issuance

R CA BIEBEX AR CAYMRNNTEARBRBEATERES, £1R
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CAMITIEBEFBIEIE.

Certificate issuance by the Root CA Certificate shall require a trusted person
authorized by the CA to deliberately issue a direct command in order for the Root CA
Certificate to perform a certificate signing operation.

EITPIEBNERIES, CATMHNRARNTRANILERRIFERZNGE

L, BHRZARFIERRIENEH, FBEEERA RFRELIEBIIEKRELIE CA
MIERELRFEG. RA REMNIEBFERIERELFTEIMIBHNEHLISER
REHER, FRERIERAEERN CANME.,
During the issuance process of the subscriber certificate, the entry clerk of the CA is
responsible for entering the information submitted by the applicant, and the reviewer
is responsible for the approval of the application, and the request for certificate is sent
to the CA certificate issuance system by operating the RA system. The certificate
issuance request information issued by the RA requires the identity authentication and

information security measures of the RA, and ensures that the request is sent to the
right CA.

CAHMERBIEBEXRIF KA, HENEBERIBERNENME, EHRELES
HifzE, BERILES. IEBNELARRELE FINERSVMRL T EIE I
AT LB EHE,

After obtaining the certificate issuance request, the CA shall determine its validity,

and issue the certificate after approving the application. The issuance of the certificate

means that the CA has approved the certificate application completely and formally.

432 BFINERRS Y MFLEMYLALXTTT 2 Y18 £ Notifications

to the Subscriber by the CA of Issuance of Certificate

CA AUZBIL MY EFMERT] PIEBHERERMABUEBH T,
BEEXNE. B WETEH, 3 CANMIAARMZRETTMITREMIT
Fo

The CA shall inform the subscriber through the face-to-face, e-mail, network
download, or other means that the CA considers safe and feasible through the RA of
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the issuance of the subscriber certificate and the way to obtain.

4 ANF F 52 Certificate Acceptance

441 ¥y R ¥ 2 F B 89 17 8 Conduct Constituting Certificate

Acceptance

ERERTAE TTHABE CAVMEBEN T RNREGER, EITFAREM
TER—MTAE, CANMIAATTFEZTIES:

1) ITATEERE TIES;

2) RN CANUMEITFANATT, REITTATHIES, FEIERBERETH
RIELBIVT P,

3) AR CAYMBIEBRBUBAEZESIT AR, EAEMRERITFRKRT
LIS
After the certificate is issued, the subscriber obtains the certificate through the method

announced by the CA. After the subscriber has any of the following actions, the CA
considers that the subscriber has accepted the certificate:

1) The subscriber has downloaded or installed the certificate;

2) The CA, with the permission of the subscriber, downloads the certificate in place of
the subscriber and sends the certificate to the subscriber by email;

3) After the CA sends the certificate acquisition notice to the subscriber, the

subscriber does not refuse within the agreed time.

442 B FINIE BR 55 ¥ 49 XJ iE B B9 & #5 Publication of the

Certificate By the CA

CAMMAEZRIEBE, BEBRAEITTFAMEBNES.

After issuing the certificate, the CA sends the certificate to the subscriber as the
publication of the certificate.
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443 B FINIE R 5 ¥ 48 X H fib 24K B9 18 & Notification of

Certificate Issuance By the CA to Other Entities

CAAUMAR Kb St ITRE, HMtSHATNAEFESELBTEN.

The CA does not notify other entities, and other entities can make their own queries
on the repository.

4 5ZEAXTFIIE B AY1E A Key Pair and Certificate Usage

A517] P FA$8 F0 1E B B9 {5 A Subscriber Private Key and

Certificate Usage

URHERI TIEBHRIEFERT CAYMAERNIERE, HIUAELRAR
BFS CAHME. MRETTH KA T XSS HIFRK

The actions of submitting a certificate application and accepting the certificate issued
by the CA shall be deemed the subscriber has agreed to abide by the terms and rights
of the CA and the relying party.

R REEERER. &K CPS UEIT RIS E IR ASE BN BT
TEB, FEAIEBRHIEREZF, 1TABIEEERIZIEBX NETAR.

The subscriber shall only use the private key and certificate within the application
scope specified by applicable law, this CPS, and subscriber agreement, and stop using
the private key corresponding to the certificate after the certificate expires or is
revoked.

X$F SSU/TLS iEH, 1T P AE FTHEMXSRIEREIUE B H /Y 52 3 Rz A
RS R P BRI,

For SSL/TLS certificates, the subscriber has the responsibility and obligation to
ensure that the certificate is only deployed on the server corresponding to the topic

alias listed in the certificate.
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452 1K % 73/~ $3 F11E B B9 58 A Relying Party Public Key and

Certificate Usage

K77 RBEFETS 2 A9 FSE B AR THIES, FFESIEBERE—E (40
AARY RF) . KBTRENTHNIEBNAAE, TUBEEENTTHIESRT
BTG, HFBIRAPARIENTETERNELM. ARIIBETFEZNES
PR, PRETT RERAERE RAVEIER R

The relying party shall only rely on the certificate within the appropriate application
scope and be consistent with the certificate requirements (such as key usage
extensions, etc.). After the relying party obtains the certificate and public key of the
other party, it can check the identity of the other party by checking the certificate, and
verify the authenticity of its electronic signature through the public key. When
verifying the authenticity of an electronic signature, the relying party shall know
exactly the data being signed.

W RBABEBNERE, 8
a) A CAYIMINEBRIEEBRNER, BINZIEBEWRET EER CA
MMEER, FEIEPHRNTZERWER.
b) RIIEBNERE, FINLEREEH =R,
c) @id#&H CRL 5] OCSP, HINZIEBELBEWTH.

The relying party shall verify the validity of the certificate, including:

a) Verify the signature in the certificate using the certificate of the CA, confirm that
the certificate is issued by the CA that the relying party trusts, and the content of the
certificate has not been tampered with.

b) Verify the validity of the certificate and confirm that the certificate is valid.

c¢) Confirm that the certificate has not been revoked by querying the CRL or OCSP.
HERIEBFHEER, KT NAERMETABIBECEE R EAABBIRE

2, ENZEREERIHARERRTRERNEIE.

When verifying an electronic signature, the relying party shall know exactly what data
has been signed. In the public key cryptography standard, the standard signature
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information format is used to accurately represent the signed data.

4. 67F B F ¥ Certificate Renewal

4.6.1 WIEBEFH B Circumstance for Certificate Renewal

IEBEHEAEANZIERLPIT AN AAHEMEFAERONBERT, MITFAE
K —SKFEH. A CAYMERIT PR E MIE B R AE RS, HIA CPS 5

4775,

The Certificate renewal refers to the issuance of a new certificate to a subscriber
without changing the subscriber's public key or any other information in the
certificate. The CA recommends subscribers to use the certificate re-key service

preferentially. For details, see Section 4.7 of this CPS.

VTABEILBEIEART 30 REITIERBER. WEBIHE, 1TADRERHIE
LS.
Subscribers are required to renew their certificate 30 days prior to the expiration of

the certificate. After the certificate expires, the subscriber must re-apply for a new
certificate.

CAAIIEXF5 0 SSL RS ARILH . W EBILBRIIEBENRRS .

The CA supports certificate renewal services for SSL Global Server Certificates and
Timestamp Certificates.

4.6.2 1E§RIEBEHAISS{A Who May Request Renewal

BRI BEFHOTEHEBITA.

Certificate subscribers may request renewal.

4637 B F 37 15 K B9 4 I8 Processing Certificate Renewal

Requests

IEBEFIERMNCELEEREHBERIE. £73). FRIER. WYHIFHRIE
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ERNMET AT ILATTE:

1 ITRPNRIEBHFEFEBEAR CAYMELR;

2. IEBEFIERAETFTHRA;

3. ETERIMEEHTEMNER

4. F CANUIRIEA CPS 55 3.2 HIRF AV EIRSIL AR AT [B) i
A CPS % 6.32 THAEMIRIEBHNRAEIHEZESRLEZL, N
CAHAEI E FIZEHRSOEAX M, MITFR SH#HTIRA S5 L5,

The processing of certificate renewal requests includes application verification,
authentication, and certificate issuance. The verification and authentication of the
application must be based on the following aspects:

1. The original certificate of the subscriber exists, and it was issued by the CA;
2. The certificate renewal request is within the license period;
3. Identity authentication is based on the original registration information

4. If the time of obtaining data or certification by the CA in accordance with Section
3.2 of this CPS does not exceed the maximum validity period of such certificate as
specified in Section 6.3.2 of this CPS and the information has not changed, the CA
may reuse the data or supporting documents to identify and authenticate the identity
of the subscriber.

U ERAIFFLRBIE S CAVAMF T HUES ZIER .

After the above verification and authentication are passed, the CA can approve the
issuance of the certificate.

AIEBEHN, TATMUARENRANEMERETER, CAYBKER
XAANERMAHE. EFERRESNAAGERATERM. SEEME—1

AYBSIERNLE 5

When the certificate is renewed, the subscriber can sign the renewal request with the
original private key, and the CA will verify and authenticate the correctness, legality
and uniqueness of the user's signature and the public key and the user information

contained in the renewal request.
AT PUERRIRAR CPS 3 3.2 TR ERFITIEPEMBIFRE, EIR
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R ESMIERAMEL CAHIMEAEIER TEB e X AR IE B RiRHL R T 1E

AP EH A EFILEFER.

The subscriber may also choose to perform the certificate renewal application
operation in accordance with the requirements of Section 3.2 of this CPS, and
re-submit the identity certification materials. The CA may, in any case, use the
authentication method of the initial certificate application as the authentication

processing method when the certificate is renewed.

4.6.4 MAHTIE B X1T P HY 1B & Notification of New Certificate
Issuance To Subscriber
BZK CPS 25 4.3.2 15,
The same as Section 4.3.2 of this CPS.
4.6.5 M pY 3 % HIE B AYFT 4 Conduct Constituting Acceptance
of A Renewal Certificate
B CPS 44175,
The same as Section 4.4.1 of this CPS.
4.6.6 B FINERR S AL XS EH#TIE B Y & 5 Publication of the
Renewal Certificate By the CA
B CPS 2 4.4.2 715,
The same as Section 4.4.2 of this CPS.

4.6.7 8 FINIEBR 55 M1 49 XF H fih S 1A A9 18 25 Notification of

Certificate Issuance By the CA to Other Entities
B CPS £ 443 15,
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The same as Section 4.4.3 of this CPS.

4. 7UE B 2 EAFH Certificate Re-key

471 EBZHAEFAIER Circumstance for Certificate Re-key

IEBEIAEI RIS A LR R AT RIEAMARELIES, CAYIMEIRE
UL BEFHA, BALRENEH.

The certificate re-key means that the subscriber generates a new key and requests to
issue a new certificate for the new public key. When the CA provides the certificate
renewal, the key must be renewed at the same time.

& CAHMARIEZA CPS 2 3.2 o5 ERIRIK 15 A BIRESOIE IR S A9 B [B) AN
AR CPS % 6.32 THAEMIRIEBMRAEHEIZEERKETL, M CA
AT UEAXLLFERIENER. L, ITAERIFIREAETNLTEHR
RIRZEBEERFEL, RZMENRBIRIEBNANE ST, WiEHF7!
S ITRIAEE, UERARIEBNERAMNMEBEZAEIERETERUE
CA HABEIE

If the time of obtaining data or certification documents by CA from the source
specified in Section 3.2 of this CPS does not exceed the maximum validity period of
such certificate as specified in Section 6.3.2 of this CPS and the information has not
changed, the CA may reuse these previous validations. In this case, the subscriber
does not need to submit the required materials for the certificate application again
when applying for the certificate re-key. The subscriber shall only submit the
corresponding information for assisting in identifying the original certificate, such as
the certificate serial number, the subscriber's DN, etc., and sign the certificate re-key
request using the private key corresponding to the original certificate for CA's
verification.

IEBERERERERRTUTER:

a) HiJPIEBRVEEIERY

b) HiTFILBAFHMEE MBHILBAS;

) HITFIESKE MR HIL B R IAR R 2/,
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d) HETRESEBAEHMNEL.

Certificate re-keys include, but are not limited to, the following circumstances:
a) when the subscriber certificate is about to expire;

b) when the subscriber certificate private key is compromised and the certificate is
revoked;

c¢) when the subscriber confirms or suspects that its certificate key is unsafe;

d) other circumstances that may result in a re-key.
CA MM F5 4 SSL RS AR BRAEB B EIIRS

The CA supports the provision of certificate re-key services for SSL Global Server
Certificates.

472 1FEKRIEB AP EHFAILR Who May Request Certification of

a new public key

FRIEBAPEHHOTMDERITA.

Certificate subscriber may request certificate re-key.

4.7.3 IE B %A FE FH 18 K A4 IE Processing Certificate Re-keying
Requests
B4 CPS % 3.3 15,
The same as Section 3.3 of this CPS.
A7.4 MAHIE B X1T P HY1B & Notification of New Certificate
Issuance to Subscriber
A CPS 58 4.3.2 15,

The same as Section 4.3.2 of this CPS.
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ATS5 ¥ Bl 1E X % 53 F #7uF B 89 77 & Conduct Constituting

Acceptance of A Re-keyed Certificate
BA CPS & 44175,
The same as Section 4.4.1 of this CPS.

4.7.6 B IANERRS VXS 258 EHTIUE F AY & 75 Publication of the

Re-keyed Certificate By the CA
[EA CPS & 44275,
The same as Section 4.4.2 of this CPS.

477 B FINIE R 5 M4 X H fih 21K A9 18 25 Notification of

Certificate Issuance By the CA to Other Entities

B CPS % 44375,

The same as Section 4.4.3 of this CPS.
4 81F B A E Certificate Modification

4.8.1 IFH T FE ST Circumstance for Certificate Modification
WITFIRHEAEMER L E N, XE CAYIMIREIEREE., IEBEE
RERIEIEBRIBFIEIRRE. &4,

If the registration information provided by the subscriber changes, a certificate
modification must be submitted to the CA. The procedures and conditions required
for the certificate modification application are the same as the certificate application.
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48215 K WF B T & 1Y 3£ £ Who May Request Certificate

Modification

ERIEBEENLEAIERIT .
Certificate subscriber may request certificate modification.

483 F B T F 155k A9 4L I8 Processing Certificate Modification

Requests

IR EFRBYLXBHIBIEBAEM I R ITE.

The certificate modification is processed according to the registration procedures of
the initial certificate application.

4.8.4 MAHTIE B X1T P HY1B & Notification of New Certificate
Issuance to Subscriber
[EZA CPS 5 4.3.2 15,
The same as Section 4.3.2 of this CPS.
4.85 MRIESZ T EIEE 174 Conduct Constituting Acceptance
of Modified Certificate
EA CPS 5 44175,

The same as Section 4.4.1 of this CPS.

4.8.6 B FIAUE AR 55 A48 X 2L BB 4IE B A9 & 76 Publication of the
Modified Certificate By the CA
[EZK CPS 85 4.4.2 %5,
The same as Section 4.4.2 of this CPS.
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4.8.7 B FINIE R 55 ¥ 48 X H fib 24K B9 18 & Notification of

Certificate Issuance by the CA to Other Entities

B CPS 2 4.4.3 %5,

The same as Section 4.4.3 of this CPS.
4 9F B FIFERE Certificate Revocation and Suspension

4.9.1 FHFE ST Circumstances for Revocation

49.1.1 #4587 AUEBAYJE A Reasons for Revoking A Subscriber
Certificate

WMRBI TR —FHSFER, CA VM 24 /N REIEIZIT AL

L ITR B ER R RIS ETFIES,

2. ITRINARIRIERIBERRERN, BEARREMBENTH,

3. CAHMBIERIER, SITFIEBFARAN NP HE;

4. CAVMIRAME LI T B TIEAIT AP BT L, ZTETE TR
REZMITE LT A F A (520 Debian 55 & A, &S H
http://wiki.debian.org/SSLkeys) ;

5. CAHMIRISIESE, IEBFAESMNEED IP it (EHIRKRIEERH
o Eg;

6. CAHMEE BRI INEMT XNEREEARBIT A AFEEEMESF
B8 FHR A 1B R

7. Hfth CA WA AR BISHIEBAIIEF
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The CA shall revoke the subscriber's certificate within 24 hours if one or more of the
following occurs:

1. The subscriber requests in writing to revoke the digital certificate;

2. The subscriber believes that the original certificate request was not authorized and
does not retroactively grant authorization;

3. The CA obtains evidence that the subscriber’s private key corresponding to the
public key in the certificate suffered a key compromise;
4. The CA is made aware of a demonstrated or proven method that can easily compute

the Subscriber’s Private Key based on the Public Key in the Certificate (such as a
Debian weak key, see https://wiki.debian.org/SSLkeys);

5. The CA obtains evidence that the validation of domain authorization or control for
any Fully- Qualified Domain Name or IP address in the Certificate should not be

relied upon,;

6. The CA receives notice or otherwise becomes aware of any circumstance indicating
that use of the email address in the certificate is no longer legally permitted;

7. Other CA considers that the certificate should be revoked.
MR HILTHE I —F= ZFER, CAYIMETE 24 /N ZABEIES, B

DARAE 5 RZ NHSEIES:
1. IEBAFEFRFEZA CPS % 6.1.5 1 6.1.6 HAYEK;
2. CANIMERTIEBHEKBMNITTE

3. CAHMEZRAI] P ARETII A ERFRPRAEN —MBZHER X

4. CAMMZIRFERER EARFIATIZIT FIER A A FODN = IP Hhiit. 4n,
ERSARBAEE RS2 EMAERBENNF . S IMASRE
AZERAERF T RRES N E L IS B EMAREEITHEZSE

5. CAYUGIRAIT P MBRMEPERATRIEEIEMA RIS,

6. CAHMRMIEBFEENEERETERLK,
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7. CAHMEZRANIT PIEB R E R REHE CP/CPS RIMEXEK;

8. CAHMBES KA PIERFEE T FERIERNES,

9. Y CANMMMEBFAMEYFHRREHIEE, BRAULLER CRL/OCSP
SRS, NBHEAEEERMIES

10. H I CA H44 CP/CPS ERBHIE B AIE

11. CAYUERFE LI T AT WIENTT FRRAMETT X, BRI ER
A A T4 B AR B AR T A TR TR GREA,

12. 4 CAHIME R E L 8 FINERS, BRRHHAM CA MM HEE
B ARSI B 931,

1B ATPAHRIINERE=FHE MR, EREETMNREREF, 5 CA
VA EER NIEEVMEILETTFEEME A RRS,

14. CAMMBITIEBRES ZBEHNSE, TTHDREM,

15 7% . FTBUEMMENHMIER .

The CA should revoke the certificate within 24 hours and must revoke the certificate
within 5 days if one or more of the following occurs:

1. The certificate no longer meets the requirements of Sections 6.1.5 and 6.1.6 of this
CPS;

2. The CA obtains evidence that the certificate was misused;

3. The CA is made aware that a subscriber has violated one or more of its material
obligations under the subscriber agreement or terms of use;

4. The CA is made aware that the use of a FQDN or IP address in the subscriber
certificate is no longer legally recognized. For example, a court or arbitration
institution has revoked a domain name registrant’s right to use the domain name, the
relevant license or service agreement between the domain name registrant and the
applicant has terminated, or the domain name registrant has failed to renew the
domain name;

5. The CA is made aware that a wildcard certificate has been used to authenticate a
fraudulently misleading subordinate domain name;
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6. The CA is made aware of a material change in the information contained in the
certificate;

7. The CA is made aware that the certificate was not issued in accordance with the
CP/CPS issued by the CA;

8. The CA determines or is made aware that any of the information appearing in the
subscriber certificate is inaccurate or misleading;

9. When the qualification of the CA engaged in the electronic certification business is
revoked, except for continuing to maintain the CRL/OCSP repository, all issued
certificates shall be revoked;

10. Revocation is required by the CA’s Certificate Policy and/or Certification Practice
Statement;

11. The CA is made aware of a demonstrated or proven method that exposes the
Subscriber’s Private Key to compromise or if there is clear evidence that the specific
method used to generate the Private Key was flawed;

12. The CA ceases operations for any reasons and has not made arrangements for
another CA to provide revocation support for the certificate;

13. Subscribers are included in the blacklist of any third-party phishing website
alliance, credit regulator, or the regulatory body of the country where the CA is
located prohibits conducting services at the place where the subscriber operates;

14. After the CA fulfills the obligation of urging certificate service fee, the subscriber
still fails to pay;

15. Other circumstances as stipulated by laws and administrative regulations.

49.1.2 HEET % CAUEBHIJERA Reasons for Revoking A Subordinate
CA Certificate
MBHI TR —FsL BFPER, CANME 7 KRB L CAIEE:
1. CAHSINBER N BIERMIETR CAIES;
2. CAHBINAFR CAIEBIFRAREHEN, BEREREWWIRNITA,
3. CANMBIERIEASIEBFHAANEAFHR CA NRASHE, FHA
BHFEA CPS % 6.1.5 71 6.1.6 TAIEK;

4. CAHIME LRI BIEBHIKE;
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5. CANMZRFNE BT L K EJE CP/CPS BItEXEK,

6. CAVMBHE TIERHEEFAERIEFTRSMHENEL,
7. CANME % CA AEAREFEILEE, HARTHEM CA HAGIR A
PFIEP R HF,
8. MHIN CA M4 CP/CPS ERBHIEBMIIE
The CA shall revoke a subordinate CA certificate within 7 days if one or more of the
following occurs:

1. The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original certificate request was
not authorized and does not retroactively grant authorization;

3. The CA obtains evidence that the private key of the subordinate CA corresponding
to the public key in the certificate suffered a key compromise or no longer complies
with the requirements of Sections 6.1.5 and 6.1.6 of this CPS;

4. The CA obtains evidence that the certificate was misused;

5. The CA is made aware that the certificate was not issued in accordance with the
CP/CPS issued by the CA;

6. The CA determines that any of the information appearing in the certificate is
inaccurate or misleading;

7. The CA or the subordinate CA ceases operations for any reason and has not made
arrangements for another CA to provide revocation support for the certificate;

8. Revocation is required by the CA’s Certificate Policy and/or Certification Practice

Statement.

4.9.2 7&K IE BHEEEAISE{E Who Can Request Revocation

REFEARER, TTA. CAHE, SEMVAM T UL ERIFIEBEIEK.

Depending on the circumstances, the subscriber, CA, or the RA can initiate
revocation.

RSN, VTP ARETT . N AR A H AR S =TT IR A B ) AR

EH CAHMBHIFREIE BN AIERE,
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In addition, subscribers, relying parties, application software suppliers and other third
parties may submit certificate problem reports informing the CA of reasonable cause
to revoke the certificate.

4.9.3 #5E1E K 1972 Procedure for Revocation Request

4.9.311T PEFNIR B HSHEHTE A Subscriber Makes An Application for
Revocation on One’s Own Initiative
1. IEBHEEAIERIEA R CA IS AN A EMAIEIR ST B R IER),
IS RE,
2. CANAIS A A EMAGIRIBEA CPS 58 3.4 TR ESKX1T PR T AR EE
Eki ; ANEIEE I N AT AL TR
3. CANUMHITHISEIRIE, TTPIEBHEEEE, STV BEBIA. BH4F
BATT PIE BB R B NIER, BRERRINTH, GENLE
IERT, CAMMXHEEAIE B R RIEMub#iTA S,
4. CA MR 7X24 /e AOIE BREEERIERR S, 1T B AT A HiE
1
(1) RBRZ: sslservice@bjca.org.cn; =X
(2) ZkH: +86 -4009197888.
1.The applicant for the certificate revocation submits the Certificate Revocation

Application Form to the CA or the authorized RA and indicates the reason for
revocation;

2.The CA or the authorized RA shall authenticate the revocation request submitted by
the subscriber in accordance with the requirements of Section 3.4 of this CPS and
perform revocation operation if the request passes the authentication;

3.After the CA performs the revocation operation, and the subscriber's certificate is
revoked, the RA shall notify the subscriber of certificate revocation and reasons for
the revocation via telephone or email; in the case of failing to contact with the
subscriber, the CA will announce the revoked certificate through the website if
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necessary,

4.The CA provides a 7X24 hours service for certificate revocation application, and
subscribers can apply for revocation through the following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

CAHMIE|RIFfE 24 /N AL IEHSERIE.

The CA shall process the revocation request within 24 hours of receiving the
application.

4.9.3.2 1T PR HHEIEEIEE A Subscriber is Forced to Revoke A
Certificate
1. HCANMAERDNIERBHELIARCPS £ 4911 THEFEITAIES
HWERFHSHR B R, CA YRR A AR B IEHHIE S,
2. IEBHGEE, CAVMRBEESN AN, BIREMBYG. BIa%, BN
ZATPIEBESRE R ERHNIER, ERERZITAN, ALENS
ST, CA AT HISH AVIE PR B Wb 1T A
3. CA MMM 7X24 /NS AR (B IR S MR RTE
4. BRBITIMEENAM . NBRERERS . BRESVMEFE=TTKINILES
OJREfFTEIRE, MEFIEA. RARMSMEL IR, IEBEA T
RRBWEEE, TJRENBE TR T @RS
(1) &RHB{EZE: sslservice@bjca.org.cn; B
(2) Bre#: +86 -4009197888,
1. When the CA has sufficient reason to believe that situations that will cause the

enforced revocation of subscriber certificates in Section 4.9.1.1 of this CPS occur, the
CA will apply for the revocation of the certificate through the internal process;

2. After the certificate is revoked, and the CA will notify the subscriber of certificate
revocation and the revocation reason through appropriate means, including email,
telephone, etc. In the case of failing to contact with the subscriber, the CA will
announce the revoked certificate through the website if necessary;
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3. The CA provides a 7X24 hours certificate problem report and processing flow;

4. When a relying party such as a judicial organization, application software provider,
anti-virus agency, etc., finds that the certificate may have problems, such as certificate
misuse, the occurrence or suspected occurrence of private key disclosure, certificate is
used for suspicious code signature, etc., a timely problem report can be done in the
following ways:

(1) Send email to: sslservice@bjca.org.cn; or
(2) Call: +86 -4009197888.

CANMMUREIRER, £ 24 /NRAMZIEBEZIRENETHTRE, FET
U THRAERRE RS RIBILS:
(1) PriR&iEBA9MEmR;
(2) AARZIEIRAY IR BN
(3) [B)BIRE IR IFAYSLAR;
(4) TTPXIAR CAHA CP/CPS FITT P FAE X ASE B TEE R,
(5) IATEBENAEYE.
After receiving the report, the CA shall investigate the content of the certificate report

within 24 hours and decide whether to revoke the certificate based on the following
criteria:

(1) The nature of the reported problem;
(2) the occurrence number and frequency of the problem,;
(3) The entity of the problem report or complaint;

(4) The subscriber's compliance with the relevant specifications of the CP/CPS and
subscriber agreement of the CA;

(5) The compliance with current laws and regulations.

4.9.3.3 B FINERRS VA B 1EF AYF5E Revocation of electronic
certification service organization certificate

STFEFIMNEA S ARIE B FIH R CAUER, FFINMEASIRIEAR CPS AL
ERERERHILES.
For BICA's Root CA certificates and Subordinate CA certificates, revocation will be
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determined according to this CPS.

4.9.4 #5H1E K PR #5 Revocation Request Grace Period

MR FAMEFEM, BIEIERYDNEL MBS F M ELREE 8 /NI A
fR . HALEGHREREEIER A ITE 48 /NITERH .
In the event of a private key compromise, etc., the revocation request must be filed

within 8 hours of the discovery of a compromise or a suspected compromise.
Revocation requests for other reasons must be filed within 48 hours.

4.9.5 B INERR S YL IEHTEIE KA AR Time within which

CA Must Process the Revocation Request

CANEZEBIEIF R EH AR, BE SRR &SI BHEEIEK

ARMBLME R CAYLIEBIHIFRAEI L 24 /B,

The CA shall process the request immediately after receiving the request for
revocation, and investigate the facts and circumstances related to the certificate
problem report or the certificate revocation request. The cycle of revocation request

processing for a CA is 24 hours.

A9G K ¥ 7 16 B WE B L §H 89 E 3k Revocation Checking

Requirement for Relying Parties

CA % 24 /NIFEXR —K CRL, FR&HFTHY CRL X1 2| B XARFRIEE
MAE, HIEKEERTH.

The CA shall issue a CRL every 24 hours and publish the latest CRL to the location
specified by the directory server for the requester's query and download.

CRL 94T
a) RAS
b) EREE
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c) MARERBWR

d) AKEHES[E]

e) T REHATE

f) FHBEHAIE B R
9) MAANDE ARG
h) IEBRIEIIRS

The structure of the CRL is as follows:
a) version number

b) signature algorithm

C) issuer name

d) update for this time

e) update for next time

f) list of revoked certificates

g) authority key identifier

h) crl number

FEEEMNERIESR, MRBTT 2% A X T MM IhEE 2 —# TP UL B 69

a) CRL &8 # LB HHRIRA CRL Hiiit, 833 CRL 5 B EZEEFF T2k CRL
BlAH, FHTIEBRENRE.

b) FEZIEFIRSEIE(OCSP): CA HHg1R it Get M Post WFHTT A OCSP
FRS, ERERELTERE, BRESGIERE.

Before trusting and using a certificate, the relying party must use one of the following
two functions to perform a status query of the dependent certificate:

a) CRL query: use the CRL address identified in the certificate to query and download
the CRL locally through the CRL repository to check the certificate status.

b) Online Certificate Status Protocol (OCSP): The CA provides OCSP query services
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in both Get and Post modes. After the query results are signed, they are returned to the
requester.

AR KRBT ERIE CRLATTEMMTEY, BRER CANMAXHITE

FHM.

Note: The relying party shall verify the reliability and integrity of the CRL and ensure
that it is issued and signed by the CA.

4.9.7 CRL & %3 CRL Issuance Frequency

CA #l M 0] X AL s AR A& 6 CRL,

The CA can publish CRLs in real time or on a regular basis.

&7 CRL AUSRARYEIE B RIEHE, VT P IEB—MRA 24 /N EHAR A CRL,
FEIT/ CRLIEXE N 3 R, FL& CAIEB—R AT 12 M AEH AT CRL,
FEBEAR CRLABREN 12108 ERIEPER CAIEBE, BE 24 /\HRE
#1 CRL.

The frequency of issuing CRLs is determined according to the Certificate Policy. The
subscriber certificate CRLs are generally updated and reissued every 24 hours and are
valid for 3 days (the value of the nextUpdate field exceeds the value of the thisUpdate
field by 3 days). The subordinate CA certificate CRLs are generally updated and
reissued every 12 months and are valid for 12 months (the value of the nextUpdate

field exceeds the value of the thisUpdate field by 12 months). After the subordinate
CA certificate is revoked, the CRL will be updated within 24 hours.

4.9.8 CRL &% B9 K /5 BF 8] Maximum Latency for CRLs

CRL X REKTw/ERT 8] 4 24 /AT,

The maximum latency for CRL release is 24 hours.

499 LIRS ZEE AT B On-line Revocation/Status Checking

Availability

CA #31m1T P AR T IR A LILBRSEWARS (OCSP) , OCSP iKY
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& RFC6960 WE K, B¥HBEZHIEBRIHIAZSH CA H149F1 OCSP na Kz =5 i#

TEH.

The CA provides the Online Certificate Status Protocol (OCSP) service to subscribers
and relying parties. The OCSP response complies with RFC 6960 and will be signed
by the CA and OCSP responders that verify their certificate revocation status.

OCSP ng 7 z8 M BIE PRSI B 5 EASTERSHIERHRE —
CA¥%k, FFHEBE RFC6960 AriE X AYZKE! Y id-pkix-ocsp-nocheck BYH &I,

The certificate of signing certificate server used by the OCSP responder is issued by
the same CA as the certificate being queried, and contains an extension of type
id-pkix-ocsp-nocheck defined by RFC 6960.

4910 £ %4 IR 7~ & 18 & 3k On-line Revocation Checking

Requirements

CA H i Get 0 Post AT AY OCSP EiFAR S -

The CA provides OCSP query services in both Get and Post methods.
MFITAIUES, CAHMEDGEREH—K OCSP {525, OCSP MR A&

WKHBHAN 10 XK. ITELBIBAIES, ZRIEH OCSP,

For the status of subscriber certificates, the CA shall update information provided via
the OCSP at least every four days. OCSP responses must have a maximum expiration
time of 10 days. For certificates that have been revoked, update the OCSP
immediately.

STFHR CAIER, CAYIMMELF 12 NMAEFEH —KXOCSPEE. BIEFR
CAFBIF 24 /INAREH,

For the status of subordinate CA certificates, the CA shall update information
provided via the OCSP at least every 12 months and within 24 hours after revoking a
subordinate CA certificate.

HYEAREREBNELIEBIRSEIGIBER, OCSP AR E"good Ik
<

78N 0

If the OCSP responder receives a request for status of a certificate that has not been
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issued, then the responder shall not respond with a “good” status.

4911 #H B 1E BE B9 H fib & 77 £ I Other Forms of Revocation

Advertisements Available

WEBHEEEE B0 UBIT CRL 8{F OCSP RE3K15. CA HIMETNIEAIE B
FENHMEARER.

Certificate revocation information can be obtained through CRL or OCSP services.
The CA does not provide other forms of certificate revocation information.

4912 A MEMFEHIZE K Special Requirements Related to Key

Compromise

B CPS 28 4.9.1 FHAlEMIERS, HiTARANE X MLEILBL TS

SEEN, NEEEE CA AR EIEBREHEIEK.

Except as provided in Section 4.9.1 of this CPS, when a subscriber discovers or has
sufficient evidence to prove that its key has been compromised, it shall voluntarily
and timely submit a request for certificate revocation to the CA.

HEBXTEARFMIRE, T@BIA CPS % 4932 AR ER CA H144
RAIEBEBIRE, ERIUTIERHN—FKILARME:
1. RXBHMRPAZRIF TBEI A ARIERE XX

2. RRXEEMEMRNTHT XM, SIRRRAMANTTE.

When Parties discover that the private key is compromised, it can submit a certificate
problem report to the CA according to section 4.9.3.2 of this CPS, and use one of the
following methods to demonstrate private key compromise:

1. Submission of a signed file by the Private Key and verifiable by the Public Key;

2. Submission of binaries that contain a compromised Private Key, including the
method to extract the Private Key.

EFTH R TIEBAR A BE RV TE SRR A, CA YIRS Hr CPS,

If the new method of demonstrate private key compromise is accepted, the CA will
update the CPS.
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4.9.13 JE B HYEF Circumstances for Suspension
AEH,
Not applicable.

4.9.14 15K IE B AR Who Can Request Suspension

AEH,

Not applicable.

4.9.15 FEACIE K HY 7 FE Procedure for Suspension Request

AEH,

Not applicable.

4.9.16 $EEHIHIFRPR I Limits on Suspension Period

AEH,

Not applicable.
410 EFIARTSHRS Certificate Status Services

4.10.1 ¥{E4FHE Operational Characteristics

WEFIRZS T PUEBIT CA MR A9 CRL. OCSP fRE-ZE18.

The status of the certificate can be queried through the CRL and OCSP services
provided by the CA.

T HEAIES, CAHMARMBREAE CRL FEIRSHIC X

For a certificate that has been revoked, the CA does not delete its revocation record in
the CRL.

CA HH A MR OCSP AR5 28 EYFEEHEIC R o
The CA does not delete the revocation record in the OCSP server.
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4.10.2 BRSSOl M Service Availability

CA MR 7X24 /NI AYIE RS EWR S, BE 18R B B Al 10 7.
RIEEMBATFIERLT, 1THAREBENRSIERRESERRS.
The CA provides a 7X24 hours certificate status query service with a query response

time of no more than 10 seconds. That means, the subscriber can obtain the certificate
status query service in real time when the network allows.

4.10.3 TOJiE4F{E Optional Features

RIFBERENER, EBEREIMNHEXRTEARE, CA YT DURHBRARS,
SHEEMNEBHEAIER, CA VMK BRIZIBRSHIERE .

According to the requester's requirement, after the requester pays the relevant fee, the
CA can provide the notification service. When the designated certificate is revoked,
the CA will notify the requester of the service.

411 71TMMZ53R End of Subscription
TTERERE S PAEARSOEBRGEE, ZIEBNRSHEER.

The end of subscription means that the service time of the certificate ends when the
certificate expires or the certificate is revoked.

TTHEREE U TAARER:

a) IEBAEBEH, 1TAABERIEBEAPREAFENRBILERN, 17
P IX& T,

b) IEBHBIR, IEBEAHEGE, BIITHER.

The end of subscription includes the following two situations:

a) When the validity of the certificate expires, and the subscriber no longer extends
the period of use of the certificate or no longer re-applies the certificate, the
subscriber can terminate the subscription;

b) After the certificate is revoked within the validity period of the certificate, the
subscription is terminated.
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412 FEAFTEEMRE Key Escrow and Recovery

4121 AL E MR E BUR K& 174 Key Escrow and Recovery

Policy and Practices

AEREFERLTBRAENRE LS. ATHRIEITAEARANREMENE—
t, BIGTFBCAEMERFHTEN, ARAZKRHITRE.
This trust system does not provide key escrow and recovery services. In order to
ensure the security and uniqueness of the subscriber's signature private key, it is

recommended that the subscriber generates a key and makes backup so as to recover it
if the key is lost.

4122 RVEEBRNHESWKER R 5174 Session Key
Encapsulation and Recovery Policy and Practices
&R

Not applicable.

5. INEVL AR E. EIEMEEIEF Certification Authority

Management Operational, and Physical Controls

5.1%38 32 % Physical Controls

5.1.1 A E 574 Site Location and Construction

a) CA B RN E B IRIZ R T IR AL
1) GB/T 25056-2010 {fERZEHA IEFHINERFEL R HAEX
REFARIED
2) GB50174-2008: (B FITENVERITHE)

3) GB2887-2011: (itEihizpthii ALY
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4) GB9361-88: (IfHIAHHLEENR)

5) GB6650-1986: (itEAHLERIEFNHARFA KM
6) GB50116-98: (KRBEFIKRERFRITHE)

7) GB50034-1992: { Tk BRI ITHRAE)

8) GB5054-95: ({REECE&ERLRITITIMTE)

9) GBJ19-87: (XEBMNSZ=SIFHRITHE)

10) GB50057-2010: (AL EIRITMSED

11) GBJ 79-85: ( TV BISHEiRiTHISE)
a) The construction of the buildings and computer rooms of the CA is carried out
according to the following criteria:

1) GB/T 25056-2010 Information Security Techniques--Specifications of Cryptograph
and Related Security Technology for Certificate Authentication System

2) GB 50174-2008: Code for Design of Electronic Information System Room

3) GB 2887-2011: Technical Conditions for Computer Sites

4) GB 9361-88: Safety Requirements for Computation Center Field

5) GB 6650-1986: Specification for Raised Floor of Computer Room

6) GB50116-98: Code for Design of Automatic Fire Alarm System

7) GB 50034-1992: Industrial Enterprise Lighting Design Standard

8) GB 5054-95: Code for Design of Low Voltage Distribution Devices and Circuits
9) GBJ 19-87: Design Code for Heating, Ventilation and Air Conditioning

10) GB50057-2010: Design Code for Protection of Structures Against Lightning

11) GBJ 79-85: Specifications for the Design of Earthing of Industrial Enterprises
Communication System

b) CALE ST B MR & B

CA LR TIBER HRID HANER, TAKE.

ANERESMNEEAFE AD. B BB KETO. BRIE. 85
HE.

- 118 -


http://www.baidu.com/link?url=V3GJZ4QcPwV0d-NbGSeioKtYMsNUoi9cEnD9Y9HOlYn1aYUuZVgMDlZwbh9eampv4dASZqeVke6xJHSjGCsgyONCwv8yHQIggO9nxreL4tDrAnRm-NObBYWAm6_0VlmS

:F Y e -
@ = 'I.)\Z[E BT IE A ] SN2 A FR(E (EH 2 1 TR 25 400

OAXEHIE R AR AHXE. DMZ X (FFFEX) « BIEXKE

Mz e X,
Hep, NAZSMIRKEB AR #KE, ANOFMAAEAMT DMZ X, SEEM
THEX, Hh&EEMNTZ2K.

b) Security management of hierarchical access in CA's computer rooms:

The functional area of the CA's computer rooms is divided into six layers and four
areas.

The six layers from the outside to the inside are: entrance, office area, sensitive, data
center, shielded room, security cabinet.

The four areas from the outside to the inside are: public areca, DMZ area
(demilitarized area), operation area and security area.

Among them, the area outside the entrance is a public area; the entrance and office
layers are located in the DMZ area; the sensitive layer is located in the operation area;
and the other layers are located in the security area.

5.1.2 #3815 (0] 3= % Physical Access

ATRIERRGNSTE, XM —ENRE. 4. BEFR. IENAE
NERBLEK, EEIREHN. IERETRENEMRNIRERGRE SR
NNEPERE.

In order to ensure the security of the system, certain isolation, control and monitoring
methods have been adopted. All doors in the computer rooms are strong enough to
prevent illegal entry. The physical security of computer rooms is protected by using
access control and intrusion alarm systems.

PIRisiE i H SR TN T E:
1) NERG: FHSENNHE. TEARBEASOHIRAFEETE

EEF L, #HEE—BINANELENERR
2) MERG: HREMEAEEBA. FEBFROAT. KEEARX

%

NERBERABEMEIRER S, REFZFPHIEHIRENE.
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3) BERE SNENMMERARERFESEANERERREER

g5, WREXBFREXEITT 24 /N REBTRR. FIEXGER
FERBADF 12408, MUEEH.

Physical access control includes the following aspects:

1) Access control system: Control the entry and exit of each door. The staff member
needs to use the identification card combined with fingerprint authentication to enter
and exit. There shall be time record and information prompt for each door.

2) Alarm system: The alarm system shall be triggered when any illegal intrusion
occurs, for example, the door is opened by abnormal means, or the door is closed for a
long time, etc. The alarm system clearly indicates the location of the alarm.

3) Monitoring system: In conjunction with the access control and physical intrusion
alarm system, there is also a video monitoring system for 24 hours continuous
recording of the security area and operation area. All video materials must be kept for
at least 12 months for queries.

NEMYERARERFZES UPS, FHRHED 8 /MR aIHTHE,

The access control and physical intrusion alarm system is equipped with a UPS and
provides at least 8 hours of uninterrupted power supply.

5.1.3 8 /15221 Power and Air Conditioning

PEHERHERFRENEXNEN . B, &, Bifl. #IFPSHERE,
RARMERS ATEVIR S A HEENE & RS, TEVIREMa R0
B, HECHERGNAEMBIERECEE. hNEE. SERIEE. HHHME. RAHE
RITE. NRKT. RALES. TEVIRET AR BEMERSECERIRTIR
B.

The power supply system of the computer rooms includes power, lighting, monitoring,
communication, maintenance and other power systems. According to the nature of the
load, it is divided into computer equipment load and auxiliary equipment load. The
computer equipment and power equipment are separately powered. The power supply
and distribution system consists of power distribution cabinets, power cables,
trunkings and sockets, grounding lightning protection, lighting boxes and lamps,
emergency lights, lighting tubes, etc. The special power distribution cabinets and
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auxiliary equipment power distribution cabinets for computer equipment are set
independently.

fEAARERTEIE (UPS) RRICHBMREMEMTEM. XANER, 8

BRERRIUARY, IXBEUISR, BRHRREREER.

An uninterruptible power supply (UPS) is used to ensure the stability and reliability of
the power supply. With dual power supply, it can be automatically switched to
maintain the normal operation of the system when the single power supply is broken
down.

RIENSHERRITIEER, EVSTEALEE, HRET=ATER
G, ZPRGHEAPRTE, FXABIZFELAEN . RANBRBEETE.
BRER. INRZ.

According to the requirements of the computer room environment and design
specifications, air conditioning systems are installed in both the main computer room
and the basic working rooms. The air conditioning system uses central air
conditioning and uses a separate air conditioner as a backup. Its components include
precision air conditioning, ventilation ducts, and fresh air systems.

CAHEMERZREGFREEENAE, MESENMERGNREMH’
A,

The requirements for the CA rooms refer to the regulations for the management of
telecommunication facilities, and the security of the physical system is checked every
year.

5.1.4 7K & 38 Water Exposures

PERLZK, KKRR, TRREXATRHNMKEE, FRILEERE
B LE TREKERR, ERRERFBK. SRS ERKFLR.

No water seepage or water leakage is allowed in the computer room. The main
devices are equipped with special waterproof sockets, and necessary measures are
taken to prevent rain or water pipe damage resulting in leakage of the ceiling, water
seepage on the floor and water leakage of the air conditioner.

CAHENRZE R RE, BB KR,
The system in the CA's computer room is fully protected against water erosion.
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BRUSAET ETKRSG, =FEM T EhKEE, BiRKENRSGRE

(7X24 1NBS) SEESAS
At present, there is no water supply and drainage system in the computer room. The

air conditioning room has been strictly waterproofed and the water leakage detection
system provides real-time detection for 7X24 hours.

5.1.5 KK FH3R Fire Prevention and Protection
KRTARF
1) BEX E=F) . aE8EXE (WEE. 5. ~NE) . EERY

KERLATF & GBIAS (BERARFIRITHAMTE) HHE =R A

48

R

2) CANBERENRBEBXRIRERE., HVERN. SYEXERN. ENHIRT.
MME. FETHEEEFRZRYIHLAORER. BERENES.

3) BRXESHBXEEMINSABRNKEE, FHALERAL (HFC-227¢a) %
EERERKARG, EREENNSERKRE, FHEXRIELRER TR
BRKBHRRKEE, CATERBRNIRN RS RDBRITIASN, 2EiE
EAK. THIRKES ™ E ZRBIRA T KF,

4) kRERE. BHRARGEBEATEBREUTRAXESREE, FARE
EREEBEHE, RREAEMNTREREENEREARE HE
HFENNFNAEMREEE.

5 KREAHKIEHEAXER, HIFEMTAIARBRAET 108, BT
i KARBRAAFART 15 284,

6) HEIEPBRXEREERXMNAXEA, FUEEZEAHA, Z2HOXTEEH
B507, SEMIFEREER. BAROMNREGITENEE, A
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SAEONASNEREEEHEMS, FREBMIHRERE,

7) RREAFEEREHTEINGEE, FRIEZESLEONENTA. CAYLE
XBBELHNEEFERREBEIFZZEBORST, ER2HATIRERATA
RIERFTFF.

Fire prevention:

1) In the sensitive area (the third physical layer), highly sensitive area (the fourth, fifth
and sixth physical layers), the fire resistance of the buildings must comply with the
secondary fire rating specified in GBJ45 Specifications for the Design of Highrise
Civil Buildings - Fire Prevention.

2) A fire alarm device is installed in the CA computer room. Smoke and temperature
detectors are installed in computer rooms, in various physical areas, under the raised
floors, in the suspended ceilings, in the main air-conditioning ducts, and in the
vicinity of flammable materials.

3) Separate gas fire extinguishers are installed in sensitive areas and high-sensitivity
areas. Clean gas fire extinguishing systems such as heptafluoropropane (HFC-227¢a)
are used, and the corresponding gas fire extinguishers are available. Non-sensitive
areas can be equipped with water sprinklers according to actual conditions. In
addition to extinguishing the flammable substances such as paper media in the CA's
computer rooms, it is forbidden to use water, dry powder or foam, etc., which are
prone to secondary damage.

4) Automatic fire alarm and automatic fire extinguishing system can avoid areas or
equipment that may cause electromagnetic interference, with fire control rooms being
set at the same time. There is also an uninterrupted special fire power supply and DC
backup power supply, with both automatic and manual triggering devices.

5) In the areas equipped with automatic fire extinguishing facilities, the fire resistance
limit of the partition walls and doors shall not be less than 1 hour, and the fire
resistance limit of the ceilings shall not be less than 15 minutes.

6) Emergency exits shall be provided in the office areas of non-sensitive areas and
sensitive areas. Fire exit doors shall be provided for emergency exits, and fire doors
shall meet safety requirements. There must be no door opening device outside the
emergency exit door, and the emergency exit door must be linked with the access
control alarm device, with an independent alarm device being installed.

7) Emergency exits have monitoring equipment for real-time monitoring, and the
emergency exit doors shall be readily available. The CA computer room adopts
appropriate management measures to ensure that the emergency exit door cannot be
opened arbitrarily by internal personnel under non-emergency conditions.
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1) BaAR BIFXRERGERAEWNG, KEFEAXERES, VIMIFE
HBAERIR (40 =IFRIR. RABIES) . FhEEEX () | BKIR K,
FTRKEWING, 2L, BRAHSERRES, FREBHEES,

L EER BRI, BRI,
2) FhA ARXRNRSATIRE T BRE.
3) B2 BHXIMNRBERRBRIRAEERNER.

The fire extinguishing system adopts electric, manual and emergency start modes:

1) Electric mode: After the first fire alarm is confirmed in the protection zone alarm
system, an acousto-optic warning signal is sent out to cut off the non-fire power
supplies (such as air conditioning power supply, lighting power supply, etc.). Air
(smoke) supply and exhaust systems and the fire damper are closed. After the second
fire alarm is confirmed, the gas release signal is simultaneously sent out with the
start-up electric signal after the delay, and the corresponding pipe network is started
for gas fire extinguishing.

2) Manual mode: The personnel can directly open the cylinder or fire extinguishing
bottle.

3) Emergency start: An emergency start button is provided outside the protection zone
for emergency use.

CAHERE SEWFKERI A, IR KK E R 2 .

The CA's computer room, with the coordination of the professional fire department,
can implement emergency response measures such as fire extinguishing.

5.1.6 /" EifFfif Media Storage

CANUEMNFHEN REEER. RE. %, X8F, TEV#. HiRET
Y. Bk, Bk, BEAEE

The storage medium of the CA's computer room includes hard disks, floppy disks,
magnetic tapes, optical disks, etc. Special personnel shall be assigned to be
responsible for the anti-magnetic and anti-static interference, fire prevention and
water prevention.
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5.1.7 E#¥4L18 Waste Disposal

4 CAHEFEMNBREESZAEABTTEIFEIRE AN, KIHKX
LEEIEHITIHR. KNHR. ABHRELAVESER . MRREERED, &
ZAREEBRHENFEXE, HMENRUATRE RUHTHENEAERLE.
ZEREEERLERNRETEFRENTTE S E B FHTHIEER.

When the sensitive data or keys archived in the CA's computer room shall be
destroyed when they are no longer needed or the archival period is due. Paper media,
optical disks or floppy disks must be shredded or burnt. If the data is saved on a
magnetic disk, multiple rewriting shall be done to cover the storage area of the disk,
and other media shall be destroyed according to the unrecoverable principle. The
cryptographic devices shall be initialized first and then be physically destroyed
according to the method provided by the manufacturer before the disposal.

5.1.8 F#H&H Off-site Backup

CAHMEZES T B R A REN O, YUSHNEFINMEERESNEHE R
RERHL, BTERENRGENIRE.
The CA has established a disaster recovery backup center in the same city. The
electronic certification data of the computer room is transmitted to the disaster

recovery backup center in real time for emergency recovery of the disaster recovery
backup system.

5.2F2 F 324l Procedural Controls

5.2.1 TJ{= A Trusted Roles

B INMERRS AL SEMIAE . BT FRR T SRATIEB E v FHE
RIEEXRNIIEAR, BMEUEHE, LIATEARBE.
Staff members associated with key and certificate lifecycle management operations in

organizations such as CAs, RAs, and relying parties belong to trusted roles which
must be served by trusted personnel.

JEAeEE:
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AGEEANTHRFILBERSUERERBMNNRGTHTHEEE, $H

TEENEERERE, FoIRBEFESARSHIEBNTRRERIES.

ZEEERN CARONYE, WG, RENTEEENT. FEMT

ZEEEFEMRERE, EESRUREEENIITER

WHERRR. B EARSEIRE, REFHREDHTIED
BRRGHENTREP, ARSI T RANETNRIERSILR.

ZIEERNTEE CA O EPFMRXIRE, 317 CA P OBANE
B & RE. HRFRIE.

5 IEBLFEER
PV FEERAXNEMYUPIRIERSITEE, FXPEMIAN SHITE
SN

6) TAWHKAAR
TAWHRARANRZX CAL RARGIEEEERGHTARSHA. Wik5S
E, FFAEBITPREIEBMEFHERIRALS.

Trusted roles include:

1) System administrator

The system administrator is responsible for daily management of the digital certificate
service system in the system of the unit, performing daily monitoring of the system,
and issuing server certificates and subordinate operator certificates as needed.

2) Security administrator
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The security administrator is fully responsible for the security of the physical,
network, and system of the CA center. It also formulates security administration
systems and operational procedures to monitor the implementation of security
administration in each position.

3) Audit administrator

The audit administrator controls, manages and uses the security audit system. The
security audit system is distributed among various subsystems of the certificate
management system and is responsible for the running and operation log records of
each subsystem.

4) Key administrator

The key administrator is responsible for managing the key-related devices of the CA
center and performing operations such as generating, backing up, restoring, and
destroying keys.

5) Certificate service administrator
The certificate service administrator manages RA's operators and RA's service.

6) Technical professionals

technical professionals develop, optimize, test and verify CA and RA's system and
operation management system, and provide relevant technical support for certificate

deployment for certificate subscribers.

522 BI{F % F E K A £ Number of Individuals Required per

Task

CAHIMFIE T TENEERRE, NXRESHIRTTKIEKEH, YT8
BRI, ZELERMANLENTEREHRTM. B, NERMMEREHR
1, FESANDUBARTH I MHETR, MEBELXRFEEN. B, 5

HiZ. FREFIULED, FEDP 2MATEBLFEENTFEAR.

The CA has developed a sound management policy for strict control over the
responsibilities of key tasks. Sensitive operations are completed by at least two or
more trusted individuals together. Specifically, the operation of the key and the
encryption device requires three of five trusted individuals to complete together; for
backstage operations of the certificate issuing system, such as to modify, add or delete,
or audit and issue the digital certificate, at least two trusted individuals responsible for
certificate service management are required.
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5.2.3 /A NIES 5 X 5 Identification and Authentication for

Trusted Roles

B CAHMMNERAR, RRMEBEFENABHTENER . HAVE
BREMNERTIELORS, HARZFEEAXNEAFZRIENFHTESHL,
CA WA S Se BT R E A R IEFTT A

All CA's incumbents are identified according to their roles. Access to the computer
room requires access card and fingerprint identification; entering the system requires
a two-factor verification mechanism for identity authentication. The CA will record
all its operations independently and completely.

524 FEIFNHHI AT Roles Requiring Separation of Duties

ARIERGZE, BRUGEHETBENEN, CAYMHTRIPENAE,
BREARTIEBLYSRIE. ITASNLR. ITRSHLERFEHR. IEH CRL
k. REIRE%R. CARATE. REFITE,

In order to ensure system security and follow the principle of separation of trusted
roles, the roles that the CA implement duty separation include, but are not limited to,
certificate service acceptance, subscriber identity authentication, subscriber identity

authentication approval, certificate or CRL issuance, system engineering and
maintenance, CA key management, security audits, etc.

5.3 A\ R 324l Personnel Controls

53.1 B . KB xid %k E 3K Qualifications, Experience and

Clearance Requirements

AR TEHEFMEASDZITRENN . S TRETEACHHMERA
BMAR, BNREEN—EMNRHEIEE CAYUSHEXNFINFEZETIE LS,
BGBEREASEEFTEPIAE. CATBBERELUEACHAREDBAR
FBW. UEBETENRRE. TEW CAYMETHREERRIE. TR
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VEXBIRIEEK. TEEILERE.

All employees sign a confidentiality agreement with BJCA. For those who act as
trusted roles or other important roles, they must have certain qualifications or be
trained and assessed by the CA before they get into jobs. The specific requirements
are stipulated in the personnel management system. The CA requires that individuals
acting in a trusted role must at least have loyalty, trustworthiness, and enthusiasm for
work, with no other part-time work that affects the operation of the CA, no major
industry error records, no illegal records, etc.

5.3.2 E&=H &% Background Check Procedures

CANMER XMNBUFEITAIRAEYEEIE, AX CAYMMEEER A

EI—
B=IAE,

The background check procedures for trusted employees of the CA shall be completed
by the CA cooperating with relevant government departments and investigation
organizations.

e BRI EER THRIFAANTEER LA P EEEN Hi#tfT

== >
S =IEE,

All current trusted employees and trusted employees who apply for transfer-in shall
agree in writing to accept a background check.

FRAED A EXEENEEBAE

Background check is divided into basic check and comprehensive check.

EXREEENIEER, RIEE, HE HXRZTENEE.

The basic check includes check on work experience, career recommendation,
education, and social relations.

THAERESERAEN BN BIENILRICRK, HEXEZNERLETT
EHIEE.

The comprehensive check includes check on criminal records, social relations and
social security in addition to basic check items.

HEEFERE
1) AZBRTXNEEARMDATET U#IA ZEOTHER BH. &S
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FHEVIER. HAOEB. RIERSMEFHEREIULR.

2) AEMIVBIRIE. FR. WE. EF. FEANEREHOMRINES E#

3) AARITBINZERZ. HEME. BREFRFTATEEE,
4) #X%t%, AFHNIMAARBNKEES (JERAFEXR) . REEONSH
/E /E%J:I_Jo

The check procedure includes:

1) The personnel department is responsible for confirming the personal data of the
applicants. The following materials shall be provided: relevant valid proof such as
resume, graduation certificate and degree certificate of highest education,
qualification certificates, ID card, etc.

2) The personnel department identifies the authenticity of the provided materials by
telephone, letter, network, interview, etc.

3) The employing department examines the applicants through on-site assessment,
daily observation, and scenario testing, etc.

4) After the assessment, the personnel department and the employing department
jointly fill out the Trusted Employee Check Form and report to the supervisor for
approval before granting the job.

5.3.3 1%l

Z 5K Training Requirements and Procedures

CANMMZEEA RRBRHRUMAELRAERBENZI 5BIF: PK BRI
IR, CP/CPS. EEWIEEEFREIEM. CA/Browser itIx & & 1 iy Baseline
Requirements. REBHRESHIF. RERMFZTSEI. ZExe. NAK
THRIEITRILER . CA FEFTEE. CA MNIERE. BRI ERRZEM 5K

82%F, WHIEVSSLIERBHA BV RIBEZEZHEEAR, 52| EV IEBHEXITRE.

The CA shall arrange different training for operators based on their positions and roles.
The training includes: basic knowledge of PKI, CP/CPS, common threats to the
information verification process, Baseline Requirements newly published by

CA/Browser Forum, system hardware installation and maintenance, system software
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operation and maintenance, system security, application software operation and

maintenance, operational management of the CA, internal management of the CA ,
policies and regulations, and system backup and recovery, etc. Operators responsible
for EV SSL certificates and EV code signing will be trained on standards related to
EV certificates.

MTEEAR, HCAMBXMIRSKE SFEELBREE—KIFHCAN
MARZNSERZ, HARNHD . REMEEHMIFRGOMA, BFEXNEX
ARBTEIFEZ.

For operators, the relevant knowledge and skills of CA shall be summarized at least
once a year, and the training and assessment will be organized by the CA. Advances

in technology, system function updates, or the addition of new systems require
training and assessment of relevant personnel.

CA HLAZHK R TS IB I ERFEBICRIFFH, W TER SSUTLS RS ==
IEBMRBERLBNFRERMEZR, ERATDIBITIZYIFFAZ] Baseline
Requirements FHEERKAYMEIZIN TEAT AR BE K. CA MM EEDAR
—REFNEZZ, WEREF BB NEZRA.

The CA shall record and archive the employee's training. For operators and reviewers
who issue SSL/TLS Server Certificates and Code Signing Certificates, they must be
trained and possess the skills required for the job specified in the Baseline

Requirements. The CA shall organize training and assessment at least once a year to
ensure that the personnel have sufficient capacity to perform their duties.

5.3.4 B

MTRIYTEACHAMERABHAR, BFEDER CAYIRARNE
M=K, DURIEEARFFTERPT 05T TIERIIRBE KT

For those who act as trusted or other important roles, they shall be trained at least
once a year by the CA to ensure that they maintain the skill level that enables them to
perform such duties satisfactorily.

INERIGEE, REEFN, ENEEAR#THRIIN, DENFHEZL.

When the Certification Policy is adjusted and the system is updated, all personnel
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shall be retrained to adapt to new changes.

535 T £ = fir & #& B #3 0 il /& Job Rotation Frequency and

Sequence

XTI ERAE, CAYMERIELYSHNLAFET IR, IR E AT
iFe, Ak HRAEBRTE.
For alternative roles, the CA will implement job rotation according to the business

arrangement. The frequency and sequence of rotations depend on the specifics of the
business.

5.3.6 KIFNIT HEY4 T Sanctions for Unauthorized Actions

L CANIMRATHWIEE, HFCHIT 7 RENARIE, Bk BRF 08 H
PRGEF CA RGO ITHANIRE, CANIMBIEHZEIX1Z R T#HTT T IER
B, BEMIZRTHRERITA#ITEMS, FRBITHEER1ZRA T#HTHENEL
SR BUEN (Bse bR, WEWEN, EEBRMBNTIE.

When a CA employee is suspected or has performed an unauthorized operation, such
as abusing rights or exceeding the authority to use the CA system or performing an
unauthorized operation, the CA will immediately isolate the employee from work, and
then evaluate the employee's unauthorized action, and according to the assessment
results, punish the employee accordingly and take corresponding preventive measures.

For serious circumstances, the corresponding responsibilities shall be investigated
according to law.

5.3.7 J~7 529 ABIZE K Independent Contractors Controls

MABT CAHMITHEANR, ESK CAYMITAIEBERLFHERHA

REMTEANE, CAYVMHNE—ERAT:
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3) RAMAXYSHIERY,

4) aEER CA AR REEIAMBEYIZEK, AR 533 BRAEERK.

For independent contractors who are not members of the CA but are engaged in the
work related to the issuance of the CA's subscriber certificates, the CA's unified
requirements are specified as follows:

1) Filing of personnel files;
2) Personnel dispatched from regular labor companies;
3) Work experience with relevant business;

4) accepting the pre-job training and retraining requirements of the CA to meet the
skill requirements specified by Section 5.3.3.

5.3.8 124 R T A9CA4 Documentation Supplied to Personnel

AEBRRIERIETT, CAYIMEEER TRMHESEME TSI XS,

In order to realize proper system operation, the CA will provide its employees with

the documentation necessary to complete their work.

548 1T HEFRF Audit Logging Procedures

5.4.1 1C3xE 1R A Types of Events Recorded

CA XN TE4H#HTIEX:

The CA shall record the following events:
1) CARREaw RN EESEM, 81,

- BREGREMNEESY, flmEnr. &9, FE RE. FMIEH.
- BRORELGEARNEESM, flaER. £A. FEER.
XL ERAEERTHNTF TILR.

1) CA key lifecycle management events, including,

- Key lifecycle management events, such as generation, backup, storage, recovery and
archival.

- Cryptographic device lifecycle management events, such as reception, usage, and
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destroying.

These records are all manual records done by the key administrator.

2) CARNTRIEBEG A EEESE, 8l

L EBEEE. IR, FE. B,

- RIS kAT B R

XEE R AT RGN R STIREA R T TIERARM.

2) CA and subscriber certificate lifecycles management events, including,
- Certificate application, approval, renewal, revocation, etc.
- Successful or unsuccessful certificate operations.

These records consist of system logs of the certification system and manual records of
operators.

3) RgcBERM, G,

- RFEBINMKA.

- REPURMEIE. MBR. TE. MEBEX.

XD RN RGN R G H EMEEA RN F TICRAMN.

3) System operation events, including,
- System startup and shutdown.
- Creation, deletion, change and password modification of system permissions.

These records consist of system logs of the certification system and manual records of
operators.

4) REeesH, B,
BN AN 18] CA RGEHIES]

Xt CA RGN IR AF 8] & i [8) A .

ARG, BENHMRE.

- BIKERERN R EEMH.
XELRARGN AN A SHRIEAN RN F TIEKEN.
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4) System security events, including,

- Successful or unsuccessful CA system access attempts.

- Unauthorized access and access attempts to the CA system network.
- System crashes, hardware failures and other anomalies.

- Security events logged by the firewall.

These records consist of auto logs of the system and manual records of operators.

5) CA#HMiZHay TIECxk, W,

- BN R#T

- FEEA R H R FERA

- IR TER AR IE.
XELRARGN AN A SHRIEANRNF TIEKEN.

5) Work records of the CA site, for example,

- Entry and exit of authorized personnel.

- Entry and exit of non-authorized personnel and accompanying persons.
- Maintenance of site facilities.

These records consist of auto logs of the system and manual records of operators.

SILE—RBBINTER:
1) FHRER B AT E);
2) ILXEMFIS,

3) ICXAYKE;

4) CFHIKIR;

5) IERFMHFAIKIE;

6) HEMEHHARFR.

Log records generally include the following elements:
1) the date and time when the event occurred;

2) the serial number of the record;
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3) the type of the record;

4) the source of the record;
5) the entity of the recorded event;

6) Other event description.

5.4.2 418 B & A9 E HA Frequency of Processing Logs

CAHMESR CA XHRGHNHESWEDM TR S, INIKERNHBESHFR™ER
. CAYMBRH#T—RESHREGLE, RESREBERECERES A
HITRIERZERE DT
CA has built a log collection and analysis system for the CA application system,
which collects application logs in real time and archives them. The CA conducts a log

tracking process every month to check for violations of policies and other major
events, and conducts monthly system log analysis.

5.4.3 E1THERRFEABR Retention Period for Audit Logs

CA R4 H SEZEVPRETE, EEITIHTREREN.,

The CA system audit logs shall be retained for at least ten years and be available to
qualified auditors upon request.

5.4.4 BE1THER{RIF Protection of Audit Logs

CANUIRMMART e R E A SHITHENEE. BELTEHENRPIR
FEEARFERABER THIAE . R, ERMMERFRE. Bt Sa9H1E
A EH# TR B
Only authorized personnel of the CA can perform corresponding operations on the
audit logs. The logs are in a strict protection state and are strictly prohibit

unauthorized access, reading, modification, and deletion. Post separation applies to
the generation and access of the audit logs.
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5.4.5 BT HEEMERF Audit Log Backup Procedures

CA RGHITASHEMXAEIEEES S&MER, R\BICKOMRMER,
REBXKN. §8. SASRBHETED.
The CA system audit log backup adopts the database self-backup procedures, and

according to the nature and requirements of the record, it is backed up according to
real-time, daily, weekly and other strategies.

5.4.6 BT EFR % Audit Log Accumulation System

HITESWERG SR
1) EFFMERE,
2) IEPBERERSG,
3) EBXERZ,
4) MuEFIEERER S,
5) MEL2FHMBERITNARS.

The audit log accumulation system involves:
1) Certificate registration system;

2) Certificate issuance system;

3) Certificate acceptance system;

4) Website and database system;

5) Other systems that require auditing, such as network security system.

CAHMMERTEIT TEBEN ERAFHFITHSMEK.

The CA uses audit tools to meet the requirements for auditing the above systems.

5.47 3 S 3= 4 LA 1918 4 Notification to the Event-Causing

Subject

CAMMARAEH TSR, BILRRGTENITA, EEFRFICERIEH
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WiEE, CAYMEREBRBMEN X RIERANF . REBNEENTAXREETY]
W EE LT MAIRS . BREAERBIEEEE.

When the CA detects the attack phenomenon, it will record the attacker's actions, and
trace the attacker within the scope permitted by law. The CA reserves the right to take
corresponding countermeasures. According to the actions of the attacker, measures
such as cutting off the services that have been opened to the attacker and submitting

them to the judicial department may be taken.

CAHMBERRE RS X SBEHHNLAHITERSE.

The CA has the right to decide whether to notify the event-causing subject.

5.4.8 BE55 M1 H Vulnerability Assessments

CAVIMNARGEEEH T RFERAE. GEHTRSENXEREEM
WHEFIR A R ERFISMEBED . IEBEIRMEIE@IRAINS . AR R X 1X L MBS Ay
BRE5EFEATEFNRITE, UEBRRRFETHNKE. & CA YRR
FRERFREEATERN, Ni#HfTREFAE. A% CA RZNEXKEN,
CAYMRTE 4 RNTERAE.

The CA conducts vulnerability assessments on the system, such as a vulnerability
scan on a quarterly basis, a penetration testing on a yearly basis, and conducts risk
assessments, such as identifying internal and external threats, certificate data and
management risks, and whether policies and procedures for responding to these risks
are complete so as to reduce the risk of system operation. Vulnerability scanning shall
be performed when there is a major change in the CA's technical architecture or

operating system. When a major vulnerability in the CA system is found, it shall be
handled by the CA within 4 days.

5.5iC 3 I34%4 Records Archival

5.5.1 JF#IE KB EY Types of Records Archived

P XBREMAILEHRIEER . IEBMEBREES IR SIEBHRIBEHEXH
R SMEFMHE.
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The types of records archived include all certificate application information,
certificate and certificate revocation lists, information related to certificate application,
identity authentication materials, etc.

5.5.2 JAR4IE E 1R 7ZHAFR Retention Period for Archive

P AL KA RFHAMEBRIUE+F,

All archived records shall be retained for ten years after the certificate expires.

5.5.3 A4 {FHI{RIP Protection of Archive

FHEABRREMERERENRIL, B8 EERANRKIE REELTRN
TEARERRBENZEATAT8EENE. CAYMRIPEINEERNET 2B

HINBHER, UEE. BEMRR N FRBIR.

The protection of archive is warranted by both physical security measures and
cryptographic techniques. Only authorized personnel can queries according to a
specific secure method. The CA protects related file content from threats from harsh

environments such as temperature, humidity and strong magnetic forces.

5.5.4 AR HHE M FERFE Archive Backup Procedures

FTE M MEIRER 7 RFE CA TVENEFMEE, RESMRER
. FHNBIEE—RXDYEIZERSNIR, SHRAAREEERE.
REEENNTEARSERLENBRT, TRENEEHTIERURIE, CAH
MELZEYH ERIEZ SRR EFOHTHER . ERFRIE.

All archived files and databases are saved in a off-site location in addition to the
repository in the CA host room. Archived databases are generally physically or
logically isolated, with no external information interaction. The file can only be read

by authorized staff or under their supervision. The CA warrants that the deletion and
modification of files and their backups are prohibited on the security mechanism.
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5.5.5 i 3% i8] 8 ZE 3k Requirements for Time-stamping of Records

P IC R ERE A SR N B AT A I B AR IR AR AR (8] RS~ £
LK, FITRAERT ) InEE Y (8 &L

All records must be identified by a specific time-stamping to indicate the archiving
time. The records generated by the system are stamped with time-stamping in

standard time.

5.5.6 JAR4ITEE F& 4t Archive Collection System

CANMBEFUMNE FMERBEENERRS.

The CA has an electronic storage system for electronic certification archive
information.

5.5.7 33 345 B AYFEFF Procedures to Obtain and Verify

Archive Information

M NADBIRREFEEIENRDMER, FEATHERZESNER,
BENX R PMENHTILR. CAYMEBERRIEASEENTEM.
Two copies of the archive information are separately kept by two people and need to

be compared in order to ensure the accuracy of the archive information. The CA will
verify the integrity of the archive information annually.

5.6 8 FIMEARS A% $AE & Key Changeover
B FINERRSHABAE B 15 CAIRIEB B RE TIMER SHFIE H 24
B, BEERBHTHRMAER.

The CA’s key changeover refers to the measures taken when the CA root certificate
and CA certificate expires and the key needs to be replaced.

1) CARBIAHMEN %, EBIEA:
R IBNFAAN TN AARERER LIS,
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fE FFT R FASAX B A A RERERERIES,

i FFT ARSI A AR ERER LML
B E 3IEBLF RAETRMNER, EHBILPZEER/EE.

1) The CA root key is generated by the encryptor. The changeover methods are:

Generate a certificate for the new public key and information signature using the old
private key;

Generate a certificate for the old public key and information signature using the new
private key;

Generate a certificate for the new public key and information signature using the new
private key.

Through the above three methods, the purpose of key changeover can be achieved and
the new and old certificates trust each other.

2) BFINERSVMIEREIZA, CATMKERIMUATARES:
CA FLA7E CAIEBEIEARTAY 60 RAFEILELFMTRIER (FIEEXR
B
FEEFMESANT, LA CAIESR,
EELEXAE ZE, CAVMERAHN CABPRELTRIER.
FAE SR EFIE SR CAIEREE, £XF CRLIFLT, RARELX—H
B9 CAIES, BITIEBEM LDAP AR TEAIEBRARS.

2) Before the CA certificate expires, the CA will adopt the following methods for
changeover:

The CA will stop issuing new subordinate certificates within 60 days before the
expiration of the CA certificate ("Issuance Stop Date") ;

Generate a new key pair and issue a new CA certificate;

After the “Issuance Stop Date”, the CA will issue a subordinate certificate with the
new CA key.

When the key is replaced, the current CA certificate is directly revoked, issued to the
CRL and published, and then a new CA certificate is issued, which is sent to the
certificate application system through the certificate library and LDAP.
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3) CANMKBHEFRHNAMLERIPZTAM CRL, EFHMNARPELANRE

BEIFAMNILE.

3) The CA will continue to use the CRL issued by the old private key until the last
certificate issued by the old private key expires.

5.7IME S RMEPRE Compromise and Disaster Recovery

5.7.1 7 = 4 1B 72 & Incident and Compromise Handling

Procedures

HITEEESF, CAYMFIE T TENN AL ETNRMRAER ST,
HEER, CAMMBEHITNNAESR, FioREFHIEIRE,

For the failure event, the CA has developed a comprehensive Incident Response Plan
and a Disaster Recovery Plan. When a failure occurs, the CA will execute the
corresponding handling procedures and record the process.

CAHMEENK. FEMNERNAEMBMRERE T, MRIEEN
o

The CA annually tests, reviews, and updates the Incident Response Plan and Disaster

Recovery Plan to ensure effectiveness.

5.72 TERIE. BAEF/SEIE A Recovery Procedures if

Computing Resources, Software and/or Data Are Corrupted

CAYMBR RS, AEBEMNEZETERA. HTENREREFRREHELR
5. MRS, BIRERENFNRB AR TIRAERKAE, CAYLIEZ
BRRERE LR E
When the CA is attacked, the communication network resources are damaged, the
computer equipment system cannot provide normal services, the software is destroyed,

the database is falsified, or disaster is caused by force majeure, the CA will implement
recovery according to the disaster recovery plan.
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5.7.3 LA FA 5A 45 = 40 I8 #2 55 Recovery Procedures After Key

Compromise

CANMNSFHRT—RAREAERNIEFNRS.

The CA shall perform a drill for the root key compromise emergency procedures once
a year.

Y CARIEBLIERE, CAHBEAITA,

The CA shall notify the subscriber when the CA’s Root CA Certificate is revoked.
% CA IVPASAMBUR T EZ(ERRT, CA ARG CA RAERE 1T E MR

MR SBRIITRIE,

When the CA's private key is compromised or needs to be revoked, the CA shall
operate in accordance with the disaster recovery steps specified in the CA Disaster

Recovery Plan.

L CAYIMAIIR CA HH R CA HINMPBMESF U BHIEER, KBITHP
A BEIRE 7T &N AN R an 360 & .

When the private key of Root CA Certificate or Subordinate CA Certificate is
compromised or certificate is revoked, the CA will notify the relying party and

application software supplier including 360, etc. through email immediately.

5.7.4 R 5 B9\ 55 3% %2 14 BE /7 Business Continuity Capabilities

After A Disaster

FMEBRGENZOV SRS, IEBERRGNEREDREXARI A&
I RO EIERE, LB ERRRBIREXRABEMI T RBRIEBRSH
SoEMEMT A,

For the core business system of the certificate system, the certificate issuance system
and the certificate interface system adopt the hot standby mode; for the core database,

the certificate management system database adopts the disk array mode to ensure the
high reliability and availability of the certificate system.
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REBRBIHEANTMAOMKER, CAYVMIXBZERAGFL /X EEH

TRE. RAENZEEERR CA RIERETT RIS

After a natural disaster or other force majeure disaster occurs, the CA can use an
off-site hot standby station to recover operations. Specific security measures are

implemented in accordance with the CA Disaster Recovery Plan.

588 F IAUE BR 55 #1 #9 5 £ M M1 #9 B9 2 1F CA or RA
Termination
FEMIER, CAHIMBTELZILZEEN, B$REEXEZENAENTREL LD
B, FEREAXEREANER#ATHEEMEBNEH,
Due to various circumstances, when a CA needs to terminate its operation, it will
terminate the operation in accordance with the procedures stipulated by relevant laws,

and file the archives and certificates in accordance with the requirements of relevant
laws and regulations.

CAMMAEL RSN TBRE, Ml SAERAMEXFTIBIE XL,
BIRERRT CA BRI EFIT A E,
The CA shall notify the parties concerned, including but not limited to the issuing

authorities authorized by the CA and subscribers, on the business undertaking and
other related matters 90 days before the termination of the service.

CA MAR A A T84 b WV 55
1) ®E CAZIE WS ER,

2) {FIEINEFORB LS,

3) AIEMNEZ TR,

4) ALIRFNFAY B S,

5) BB ENREM

!

6) 43 CA RS S EIE R SRE

o

7) BHMS CA & IEIZERRAIKAE.
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The CA adopts the following measures to terminate the business:

1) Draft a CA business termination statement;

2) Stop all business of the Certification Center;

3) Process the encryption key;

4) Process and archive sensitive documentation;

5) Clear the host hardware;

6) Deal with CA system business administrators and business operators;

7) Notify the entities associated with the CA's termination of operations.

RYE CA MM SIEMANAZ TR E LA ILEMTAEEIL 5

The business of the RA is terminated in accordance with the operating agreement
signed by the CA and the RA.

6. IANIE R G A & £ 32§ Technical Security Controls of
Certification System

6.1 ZEAXT B9 4 Al AL 25 Key Pair Generation and Installation

6.1.1 ZEAXT Y4 Y Key Pair Generation

6.1.1.1CA ZEAXT 4 i CA Key Pair Generation

CA RG 7 RA R B AX ARG B AR/~ MIMEIEBE FIPS 140-2
INEETFE Level 3 R I EREMBHIMNEVINEB £, AL CA BHAXSHS,
CANISIZBINEN ZAEEFE, HITFANBRIEREESITR, EEHHEN

SARABTER, XMAE=AR, BAEERAEELTENE (I USBKey) XF

/-

EIAHITIES.

The key pair of the CA system and the RA system is generated inside the encryptor
that has obtained the commercial cryptographic product certification certificate or the
FIPS 140-2 certification and complies with Level 3 and above security specifications.
When generating a CA key pair, the CA performs a detailed operational flow control
plan according to the management system of encryptor key, selects and authorizes
five key administrators, and using the method of choosing three out of five, the key
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administrators control the key with the secure medium (eg: USBKey).

CAZPAEMIETEAE=FTHITARIE M #fT FEAHEIERE

A third-party auditor shall witness the CA key generation process and issue a witness

report.

6.1.1.2 1T P& EAXT 4 Y Subscriber Key Pair Generation

NF KRG HEPANEBIER, TTRPNRANBEITABCERFRE.

XTRBEZIULER. XEERIEB, K CAYMAFIT &L USBKey. N
FH R ZEBABFNEMREAREMBAX . BT EESH CAVMARE
CA AR A USBKey A RL, NMARMMIARAFIAXTH, H1TFEFE
HCHZENRPEMRBAY, RENRNKEHAEL~ MIAMEIERE FIPS
140-2 IMEBF & Level 2 R LR EHIG, ITREERZFXERER, NFEELE
CAYMEEEXRERBNEZEEH.

TRRERPRARENTES XS, FRIEALTRNEETE. WRIT
FEABERARIFIES, CATMBSELIZRIE. BRITFIMIEMERIAY,
AR A RTINS

For Global Server Certificates and Timestamp Certificates, the subscriber key pair is
generated and maintained by the subscriber.

For the Code Signing Certificate and the Document Signing Certificate, the CA
allows the subscriber to generate key pairs via USBKey, cryptography server, or other
security methods controlled by the signer. If the subscriber chooses CA to represent it
for the generation in the USBkey provided by the CA, the generated private key shall
be encrypted; if the subscriber chooses to generate a key pair on its own secure media,
the secure media shall obtain a commercial cryptographic product certification
certificate or the FIPS 140-2 certification and complies with Level 2 and above
security specifications. Subscribers shall consult with the CA for system compatibility
and acceptance before selecting these devices.

Subscribers have the responsibility and obligation to protect the security of private

keys and bear the legal liabilities arising therefrom. If a subscriber uses a weak key to
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apply for a certificate, the CA will reject the application. No other organization than

the subscriber shall archive the subscriber's private key.

6.1.2 FAERZIXZ41] P Private Key Delivery to Subscriber

£ CAMMRITALE USBKey NER4 A FASARY, B CA #4345 USBKey MR 44

R, BRITABTEREN, AHEEGRAZESRITA.
If the CA generates the private key inside the USBKey on behalf of the subscriber, the

CA will mail the USBKey to the subscriber; If the private key is generated by the

subscriber itself, it is not necessary to transmit the private key to the subscriber.

6.1.3 N ERAEIEAUE T 5 & 111 Public Key Delivery to Certificate

Issuer

TTASIT FRIDEMYLY, $5 PKCSHI0 RMIEBERZIBEREEFEER
FEZNXHE, NBEFXANTERXPRTEAR CATMERIER. 4FE
BT MEEER G EAREERFIMUL (SSL) HMZEMET.

The subscriber submits the public key in electronic text by sending the certificate
signature request information in PKCS#10 format or other digitally signed file
package by itself or through RA to the CA to issue a certificate. Secure Sockets Layer

(SSL) or other secure encryption methods will be used when it needs to be transmitted
over the network.

6.14 B FINMERS VLM A A EFIEL KB TT CA Public Key

Delivery to Relying Parties

K CANIMBHAHESER CAVIMEZEANIRIEBAFR CAIEBH, K
O UM E S IANEASIE M ML http://www.bjca.cn, TEARIEBFIF LR CA

IEH, MmFE CA RAA.

The public key of the CA is included in the Root CA Certificate and the Subordinate
CA Certificate issued by the CA. The relying party can download the Root CA
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Certificate and the Subordinate CA Certificate from the official website of BJCA to
obtain the public key of the CA: http://www.bjca.cn.

6.1.5 4RI E Algorithm Type and Key Sizes

SM2 EEH94R CA BRI B h 256 i, &E8E LK SM3WIithSM2.,

The key length of Root CA Certificate of SM2 algorithm is 256 bits, and the signature
algorithm is SM3WithSM2.

SM2 B AR CA K EH 256 A, BRZEEH SM3WIithSM2,

The key length of Subordinate CA Certificate of SM2 algorithm is 256 bits, and the
signature algorithm is SM3WithSM2.

SM2 ESEITPIE B4R E S 256 i, EZE L H SM3WIithSM2,

The key length of Subscriber Certificate of SM2 algorithm is 256 bits, and the
signature algorithm is SM3WithSM2.

6.1.6 A48 & 8 & B 1 iR & & & Public Key Parameters

Generation and Quality Checking

NRZHHER BB EERI T MEREEN, FFEMXEREHER
AR, WEFNRPSHNREREIE, XERFERNENDINL. BEF
HERF R BENEEFTRENRK.

The public key parameters are generated by encryption equipment approved by the
state cryptographic management department, and comply with generating
specifications and standards for these devices. For the quality checking standard of

the generated public key parameters, the built-in protocols and algorithms of these
devices have reached sufficient security level requirements.

6.1.7 Z4A1#F FH B 89 Key Usage Purposes

R CAZHANATEZENUTIES:
1) AR CABCELAMIR CABEZRIUEE,
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2) W% CAWIEH;
3) OCSP M IS iEIEH,

The Root CA Certificate key is only used to sign the following certificates:
1) Self-signed Root CA Certificates issued for the root CA itself;
2) Certificates for Subordinate CA Certificates;

3) Certificates for OCSP response verification.
ANBATUBTREZERS, S MALE. EENEHBE. R0

R MEFE BT E M.
The subscriber's key can be used to provide security services, such as identity

authentication, information encryption and decryption, non-repudiation and
information integrity.

6.2FASR1RIF T Z A0 AR B T #2422 % Private Key Protection and
Cryptographic Module Engineering Controls

6.2.1 ZELIEIREEREFFEE] Cryptographic Module Standards and

Controls

CA MM BV B RDRIRETIANIE, BISRRAVIAE . ARG &E
REWLEERITNE XAE.
The cryptographic modules used by the CA institutions have been certified. The

standards, use, and control of cryptographic modules are in compliance with the
relevant regulations of the state cryptographic management department.

6.2.2 FA5AZ A#2%] (m 1% n) Private Key (n out of m) Multi-person

Control

CAIEBMMANER. HUE. EF. . EUNREFEEXRAZ AR

HALE, BIREL 5 & 3 773, BRAPNEENRDEE 5 MEERZ SR (40!
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USBKey) , REHEF 3 ARULEAGHFFTNERLT, HAERE

AR EN Bt

pali

BN PINTE, ZREX AT ERRIE.

The generation, activation, renewal, revocation, backup and recovery of the private
key of the CA certificate adopts a multi-person control mechanism, that is, adopting
the method of choosing 3 out of 5 to distribute the management authority of the
private key to five administrators. Only when 3 or more of them are present and
permit, insert the administrator's secure medium (eg: USBKey) and enter the PIN

code can perform the above operations on the private key.

6.2.3 FAHIEE Private Key Escrow

CAHIAMERAIAT CA RARAFIEE, VTP BYENRARBECHR

=

The root private key and CA private key of the CA are not allowed to be escrowed,
and the private key corresponding to the subscriber's certificate is retained by

subscriber itself.

6.2.4 FAFAE Y Private Key Backup

CARBEMUMEBNE XN REFEIMNIFEN TP A FRELEXE, &7

AN EXRMZ ANESH, NH 3 AN ERAEERT G TTENTRERE,

g
TEARMIENTTEAR CPS 5 522 THEXR, FELXEYIERZRMNIT,

The CA private key backup is stored in an encrypted form on an external storage
medium and stored in a secure area. The recovery of the backup private key is
controlled by multiple people. Only when 3 or more key administrators are present
can perform recovery operations. Private key backup process shall comply with the
requirements of Section 5.2.2 of this CPS and be performed in a secure physical
environment.

CA AR EMIT R HIEA.

The CA does not backup the subscriber's key.
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6.2.5 FA%H 314 Private Key Archival

CA FASHITHAfE, CA MK XS CA RPAIFMREZED+E. I CA FAFHARY
REAARNAMBREFENTIFEN R HERELEXE,

After the CA's private keys expires, the CA shall archive and retain the CA's private
keys for no less than ten years. The way to archive the CA's private keys is to encrypt

and store them in an external storage medium in a secure area.

CA AR PIE BRI FASAF T

The CA does not archive the private key of the subscriber's certificate.

6.2.6 FAAS AN . S ZA0HEIR Private Key Transfer into or from A

Cryptographic Module

CA MSEBHRIERRF =4, AFEFMEE CA RPN, MWEBER
B SHNMANXABXERFEZ AT,
The CA private key is generated in the hardware cryptographic module. When a CA

private key needs to be backed up or transfered, the private key exported from a
cryptographic module shall be encrypted and controlled by multiple people.

VTPARPARARTNEGRBERFSE, CAYMARMT A RBNESE
mRR P SHTTE,
The subscriber's private key is not allowed to be exported from a hardware

cryptographic module, and the CA does not provide a method for the subscriber’s
private key to be exported from a hardware cryptographic module.

6.27 FA A £ & 3 &= B B9 77 & Private Key Storage on

Cryptographic Module

FSAUE XTI, AR BRRR P INERT . 1T RBFEEXHLS

5 USBKey &4\ EH, FHM USBKey EReNRHFSERELESEITIIHN
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BXRME, CARGXAERBHEED VATHNEZLRR, XERERENT

W, BEEFYERIEBHNREFREK.

The private key is encrypted and stored on a hardware cryptographic module. The
subscriber's private key is stored in file certificate or the USBKey medium. The used
USBKey conforms to the state cryptographic management department. The CA
system uses the cryptographic module approved by the state cryptographic

management department. The built-in protocols and algorithms of these devices have

all met sufficient security level requirements.
6.2.8 BUATAERRI /57L& Activating Private Keys

CA RARFNARE R DERT, HUATEIRA CPS 5 6.22 WHEAMER
ENEERANRLI, BERERLANRNEEREALENHR (40 USBKey)
B%, BeBREERER #TAARANERE FE=28EANLRANES.

The CA private key is stored on a hardware cryptographic module. The activation
needs to be implemented by the administrator authority of the encryption device
according to Section 6.2.2 of this CPS. The administrator who has the private key
activation authority uses the secure medium (eg: USBKey) to log in, starts the key
management procedure, and activates the private key. This operation requires more
than three administrators to be present at the same time.

VPR ARGTAEREERT, ITREABMRRO<S (3 PIN 23) RIFF

o UTPRRPAR/ERIEAS (L PIND) FF REHACEMER.

The subscriber's private key is stored on a cryptographic module, and the subscriber
uses the cryptographic module password (or PIN) to protect the private key. The
subscriber's private key requires a verification password (or PIN) before activation

and use.
6.2.9 FEBRFATABUEIRZSAY F7 3% Deactivating Private Keys
ST CAFASE, BEERBGEALARERSIRNEERAFRSEECHNEMH

ZEMNF (M USBKey) B%, BHEREERF HITBRLABERSH
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B1E FE=ZEERNLENES.

For the CA private key, the administrator who has the authority to deactivate private
keys uses the secure medium (eg: USBKey) with his or her identity to log in, starts
the key management procedure, and performs the operation of deactivating the private
key, which requires more than three administrators to be present at the same time.

MFITARE, T BRAIRERSERETRE. SRSEEXA. R
GO HES R G B EMAFENEHCRRE.
For the subscriber's private key, the subscriber shall deactivate the private key at its

discretion. The private key enters an inactive state when the service procedure is shut
down, the system is logged off, or the system is powered off.

6.2.10 $HEXFAFARY T 7% Destroying Private Keys

4 CARALE s AL RE, BB CPS & 6.2.5 T TTIEAHTT CA T4
JAts, HbR) CA RPEMRBRLEHER. & CARPRABHERE, EFHR
ZIAPRNEER, BRAEERF, #TERRANKRE FEIBZIMUL
BERENES.

When the CA private key lifecycle ends, the CA private key will be archived using the
method described in Section 6.2.5 of this CPS, and other CA private key backups will
be safely destroyed. After the CA private key archive period ends, the administrator

with the authority to destroy the key starts the key management procedure and
destroys the key. Three or more administrators need to be present at the same time.

6.2.11 ZALEIREE S Cryptographic Module Capabilities
CANMMEAERBRBEER VAT HELIER, ZFACPSE 713 TH
MEEER.

The CA use cryptographic modules approved by the state cryptographic management
department and supports the algorithm requirements in Section 7.1.3 of this CPS.
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6.3% $H Xt & I gy H f8 77 @ Other Aspects of Key Pair

Management

6.3.1 /A$A13+Y Public Key Archival

CAAUIIIEBARLAITIAN, IEBEEIEET TG RIEEN

The CA archives certificates' public keys, and certificates are stored in the database
and backed up off-site.

6.3.2 WE B3 EHI #0125 493 XF 155 BB #A BR Certificate Operational

Periods and Key Pair Usage Periods

CAER A ZHIMEN NV E RN BB E - TTFIEBNEN
FAME X N AR BB SRR —5 . BHERER T, NTERKILE, AWIEE
IEBEIHRNERNELR, ARTUAEIEBE IR IAIMER.

The validity period of the CA certificate is the same as the validity period of its
corresponding key pair. The validity period of the subscriber certificate is consistent
with the validity period of its corresponding key pair. In special cases, for signing
certificates, the public key can be used beyond the validity period of the certificate to
verify the information signed within the validity period of the certificate.

XFF CAHAEAAR CAIEH, BRHARKA@EIL 30 &£,

The CA's Root CA Certificates have a validity period no greater than 30 years.
T CA RIEH, ARHAIRKABIE 20 F.

The CA’s Subordinate CA Certificates have a Validity period no greater than 20 years.
XF SSL £EARFAIULT, ARHARKAEBIL 397 K. 7 2020 F 8 A 31

HZ R &R0 SSL £IRIRFSAR/ILH, FRHKRKAEBT 2 F.

The SSL Global Server Certificates have a validity period no greater than 397 days.
The SSL Global Server Certificates issued before August 31, 2020 are valid for a
maximum of 2 years.

XTHRIBERIER, BRHRKAEE 3 F.
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The Code Signing Certificates have a validity period no greater than 3 years.
XTEEBIES, BHHRKA B 10 £,

The Timestamp Certificates have a validity period no greater than 10 years.

XNFXHEERILS, FRRKAEBE 3 F.

The Document Signing Certificates have a validity period no greater than 3 years.

6.4 8 E213E Activation Data

6.4.1 B 5E EIE By 72 4 1 & 35 Activation Data Generation and

Installation

ATRPBIANZR S, IEPITAFENRERCEEIRLARIERE T E, N

MR MAHR. Wi, wAEEER. HEN. SHEFWIRERNAE.

In order to protect the security of the private key, the certificate subscriber shall
ensure that the activation data is secure and reliable, thereby preventing the private
key from being disclosed, stolen, illegally used, tampered with, or published with
illegal authorization.

CA FASAM =4 EIEA CPS 5 6.2.2 THMNER, THRETEM. DEFE
A

The CA private key is generated in accordance with the requirements in Section 6.2.2
of this CPS and is strictly created, distributed, and used.

URARANAESYE S8R/RATTRIEBNAS (MEBESHRAREMY) |
USBKey BXALSE, #AMARE UEMNIE THY~4. XLEHEHIE #B
SREREUENTR, WBLIMER. MBEEFTATSEITA. ¥ TIFE—
RUERBEUREEE, CAYMEIAFR BITHITIEN.

The activation data of the subscriber's private key, including the password (provided
in the form of mail, etc.) used to download the certificate, the USBKey login
password, etc., must be randomly generated in a secure and reliable environment.

These activation data are delivered to subscribers using secure and reliable manners,
such as offline face-to-face delivery, post courier delivery, etc. For non-disposable

- 155 -



:F Y e -
@ = 'I.)\Z[E BT IE A ] SN2 A FR(E (EH 2 1 TR 25 400

activation data, the CA recommends that users modify it themselves.

WRVTPIEBRIPNAEERERZOS, XEOSHI

2) ELEE—NFHN—IEHTF,
3) FEESREMBENFN,

4) e ERMNBFERE,
5) FEEEESAARERTHNERKNTFERS.

If the activation data for the subscriber certificate's private key is a password, the
password shall:

1) contain at least 8 characters or numbers;

2) contain at least one character and one number;

3) cannot contain many of the same characters;

4) cannot be the same as the operator's name;

5) cannot contain longer substrings in the username information.

6.4.2 BUREIERI{RIF Activation Data Protection

CA FAAAITHIE, CA TUIIRIRT 07 B ACHBIRS BIRETRRIN T
BEAREE.

The activation data of the CA private key is split by the CA in a reliable manner and
delivered to different trusted personnel for management.

MRIERITAEAOLH PIN BRI, ITRPNZEREFHEALSH PIN
B, HREVSNANBEERNATEE, BHIEHESTE.
If a certificate subscriber uses a password or PIN value to protect the private key, the

subscriber shall keep its password or PIN value properly and make changes at any
time to prevent disclosure or theft as needed by the business application.
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6.4.3 B EEIEH H b 77 Other Aspects of Activation Data

HITARPANAUEEIRE T RR N, FERIPAIBEERREETRTE
KD, B, M. IERNER, RARMAEHESHRAFEN TR AR
R EmBED AT,

When the activation data of the subscriber's private key is transmitted, it is necessary
to protect the data from being lost, stolen, modified, disclosed, or unauthorized use
during transmission. The activation data and the storage medium of a private key shall
be distributed by different transmission channels to the subscriber.

VPIEBRANAAEIRRIT A BCHITRE . XE. AAFENIIFBTT
HERAASGRE, HARRMEATEZRIRRES . TR REENEZENKEIT A
TASAR BUA SRR

The activation data of the subscriber certificate private key is retained and changed by
the subscriber. The subscriber shall destroy the activation data on its own when it is
not needed and ensure that the activation data of the subscriber's private key cannot be
directly or indirectly recovered by the residual information or the storage medium.

6.51TE L4 1= H] Computer Security Controls

6.5.1 % 3 B IT E ¥ & £ # KR E 5k Specific Computer Security

Technical Requirements

CARGHNERREEENSERAXAE, TRLERAMEFHEEEE
KRN FMIABFARIBREES. RETENRERS. ZEHAERE.

imEE. ARREONEES.

The information security management of the CA system complies with relevant
national regulations. The main security technologies and control measures include:
strict identification and personnel access control, secure and trusted operating system,
multi-layer firewall settings, anti-virus software, and decentralized management of

personnel responsibility.
MENRBE RS (B83F CA RS, RA REE) WEBRENRMNTEANRLST
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FARRI R E RIS, AENRENXAAAZ. O UEBFIELERERER
A strict two-factor authentication mechanism is implemented for each trusted person
who has the business operation authority of the system (including the CA system and

the RA system), i.e. to use the login mode of two factors, user name, password and
digital certificate simultaneously for the access.

WL EEGFR, #R CARANMEEXHNREGEREURENR
4, BREFRAIAIE

Through strict security controls, the system of CA software and data files is ensured to
be a secure and trusted system without unauthorized access.

BRIOCEFUNESHMAGYIENE, £ ARG5S HMRGEHRER. AN
KIERE LE MR FISMNNR £ 7= RGN LS, BREAE &R GRES . AR EIL
R ITEEN, Ml % E M XTI R E RN E R 50 £ 58 RIR B )
E5h.

The core system must be physically separated from other systems, and the production
system is logically isolated from other systems. Firewalls are used to prevent the
intrusion of production system networks from intranets and extranets, and restrict
access to production systems. When off-site management is required, access shall be
made through the security gateway and a two-factor authentication specification shall
be used to identify the accessor.

6.5.2 TTE L+ 1¥{k Computer Security Rating

CA RGERNTRLENMNERE. TV, RRRAFHRELLERREON
HERE ™M,

The network equipment, host computers, system softwares, etc., used by the CA

system are all products that have passed the formal acceptance test.
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6.6 4 Ay B HAF R F= % Life Cycle Technical Controls

6.6.1 &G A& ¥#=H] System Development Controls

CA ARV R T FITT 2 2848 I T RN
1) HERSARBHNFREERIFHE, FERIEARHERBRERT,
2) BIEASARBHIRMRIER EESE;
3) FREFDREFRIMEHTRMXRIE, BRIGHETETRE,
4) TEHBRHTEANELED,
5 B=ARIENHE
6) ZEREDFMTEMEEIT.

The software design and development process of the CA follows the following
principles:

1) Develop an application system for updates and modifications within the company
and require staff to strictly follow the process;

2) Develop a procurement process and management system within the company;

3) The development procedures shall apply to be deployed in the production
environment after the rigorous testing in the development environment;

4) Perform an effective online backup before changing the deployment;

5) Third party verification and checking;
6) Security risk analysis and reliability design.

6.6.2 4 B I1B#2 %] Security Management Controls

CA ARG {E AR IEHITENE, FTANRSGEEE RN RIS 7 se
TREMNFER. BIXNASZHNEFRIERERSE. NEREENRFEELZS. B
HASKRERRERFMEUE T EMEAE N ESERE,

The CA system adopts strict control measures, and all systems are rigorously tested
and verified before they can be installed and used. The security of operating system,
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network settings and system configuration are ensured through system maintenance.
The system and data integrity and normal operation of the hardware are checked
through log checking.

6.6.3 & ar AL £ 32 %] Life Cycle Security Controls

EPRGMRITEILI, RGENREMRELRERRILEN. TEREEXAE
REAERTARRT, EANEENBMRENTERXGE A TETRE
AR 2 BEMUHRERTBEREND S, ARGXEEBTHE, ROERT
ARBRR. REEN . BRARKESLEETHEE BNRZREYUE. £CAR
FEfTHE, BRNTREERELSENR, FERBERRAGTLEHER.

System security is always the key point from the design to the implementation of the
entire system. The system is strictly designed according to relevant national standards.
The algorithms and cryptographic devices used are in compliance with relevant
standards. The standard-based enhanced secure communication protocol ensures the
security of communication data. In terms of system security operation, security
operation measures, such as personnel authority, system backup, key recovery, etc.,
are fully considered so that the whole system is secure and reliable. During the
operation of the CA system, vulnerability scanning and penetration testing are
periodically performed, and system security weaknesses are eliminated in time.

6.7 M L& % 432 Network Security Controls
CA HMXAZRHKIBANEZIETI RS, FELETENHREG AR
INERGZRAMSHIEIES . EEIEBFRXNEEIE, HAARIIME
TR 1E,
ATHENERE, INERRZLRETBTHAE. ANREN. R2HIT. &
SRS, FERNEFHAE. NMREN. Hit. REMERFENIRA,
AR T REAYBE (ISR B M9 2% a9 MBS

The CA adopts the protection of multi-level firewall and network control systems and
implements perfect access control technology.

Authentication system only opens the relevant operation functions with the certificate

- 160 -



:F Y e -
@ = IJ\Z[E BT IE A ] SN2 A FR(E (EH 2 1 TR 25 400

application , querying the certificate to operate by network for users.

In order to ensure network security, CA's authentication system installs firewall,
intrusion detection, security auditing, virus protection system, and update the version
of firewall, intrusion detection, security audits, virus protection system , as much as
possible to reduce the risk from the network.

6.8 B [8) &, Time-stamping
i (8] B AR e (A9 BT (8] BAR 55 FE RO S _E P48 1 E BR A A B 8] B
(RFC3161) . RAIFAMNMEIEEKR. NEBNE MR N EBRERE, i
R A E R R OIR AR RS (E].
The time-stamping service provided by the time-stamping system strictly follows the
international standard timestamp protocol (RFC3161) in technical implementation,

adopts standard time-stamping request, response and coding forms, and the time
source adopts the standard time provided by the National Time Service Center.

7. EB. EBHFEIRMALIE BIRS I Certificate,
CRL, and OCSP Profiles
7.1 F B &k Certificate Profile
A CA MR MIE P IFME TS X509 V3 R, FEATEAE RFC 5280 7
Ao IEBEMPNERFNARSE N TR,
The detailed format of the certificate issued by this CA conforms to the X.509 V3

format and complies with the RFC 5280 standard. Please refer to the following table
for the basic domain content of the certificate structure.

UEPEM A B A
] (EERELSEE
FRA X509 IEBHIBTURA, B2 V3.
FF51= 1BIT CSPRNG £ A TFH 80 frIEF5 M A9 —ARIRFF o

sEEE | SREBHERNELEE (MACPSET713%) .

%K% DN FERXENTHE, B4& CN. O, C,
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Bk A

ETEFRBAME (UTC) FMAtREERND.

Bt B

ETEFRBANE (UTC) FMALREEEF,

BRHRMIZ BN &4 CPS FERIRF.

F& DN

IEBFBEESSLENEAE (WACPSHE 714 7) .
CAMRIEREAIH, & CN. O, C,

CA RRILHEAEZ, B3 CN, O, C.

TR DVIEBEAI®, B4 CN.

R IVIEBEAE, B& CN. G, SN, L. S, C.

TR OVIEREA®, B&CN. O, L. S, G

TP EVSSLIERE A%, B8 CN. O, streetAddress,
postalCode. L. S. C. serialNumber. businessCategory.
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1).
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2).
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3),

TR EV REERIEBTmAI%, & CNL O. L. S, C,
serialNumber. businessCategory. jurisdictionLocalityName (OID:
1.3.6.1.4.1.311.60.2.1.1). jurisdictionStateOrProvinceName (OID:
1.3.6.1.4.1.311.60.2.1.2). jurisdictionCountryName (OID:

1.3.6.1.4.1.311.60.2.1.3),

N

ERAARCPS % 713 TIEENEE, BRKERHEAR CPS £ 6.1.5

TIEEMZER

Basic domain of the certificate structure

Domain

| Value or value limit
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Version

The format version of X.509 certificate with a value of V3.

Serial Number

An 80-bit non-sequence unique identifier greater than zero
generated by CSPRNG.

Signature The signature algorithm used to issue certificates (see Section 7.1.3
Algorithm of this CPS).
Issuer's DN Issuer's distinguished name, including CN, O, and C.

Effective start
date

Based on Coordinated Universal Time (UTC), synchronized with
Beijing time.

Effective end

date

Based on Coordinated Universal Time (UTC), synchronized with
Beijing time;

The validity period is set in accordance with the limits set by this
CPS.

Subject DN

DN of the certificate holder or entity (see Section 7.1.4 of this CPS).
DN of CA’s Root CA Certificate, including CN, O, C.

DN of CA’s Subordinate CA Certificate, including CN, O, C.

DN of subscriber DV certificate, including CN.

DN of subscriber IV certificate, including CN, G, SN, L, S, C.

DN of subscriber OV certificate, including CN, O, L, S, C.

DN of subscriber EV SSL Certificate, including CN, O,
streetAddress, postalCode, L, S, C, serialNumber, businessCategory,
jurisdictionLocalityName (OID: 1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3).

DN of subscriber EV Code Signing Certificate, including CN, O, L,
S, C, serialNumber, businessCategory, jurisdictionLocalityName
(OID: 1.3.6.1.4.1.311.60.2.1.1), jurisdictionStateOrProvinceName
(OID: 1.3.6.1.4.1.311.60.2.1.2), jurisdictionCountryName (OID:
1.3.6.1.4.1.311.60.2.1.3).

Public key

Using the algorithm specified in Section 7.1.3 of this CPS, the key
size satisfies the requirements specified in Section 6.1.5 of this CPS.

7.1.1 kx-S Version Number(s)

CAMMRER LB A X509 V3 IRAHER . IRAESAILERRAFE —1=

3.

The certificate issued by the CA conforms to the X.509 V3 version format. The
version information is indicated in the column of certificate version format.
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7.1.2 WEBY FEIN Certificate Content and Extensions

A CA HIABRE M X.509 V3 RRIEBARETMARAEY BRI, EEM T BEXY

FRIA, IEBABNY RISE N T RIE.

In addition to using the X.509 V3 certificate standard items and standard extensions,
the CA also uses custom extensions. Please refer to the following table for the
certificate content and extensions.

SM2 #FiE B
i RIEP HRERIEH TTRIES
BRZ [X.509 V3 X.509 V3 X.509 V3
7
SM3WithSM2 SM3WithSM2 SM3WithSM2
=B
= H
256bits SM2 256bits SM2 256bits SM2
KE
M K| ERE— X5008F
HE—X5008FAF |HE— X5008FATF
Hl MATZ IAEYLAE
ZMNENEE, BA—Ltt (ZIAEVIAOR, F—tt
% AR, B—ttHFfa
P HTRERE—IRRER FFATERE—IRREL
FROIRPRME—FRIRF R EDN
#1 X5008F, FZM X5008=F,
& IX500%=F,
Y F—A X500 F
F* 5 HE—X5008FATF |[HE— X5008FATF
ATz MEBHFES
% ZMERFEEN, A— ZMERFEEN, A—
B, A—tt4sFFaH
¥R 1R EL 5 B SR ME—FRIRIE [EL4F 4 & SR —ArRiiE
XRE—FRIRIERIFE
F PBHRFHEEMXS008F., | BEFEEN X5008F,

FE 8 X500%F,
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CRL
A CA #1835 EHY CRL |HZA CA #4945 €AY CRL
DE T
WP =\ - Ei =
=
BEMAEZR OCSP M B &MAEHI OCSP Mgy
Hoilk, (accessMethod = [HbilE, (accessMethod =
=X
1.3.6.1.5.5.7.48.1) 1.3.6.1.55.7.48.1)
FR T
BEMABIEBNHLOM BEMAE TR0 H
58]
t., (accessMethod = f, (accessMethod =
1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2)
BEMEAEIEED policy [BEMAEIEED policy
Identifier #1 CA/Browser |ldentifier 20 CA/Browser
B
7T WIzHIREB A Policy wizHIREB R Policy
R
Identifier, & MA&E CAlldentifier, B1&MAZE CA
89 CPS &ttt By CPS &ttt
2L
H—CIEHEINERA T
Rl H—FFEREINER AT
T IR HE . Generic H
$AHA BHEAKAE.
TUEB LTI EM.
i
CAIEBHIEARS [CAIEBHNEARRHT &R JTFIEBNEARRTY R
=N
VRPN EAEER A EEERF RS IR EEEENS AREL
AR

#i% A CA,

CA,

{K (End-Entity),

iok

gHEINERN AT &

§HEINMERN AT Z AN

g INMERNATTE A
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RESRTEMAE. |[TRMEE. T A &
SM2 Digital Certificate
Domain[Root certificate Subordinate certificate Subscriber certificate
Version|X.509 V3 X.509 V3 X.509 V3
Signatu
" ISM3WithSM2  |SM3WithSM2 SM3WithSM2
Algorit
hm
Key . . .
Size 256bits SM2 256bits SM2 256bits SM2
When the same
[ssuer’s X.500 name is used |When the same X.500 name|{When the same X.500 name
Ke for multiple CAs, a |[is used for multiple CAs, a |[is used for multiple CAs, a
=Y |one-bit string is one-bit string is used to one-bit string is used to
identifi ) . ) . . ) )
o used to uniquely  [uniquely identify the uniquely identify the
identify the issuer's |[issuer's X.500 name. issuer's X.500 name.
X.500 name.
When the same
X. i
500 ne.lme is used When the same X.500 name{When the same X.500 name
. . |for multiple ) . . .
Subject : is used for multiple is used for multiple
certificate holders, a ) ) ) .
Key e certificate holders, a one-bit|certificate holders, a one-bit
.. lone-bit string is . . o .
Identifi ) string is used to uniquely  |string is used to uniquely
used to uniquely . . . . . .
er dentifv the identify the certificate identify the certificate
) Y holder's X.500 name. holder's X.500 name.
certificate holder's
X.500 name.
CRL
DistribuN /A A CRL distribution point  |A CRL distribution point
tion designated by the CA. designated by the CA.
Point
Contains the issuer's OCSp{Contains the issuer's OCSP)
Authori response address.[[Sponse address.
Zation (accessMethod —(accessMethod -
InformalN/A 1.3.6.1.5.5.7.48.1) 1.3.6.1.5.5.7.48.1)
tion Contaips the access address |Contains the access address
Access of the issuer certificate. of the issuer certificate.
(accessMethod = (accessMethod =
1.3.6.1.5.5.7.48.2) 1.3.6.1.5.5.7.48.2)
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Contains the policy
Identifier specified by the

Contains the policy
Identifier specified by the

Certific issuer and the Policy issuer and the Policy
ate [N/A Identifier retained in the  [Identifier retained in the

Policy CA/Browser forum. CA/Browser forum.
Contains the CPS publish |Contains the CPS publish
address of the issuer's CA. |address of the issuer's CA.
Further indicates the

Enhanc specific use of the certified |Further indicates the

ed Key [N/A public key. Generic specific use of the certified

Usage subordinate certificate does public key.

not have this attribute.

The subject type in
the basic restricted
extension of a CA

Basic
Constra

The subject type in the
basic restricted extension of
a CA certificate is set to

The subject type in the
basic restricted extension of
a subscriber certificate is set

ints |certificate is set to
CA. CA. to end entity (End-Entity).
Indicates the usage .
Key of the certified Indicates the usage of the |1 dicates the usage of the
Usage certified public key.

public key.

certified public key.

KR CANMELRRN SSL EIRMEF/IEH. RBERILED. HEBIEBES

IR ARIAME, BTIRBEMENATRARGERRE. BB ARESEN

TR,

The SSL Global Server Certificates, Code Signing Certificates and Timestamp
Certificates issued by the CA contain Extended Key Usage, which are used to indicate
the specific purpose of the authenticated public key. Please refer to the following table

for Extended Key Usage.
1E5R AV A A A
TTRIE$ 1R8BS A
SSL £EKARSARIEB RS 5HWIF (1.3.6.1.5.5.7.3.1)
B RimSHEIE (1.3.6.1.5.5.7.3.2)
REBEZIUES RIBEZ (1.3.6.1.5.5.7.3.3)
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A E) B IE P A E) B (1.3.6.1.5.5.7.3.8)
XHEEZIES 7
Extended Key Usage
Subscriber certificate Extended Key Usage
SSL Global Server Certificate Server Authentication

(1.3.6.1.5.5.7.3. 1)
Client Authentication
(1.3.6.1.5.5.7.3.2)

Code Signing Certificate Code Signing(1.3.6.1.5.5.7.3.3)
Timestamp Certificate Time stamp (1.3.6.1.5.5.7.3.8)
Document Signing Certificate Not available

7.1.3 EA &R FRIEFF Algorithm Object Identifiers

R CAHIE & SM2 IE B BB EEFRIRFT A SM3WithSM2, IEBFF& GB/T
20518-2018 ¥R,

The cryptographic algorithm identifier of the SM2 certificate issued by the CA is
SM3WithSM2, and the certificate complies with the GB/T 20518-2018 standard.

7.1.4 ZFRF Name Forms

R CANMERIES, HEMRENNBXMA BT E X501 A B8,

The certificates issued by the CA have the format and content of the name forms
conforming to the X.501 DN format.

7.1.5 ZFRER#] Name Constraints

No stipulation.

7.1.6 IF B EEEIT R FRIRFF Certificate Policy Object Identifier

W RIEXS REFRFFEIA CPS 5 1.2 ¥,
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The certificate policy object identifier is the same as Section 1.2 of this CPS.

717 R EEFR & ¥ B Il B9 B 7% Usage of Policy Constraints

Extension

No stipulation.

7.1.8 K& PR & £F 8918 7% #0 1& X Policy Qualifiers Syntax and

Semantics

No stipulation.

7.1.9 REIE B REEY E I AL IE 1 N Processing Semantics for

the Critical Certificate Policies Extension

No stipulation.

7.2 BHEESF CRL Profile
CANMERE AL BREESYIFR, HAFREZEFER. EA0IEBRIEIRAT
4 X509 V2 &=,

The CA regularly issues a CRL for users to use. The issued CRL conforms to the
X.509 V2 format.

7.2.1 kA5 Version Number(s)
CAHAG% & X.509 V2 BRAR CRL, RRA(E BIEIEBIRAME T — 124K,

The CA issues a CRL of the X.509 V2 version. The version information is indicated
in the column of certificate version format.
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7.2.2 CRL #0 CRL % B#¥ It CRL and CRL Entry Extensions

AR CAHIMMRIEBHEIETIER (CRL) 22—

HIEBHITI

N EBHETHRFERNER

The Certificate Revocation List (CRL) of this CA is a list of time-stamped and
digitally signed revoked certificates.

CRLEIEEXIAT:
CRL ##E EX
CRL FYRRAS $5E CRL HURRA{E S, A CA #IAR AR X 509 V3 IEH
SR A9 CRL V2 FRAR,
s sk A CA MR A SM3WithsM2 E 7 E .
mEE FEEZE LZNH9 DN &,

EX O] fEE—NBH/EEME, FBIURBAA CRL XA 8
ST [E] fEE— B H/REHE, BIARIAT —X CRLEELTHY
BE) (AFRERFIERIZE)

BEHIE IR TEECABIEMIERTIR, SHIEBNFFISHIEREK
A B EAFNR 8]

MENEEPARRTT | ARBIEE CRL RN AT HH. SHEEIRE—CA
EANTERA.

IEBHETIRS FAsk#E— N E Y CRL T RTBULE B — A CRL,

CRL & B¥ R R{EMA CRL £ B B,

The CRL data is defined as follows:

CRL Data Definition
;ﬁ;ber Version | ¢ e ifies the version information of the CRL. The CA adopts the
CRL V2 version corresponding to the X.509 V3 certificate.
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Slgnat‘ure The CA uses signature algorithms SM3WithSM2 .
Algorithm
I . . .
Ssuet Specifies the DN name of the issuing authority.
if i 1 indi hen this CRL lished.
Specifies  the Specify a date/time value to indicate when this CRL was published
DN name of the
issuing
authority.
date Ti : : o .
Update Time Specify a date/time value to indicate when the next CRL will be
published (this standard enforces this domain).
Certificate

Revocation List

Specify the list of certificates that have been revoked, including the
serial number of the certificate and the date and time when the
certificate was revoked.

Issuer Unique
Identifier

Used to verify the public key signed on the CRL. It can identify
different keys used by the same CA.

CRL Number

Used to determine when a particular CRL replaces another CRL.

CRL Entry
Extensions

CRL entry extensions are not used.

7 3FEELZIE BIRZS T OCSP Profile
A CA MR B IETF PKIX TAEATF & B9 — N7 SAF BR AW (Online

Certificate Status Protocol, OCSP) , IRHAZKIFBRSEHRS,

F &K OCSP

N R 754 RFC6960 FRA

The CA adopts an Online Certificate Status Protocol (OCSP) developed by the IETF
PKIX working group to provide an online certificate status query service, and the

issued OCSP response conforms to the RFC6960 standard.

7.3.1 krRANS Version number(s)

RFC 6960 E X #J OCSP v1 kR,

The OCSP v1 as defined in RFC 6960.

7.3.2 OCSP ¥ FEEIn OCSP Extensions

AEH OCSP ¥ B,
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OCSP extensions are not used.
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8. INEHL B i F1 H b iE (& Compliance Audit and Other

Assessments

8.17E 1 B9 M X B 1§ 2 Frequency or Circumstances of
Assessment
B& T MEBERTTAIEALSS, CA UG ER WebTrust Xf CA FUFL IR 175 ERER
AT
1) R (PEARKHMERFEFZZE) . (BFIAMERSEEIE) .
(BEFINERSBZIEEIENE) e, BEXBEXTEBIINIHEESRE,
2) RIBEFMEREXRE, EXE=JTHITVEA WebTrust BEit,

In addition to internal audits and assessments, the CA also conducts external audits
and assessments in accordance with the attestation rules of the thirt-party WebTrust
for CA practitioner:

1) Accept the assessment and inspection of the relevant competent authorities in
accordance with the Electronic Signature Law of the People's Republic of China,
Measures for the Administration of Electronic Certification Services and Regulations
on Cryptographic Management of Electronic Certification Services,

2) Accept the WebTrust audit of third-party auditors in accordance with relevant
international and domestic standards.

CA HIMFEFTHI TS SR

1) BFE—REZAXIEMIREERZZINNE, N CAVMNEERER

It

2) CAHMPKISIBI S RTINS B, SEHT—K WebTrust BRIt
E=J M EIt .
Frequency of assessments by CA:

1) Accept the annual inspection of the CA by the competent authorities according to
the laws and regulations once a year;

2) The CA will engage an independent audit firm to conduct a third-party independent
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audit for WebTrust compliance anually.

8.2 & A9 3K /it Identity/Qualifications of Assessor

REFEITARNEFE—REE CANREARTARLLEEEAR, CALVSE
\:j"'f ,lj\ll—t?\/n&'fm ?\/JLJ\ A A%J\J\ //\ﬂij, gﬂ’]AJ\o

The choice of internal auditors generally includes: CA's security officers and security
managers; CA business leaders; certification system and information system managers;
personnel directors; other required personnel.

CANMKEEERE TZEEEBEREEFV ALK WebTrust S ERIT
A, TP RS MR E RN T
1) BEHEQPEMERER. FERE. FERENRARITEXN
FE=TTINERSHR,

2) HITIMETAENMEELTFITNIRLEE, BEVRAEZEREE

3) EBERBRGIETMHNTIREASTE,;
4) BEFBH WebTrust £IFRRSER;
5) BFEMIEIHEE, SEEEANMRVEERTEHNR.

The CA will engage a qualified WebTrust practitioner that is familiar with IT
operation management with years of industry experiences. The qualifications and
skills required for external auditors are as follows:

1) Have third-party -certification service qualifications related to public key
infrastructure technology, information security, information technology and system
auditing;

2) The auditor's organization has a licensed professional qualification with a good
reputation in the industry;

3) Possess professional skills and tools to check the system operating performance;
4) Possess an effective WebTrust attestation service qualification;

5) Have an independent auditing spirit and be bound by laws, regulations and
professional code of ethics.
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83 HFE S WL {HE =B HI X &R Assessor’s Relationship to

Assessed Entity

RNEMEITARER CAHMHEGEER. VEEER., VESRIERINIE

o

RARREES.,

The position of internal auditors and the system administrators, business managers
and business operators of this CA shall not overlap.

SNERIEfEE S CAVMZ BB, AV S, MEERSHMEUE
MM EERENFERR.

The external assessor is independent of the CA, and there is no business, financial
transactions or other interests between them that are sufficient to influence the
objectivity of the assessment.

8.4TE{H A A Topics Covered By Assessment
MHEZ TEERERRT:

1) CAYIEREEFEEEIRN L,
2) BEILERESHERSHI KB
3) REIRIRER CPS. WHEHEMREERARINEL S,
4) HESEREETELIR,
5) ZAEHE. EP4ATRAYEERSHTE WS,
6) =EFEHMBTELZEMNE.

The assessment work includes but is not limited to:
1) Whether the CA's physical environment control is fully implemented;
2) Whether the operation process and system are strictly observed.

3) Whether the certification business is carried out in strict accordance with CPS,
business specifications and security requirements;

4) Whether the logs and records are complete and accurate;

5) Whether key management and certificate lifecycle management conform to the
practice statement;
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6) Whether there is any other potential security risk.
FE=TTHEIMFZRE WebTrust R L FIB N E EELFEANFEITIRAE,

X CA HIABH TR BT
The third-party auditor organization shall conduct an independent audit of the CA in

accordance with the currently valid and ongoing auditing standards issued by
WebTrust.

85X El 5 R~ E REAYIE #E Actions Taken As A Result of
Deficiency
B CAHMERENHIHREHTIHE, FHRHEIT RN ERARZHENTT
EHRBERBI T S RUAMTE . CAVAMRARBEFRRGIFIAE LR, EHD
R AR R [E]
The CA’s management shall assess the audit report, and the corresponding responsible
functional department shall take actions for improvement and perfection of the

deficiency found in the audit. The CA will quickly resolve problems in accordance
with international practices and relevant laws and regulations.

8.6 T L ZE R Y1514 5 % % Communication of Results
1) CANMAIBEITEREGNEATANIBEIL,;
2) 7E CANMEZE=ZFINBEITYIHNTEEE, CAIMESE

NEEM http://www.bjca.cn A%,

3) M CANMMEITERLZITREEMITALERENER NE
KK mEITRBR.

1) The CA internal audit results will be communicated only within the company;

2) After the CA accepts the assessment of a third-party external audit agency, it will
publish the results on the company's official website http://www.bjca.cn.

3) If the audit results of the CA discover potential security concerns which may be
applicable to the subscriber(s), the subscriber(s) shall be notified in time.

HAE =T EIHESSE BT EERIEFERMNER, BLHE KRG
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CAHMRIFBAAEMNATR, FIEE CAYMNER, EESFNENRIN

CA HAR BB X 77 B AR ENA.

Any third party notifying the assessed entity of the assessment resultsor similar
information shall clearly indicate to the CA the purpose and manner of the notification
and obtain the consent of the CA, unless otherwise provided by law; the CA retains
legal power in this regard.

8.7 BF 14 Self-audits

CA AR 1745509 B T, IRIEEFRAE W48 X AREFA CPS IRLE,
BEEDEF RN HEEIE G E0E=1B —RNMEEREE R 1EE
HARS FE . BEITHEN LR SR B R 2 ACK B iz B R0 HA 18] M AY B FIAIE A
HNEEHEREXNE. MEFENHEAYEAEL TIHEEAFERIEH 2 E8H
3%,
The CA will conduct ongoing self-audits and strictly control the service qualityby
performing internal risk assessment on at least an annual basis and self-censorship
sampling on at least a quarterly basis according to international and domestic relevant
standards and this CPS. The self-audit assesses whether the electronic certification
activities from the end of the last review period to the initial period of the current

audit period meet the relevant regulations. The sample size of the sampling shall not
be less than 3% of the total number of certificates issued during the period.
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9. ;EE R EMHE M I & % 5% Other Business and Legal
Matters

9.1%% F Fees

9.1.1 FBE %A FE % B Certificate Issuance and Renewal Fees

HEFINEA S T RER MR B FINERXARS RIERIT AIER A, BRI
FAVERETHHEESNMEBITRE. CAYVMERS TRFIRANTIIR
T DSHEB MR #HITE S EE . H1TF R CAYAMITTIEBR, KIRESE ML
PHELXSEHE M. MREEFNEA D EZBHN L P8 BRI EFIMNERA
SATMHMIBEAR—E, ML FRNIE A,

BJCA can charge the certificate subscribers according to the provided electronic
certification related services. The specific charging standards are determined
according to the regulations of the market and management departments. The CA can
make appropriate adjustments to the certificate price without exceeding the charging
standard. When a subscriber subscribes a certificate from a CA, the issuance and
renewal fees of the certificate will be notified in advance. If the price specified in the
agreement signed by the Certification Company is inconsistent with the price
published by BJCA, the price in the agreement shall prevail.

9.1.2 B &8 % A Certificate Access Fees

HEIERBERERN, ZEB#HTEEENE, CAYMEREEULTZAR, B

R B X UL 0 AR 55 A 2R O AR

During the validity period of the certificate, the CA does not charge fees for certificate
information query for the time being, but reserves the right to charge for the service.

013 F BHEH IR E B A& 189 & A Revocation or Status

Information Access Fees

CAMMERUEUL T A, RIEMAREFATR, FE CAYMEMN
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The CA will not charge this fee for the time being, unless the user requests special
requirements which requires the CA to pay additional fees, and the CA will negotiate
with the user to charge the fees that shall be charged.

9.1.4 HMAR% % H Fees for Other Services

CA MR E X HAh AR SR BRI F . CA WA TTARIBIS KRB HIER, ITHIE
KBRS, BERSHA, ESITHEZITHMILFAE.

CA reserves the right to charge for other services. The CA can customize various
types of notification services according to the requirements of the applicant. The
specific service fees are stipulated in the agreement with the customer.

9.1.5 IRFKKHE Refund Policy

FELEIEBREFNELZIEBHITREF, CA YIEBF =GR IEREFTIREE.
BRIFHIL CAMEET 7 A CPS FIAE N FTESHMERAXSHIER, TR TIL
R CAYUSBEHIE R IR, HMBERT, CAYVMEXITAIEREZEAHRER
During the implementation of certificate operations and the issuance of certificates,
the CA adheres to strict operating procedures and policies. Only if the CA violates the
responsibilities or other major obligations stipulated in this CPS, the subscriber may

request the CA to revoke the certificate and refund. In other cases, the fee charged by
the CA to the subscriber is not refundable.

SRR A, TTFMBSEERIZIER, CAYMKEREEERE.

After the refund is completed, the CA will pursue its legal responsibility if the
subscriber continues to use the certificate.

VPN HREAS CAVMERNTE. EX. AWNIEBHIBEER &,
CA A3 L 15 PR AV IR K AN R RA K IB I TTME.

The subscriber shall provide complete, true and accurate certificate application
information in accordance with the requirements of the CA. Otherwise, the CA shall
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not bear any responsibility for the losses and consequences caused thereby.

WRITAEIEBRSPRNREDBAEBRSER, CAYMERNRIER R

(8] A9 Ak 55 %% S
If the subscriber withdraws from the digital certificate service system during the

certificate service period, the CA will not refund the service fee for the remaining
time.

9.2 55 3% {F Financial Responsibility

9.2.1 {RB&SEE Insurance Coverage

HIMUA TERIFE CAYMSTING, BT KBTTESLA ] ILETE CA
TARIERBETRE CEERNERTHIBRS)
(1)  CANMERMIEBELEITFAMIMIE=, BSHIT
PR ESZRE,
(2)  CAVMARIITFRMT ERAIMEEHEER, NHAEE
RKIEP, HSBIRB T EZHRK,
(3) CANMRIZLIEBRRMNITFIEPRIFERHEITHZ, HiE
ERTHT, SEBOTFSERBTEZRK,
(4) CAYMEIEBRAWEZE. T, SEITSKREHTES
MK,
(5) CANMARERRBIEIER SBITFSKBTEZIRE.
After the following circumstances have occurred and been confirmed by the CA, the

certificate subscribers, relying parties and other entities may apply for the CA to bear
the indemnification responsibility (except for statutory or contractual exemption):

(1) The CA incorrectly issued the certificate to a third party other than the subscriber
and caused the subscriber or relying party to suffer losses;

(2) The CA finds that the subscriber has provided false registration information or
information and still issues a certificate for it, causing the relying party to suffer
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losses;

(3) The CA did not verify the subscriber certificate application information according
to the requirements of the certification, and issued a certificate accordingly, causing
the subscriber or relying party to suffer losses;

(4) The CA caused the certificate's private key to be deciphered and stolen, causing
the subscriber or relying party to suffer losses;

(5) The CA failed to revoke the certificate in time, causing the subscriber or relying
party to suffer losses.

CANMAMNBTESREREMIERITA. RBTHNERREKIERE, X
B K ARKIBTRE. CA VMY THENEB SR TT FLEMNIEBIRBEAITTR
EAFBEIEBTHHEEMNEH 10 £5.
CA only bears the liability for the direct losses of the certificate subscriber and the
relying party due to its own reasons, and bears no liability for the indirect losses. The

CA's total indemnity for entities such as subscribers or relying parties shall not exceed
10 times the market purchase price of the certificate.

9.2.2 H MR = Other Assets

CAHIMEBHIRA A SMAE BBHIM S KN UEFIEE ZEFRILAN X S8
fE17, BEREBEIRIEXNTT P RKBTTHNRE.
The CA ensures that the company has sufficient financial strength to maintain normal

operations and warranties the performance of its obligations, and can reasonably
assume responsibility for subscribers and relying parties.

FRBEREBITAEFEA.
The above requirements apply equally to certificate subscribers.

9.2.3 X fx & LK A9 1R B& 55 $B 4% Insurance or Warranty Coverage

for End-entities

R CA HIMARYEAR CPS SIARSCIEREMMAE, IXRBNASEHIET K
BB EN/SFMETER, CA VAR RBIAXEERENNE . BRI RIRE
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If the CA is required to bear the indemnification and/or compensation liability
according to the provisions of this CPS or relevant laws and regulations and the
corresponding judicial judgment, the CA will bear the corresponding indemnification
responsibilities according to the relevant laws and regulations, the arbitration
institution's award or the court's judgment result.

9.3l 5515 B 1R & Confidentiality of Business Information

9.3.1 &% 15 ESE[E Scope of Confidential Information

£ CANMIRMIE FINERS T, REGESERHREARRT:

1) CAHMSEITFZEMIUARZRPRATHART. BREEZH
MHERBFRBUEVRIER, CAYIMKIEARNIMAMSERETT FIIE
BERMMIEEAREER

2) VUPRARTIEER, TP NREAR CPS MM EHTZER
&, WMEITTANARESBRAMEMERRE, HITFBFTKIE,

3) HMm CAYIMM RAREFNITFEENAARE, BRHEXEE
ERMBBUFEHUENRER, AT,

In the electronic certification services provided by the CA, confidential information

includes but is not limited to:

1) Agreement between the CA and subscribers and unpublished content in the
materials. In addition to the expressly prescribed by law or the requirements of the
government and law enforcement agencies, the CA undertakes not to publish or
disclose any confidential information other than the subscriber certificate information.

2) The subscriber's private key is confidential and the subscriber shall keep it properly
in accordance with the stipulation of this CPS. If the private key is compromised due
to the subscriber's personal reasons, the subscriber shall bear the losses;

3) Other subscriber information retained by the CA and the RA shall be considered
confidential and shall not be published except as required by relevant laws and
regulations or by government and law enforcement agencies.
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932 ANE TR % {5 B Information Not Within the Scope of

Confidential Information

U TEEARET CAYMIAENREESR
1) SIEBAXRNHERE. HEFTENTE. RIFREERSER
2) HCAHMIERALFM CRL FHNEE,
3) HCAMMEEF. CPSIRBIMIERREBEL,
4) RETGTRBLEEMNEEE, CREZTRFENEENEE
5 RESTWBHENEENSZE, FFRER T RE MR ENE

EMER
6) BRIKENE=TINELEZTNEENES
7) HtEEE AT REHRENESR.
The following information does not belong to the confidential information identified

by the CA:

1) Information about the application process related to the certificate, the procedures
required for the application, and the application operation guidance;

2) The certificate issued by the CA and the information in the CRL;
3) Certificate policy information supported by the CA and recognized by the CPS;

4) Data and information held by the recipient before the provider discloses the data
and information;

5) Data and information that were disclosed not for the recipient's reasons when or
after the provider disclosed the data and information;

6) Data and information disclosed to the recipient by third parties who have the right
to disclose;

7) Other information that is available through public channels.
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9.3.3 RIF R Z S B B9 T3 fF Responsibility to Protect Confidential

Information

CAYMBE HEHNEETE. REMNRATFRAIFINBES, BIHERR
THELHE. TREEEF. CAYTMNERR TEHEHETREFK.

The CA protects confidential information through strict management systems,
processes, and technical means, including but not limited to trade secrets, customer
information, etc. All employees of the CA will strictly abide by the confidentiality
provisions.

CANMEZEREAR CPS F 931 THHMEMRBEENTEE NS,

The CA has the responsibility and obligation to keep properly keep the confidential
information specified in Section 9.3.1 of this CPS.

9.4 F P B2 #A{R 22 Privacy of User Information
RIBHEXERE. FM, CAYVMEZERE A RIFIEPREXEFEZ VS,
FHIEBFRBAR/SENARBEEXINAGR. HFPMAGEEHEEBARRT:
wH. BRI, SMIES. #itMSME (R4R/SHEEEINEIAR) . CA

S B A AE BRI TRIEHE .

In accordance with relevant laws and regulations, the CA needs the applicant and/or
the agent to provide relevant personal information when accepting the client's
certificate application and related electronic signature business. Personal information
including but not limited to full name, contact information, ID number, address and
ID card (original and/or any form of copy). The CA provides the following safeguard
measures for user's personal information.

9.4.1 BaFA{RE /7 & Privacy Plan

CAMMEEIEBIT A PARRNBRRNFFEENE S T PHABRRPE
R, RLEEEREXT P ARRBRRIPOBREFZEARERAE. R,
CAHMBREAR R T HETLENREFENPAGELTHRE. 1TFIE
FEA CAYMMIEBRS N, RIRMAEZREER CAYME (PABERRY
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BURD) o

The CA respects the privacy rights of the certificate subscriber's personal information
and publishes the Personal Information Protection Policy on the official website to
ensure full compliance with the relevant laws and regulations of the state regarding
the privacy protection of personal information. Meanwhile, the CA ensures that all
employees strictly observe the confidentiality of personal information in accordance
with security and confidentiality standards. When a subscriber chooses to use a CA's
certificate service, it indicates that the subscriber has agreed to accept the CA's
personal information protection policy.

9.4.2 15 A BaFALIEAY{E B Information Treated as Private

CAMIMAEBTENMEMTFREMNBEXEEN, BRIEBPHERENEIEMR
IEBREERN, ITANEREEBHAARMLE. SRERRTUTER:
1) TRPNBEREMESE, WERSMIESHE. BAYERE,
2) VIPHERBIE,
3) VPHIBEHb AL
4) ITFHSRITIKA .

When the CA manages and uses the relevant information provided by the subscriber,
the subscriber's basic information will be treated as private, except for the information
already contained in the certificate and the certificate status information. Including but
not limited to the following information:

1) The valid ID number of the subscriber, such as the resident ID card number and the
organization code;

2) The subscriber's contact number;

3) The subscriber's communication address and residential address;
4) The subscriber’s bank account.

RESMNHE CAYMER, EFRITFRBRIEXREFEEN. FUEVIXSE
FREBEBEENEFER, CAYMASTUAF.

The above information is only used by the CA and will not be disclosed by the CA
without the consent of the subscriber or by relevant laws and regulations, law
enforcement agencies or the government in accordance with legal procedures.
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9.4.3 A A2 FARY{E B Information not Deemed Private

UPHEMNIEBRESR, UREBRSEEFREASBAER.

The information of the certificate held by subscribers and certificate status
information are not deemed private.

944 R 1P Fa FA BY 3= fF Responsibility to Protecte Private

Information

CAHIIB ZEMREAR CPS 5 942 THMEMILEBHIFEZE N ANESE.

#= BHE. . BRFRESXSE

The CA has the responsibility and obligation to properly protect the use, sharing,
management, checking, deletion and modification of the certificate applicant's
personal information as specified in Section 9.4.2 of this CPS.

HEBURSHEN RAAREB S AR FEKR CAYMERFERN R LA HRAEEMNE
AT, CAHMERAIEHIERNTE.
In the case where the government or law enforcement agency requires the CA to

disclose private information to a specific object in accordance with legal procedures,
the CA is not liable for the resulting liability.

945 F HBEFAE B 194 #1 5 [@ = Notice and Consent to Use

Private Information

1) TTRER, CATMNXRELSNTRFIPIEBITANIAGER NEITF
IR EEEMTFFERITARE,

2) ITRRRE, CANMAENSSEEAZEBA CPS Ml ERNBRMRIPBUR Ak
BMEFITAER OFEHATCEXARERIEHITRFNRRER,
NEREMEBITAFEERRRIFEN. WRRKEBEABRFEN, CAME

AT FRAER RE=T7;
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3) VUFPRER, ARXEREN. UK BFRESEZNEFERT, CA

MM EFENRIKERMBEEN, CAYIMEREMITF.

1) The Subscriber agrees that the CA shall take appropriate steps to protect the
personal information of the certificate subscriber and shall inform the subscriber in
advance in the subscriber agreement and obtain the subscriber's consent;

2) The subscriber agrees that the CA uses any subscriber information obtained in
accordance with the privacy protection policy stipulated in this CPS within the scope
of its business. If the subscriber's private information is used beyond the agreed scope
and purpose, the CA shall inform the certificate subscriber in advance to obtain
consent and authorization. Without subscribers' consent and authorization, the CA will
not disclose the subscriber's private information to any third party;

3) The subscriber agrees that the CA does not need to inform the subscriber when the
CA discloses the private information to a specific object under the relevant laws and
regulations, or required by the law enforcement agency or the government according
to the legal procedures.

9.4.6 fik 7% £ 3 7 B £ ¢ 9 {5 B X & Disclosure Pursuant to

Judicial or Administrative Process

BRAFFFEMUT &M, CAHMMASBITANREFEERTEEEME=ATE
=7IH4:
1) HUENIR. BUFSE MR EEZENRROE I IAIEER. Fo. fAE R
E. RFREFHIE
2) TTPXAPBERARNAEXERAIME,
3) 7 CPS MlEMH M ] PUKEERIIETE .

The CA does not provide the subscriber's confidential information to other third
parties unless the following conditions are met:

1) The law enforcement agency, the government or other departments authorized by
relevant laws and regulations apply according to laws, regulations, rules, decisions,
orders, etc.;

2) The subscriber authorizes the disclosure of relevant information in writing;
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3) Other disclosure circumstances as stipulated in this CPS.

947 H fh £ B & = 5 & Other Information Disclosure

Circumstances

MERIEFITFER CAVMREERGFER PXIERS, MEREREFE, CA
AT AR AT FREAEENEXER, 01T A% MR F iR s
E=77, WMHPFAE,

If the certificate subscriber requires the CA to provide certain types of customer
support services, such as mailing, the CA may provide subscriber's name and mailing

address and relevant information that is not deemed private to a third party, such as a
mailing company.

9.5H1IR =X Intellectual Property Rights

1) CANMERFREMNIERK CAVAITRMEMNEIMRMG. TEL BIEENEE
. TR ERENFEEBERIR =Y,

2) CAVIMEBHAWMEEFFLMHE CPS. CP. BAXFFM. ZAHHIEP
0 CRL FHY G AIFIR =AY

3) CANMEIMLEG EAHN—ERHET CAYVIMEM™, RE CAYIMEE
AV, MARNSEEATEH LT

4) CAHMXIMEE BERIAMAITEET CA AN,

1) The CA shall have and retain all intellectual property rights such as copyrights and

patent application rights for the certificate and all software, materials, data, etc.,
provided by the CA;

2) CA have ownership and intellectual property rights of CPS, CP, technical support
manuals, issued certificates and CRLs formulated and published by the CA;

3) All information published on the official website of the CA belongs to the CA’s
property. No one else may reprint for commercial activities without the written
permission of the CA;

4) CA's external operation management policy and norms belong to CA's property.
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9.6 %1~ 5$B1% Representations and Warranties

9.6.1 BB FIANIER S MBI FR1R 5Bk CA Representations and

8)

9)

Warranties

CA MR Mt FIMERR SRS R B RN T

CANGESF (FEARKEMERFERZE) RAXEENAE, WEXD
HFIEBARIEEN ERRE,

WIFERIEAMFI I BEAFERTAFNEY B (R, XEgdEg&hs, *
BTRAEEZAENSEEHNA TR FREER P HItRERE
DEEAE

BAEFRIEABN TIEBMER BRIBEARKRKE T SRR, MARRIEBEA
FIFIES,

BIEEBHBEMNEMESERM (organizationUnitName 52Bk5M)

AU DURY MIEB 3 & “organizationUnitName” 1 Fr & 15 B F IR SR T
BEME

RIEA CPS £ 32 TN ERKIERIFEASH,

CANMEIF ST AE RS EHE BN LIPRSES (BRHEHE) | IHiE
MRS IR —ANEREN (24x7) RAFHEHEEE,

RIEA CPS % 897 E T HBSHIE S

CA MR IR TIE B BURFINE LB 5 B 9%

10) CA HIMERLTT FANIE BT &4 CPS AT B LR K,

11) CAHAEEIEBIT FRIEFAS M. BEXREZWITFIEBARMNS
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JEMENEMS

12) CAHUSIRBEFE RIEBE, KZENEIERRIEATERSHEHRE R,

The warranties of CAs in the process of providing electronic certification services are
as follows:

1) The CA complies with Electronic Signature Law of the People's Republic of China
and relevant laws, and bears corresponding legal liabilities for the issued digital
certificates;

2) Verify that the applicant has ownership of or control over the domain name and IP
address listed in the certificate subject field and the Subject Alternative Name (or, for
the domain name only, has obtained the authorization of the owner of the right to own
or control the domain name);

3) Verify that the applicant has authorized the issuance of the certificate and that the
applicant's representative has obtained a qualified authorization to apply for the
certificate on behalf of the applicant;

4) Verify the accuracy of all the information contained in the certificate (except for the
organizationUnitName information);

5) Take measures to reduce the possibility of misleading information contained in the
certificate subject “organizationUnitName”;

6) Verify the identity of the applicant in accordance with the requirements of Section
3.2 of this CPS;

7) The CA maintains a 24 x 7 publicly-accessible repository with current information
regarding the status (valid or revoked) of all unexpired certificates;

8) The certificate may be revoked for reasons formulated by this CPS;

9) The CA accurately describes the procedures in the Certificate Policy and
Certification Practice Statement;

10) The certificates issued by the CA to the subscriber satisfy all the material
requirements of this CPS;

11) The CA will notify the certificate subscriber of any known events that will
substantially affect the validity and reliability of the subscriber's certificate;

12) Upon the refusal of the CA to issue the certificate, the CA will immediately return
all fees paid to the certificate applicant.

9.6.2 MM EI[FIA 53E4R RA Representations and Warranties

B CANAMAVEMIAG, NIETE CA HAMEY CPS 5 CP &IBH FIAE W &
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EAR, CAHIMESEMMESSE FIMERSIEFHREKIENT

1) JEMNAMEENERITFRETMEETEME CAYAER CPS BT L%
=K,

2) ILEMMENIT A AIERRIBMRIRBE RS, SEMIEE ST HIX

%,

3) SEMNMESERERNTRIEBRIFLE, ERBFEARIARFE2EEHAMN
ERT, SEIERRIFMNEE—MRKA 1-3 AN TER;

4) CANMMAERIERE, ALBETFIMNENRZHSBUEBFHEESIES
RIFANEERER—EU

5) SEMAADIEILA CPS MIME, RAESE CA YIRS, EMEFHIE,

6) SEMAALRIBITREBERIE BT AE R EIELE CAYAM,

7) AR ZEREVTFNEERSINMERXNER, FENERLS CAN
AT AV ARER XM EREL & CA MM ITE FIAEL S
R

8) EMMRNREIIT AR LR TS,

The RA of the CA shall follow the CPS and CP of the CA to assume the

responsibilities of the RA in the electronic certification business. The operation of the

electronic certification business of the RA shall be subject to the relevant management

regulations of the industry and the CA. The specific commitments of the CA's RA in
participating in the electronic certification service process are as follows:

1) The registration process provided by the RA to the certificate subscriber is in full
compliance with all the material requirements of the CA's CPS;

2) If subscriber's certificate application materials failed to pass the investigation of the
RA, the RA has the obligation to inform the subscriber;

3) The RA completes the certificate application processing within a reasonable period
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of time. When the applicant submits complete and compliant materials, the time for
processing the certificate application is generally 1-3 working days;

4) When the CA generates a certificate, the information in the certificate will not be
inconsistent with the information of the certificate applicant due to the mistake of the
RA;

5) The RA will submit the application for cancellation and renewal to the CA in time
according to the stipulation of this CPS;

6) The RA shall transmit the information of the certificate subscriber to the CA
through a secure channel;

7) The RA shall properly keep the subscriber's information and information related to
the certification and transfer it to the CA for filing in good time. The RA shall
cooperate with the CA to conduct the electronic certification business compliance
audit in accordance with the relevant agreements;

8) The RA shall perform its obligation of security warning to the subscriber.

9.6.3 1T PR IA 54B4% Subscriber Representations and Warranties

TR BE#ES CAYMERERIE, B AR CANME. EMVIERED

IEBAAE X HE AL TRKIE:

1) ITRHINE MBI EZ T A CPS RIEXMENEHANE, BREZA CPS
FRRAR;

2) VTARBIEESEFERN, EREHRFIEBREREXNEMTTE, HEX
SinttE CAMREMERTENEEMER, HFELRERRARLKE
TENEEBHN CAYME, METTFRENBRIAES. A8, TEH
FEERARKNBH CAY, HILERNTREBITABITAE. MREF
EREAN, BATTFHREARENBEETTIE. 1TPAERERRIEARN
EREEIASSFRAR 51ER, B CA YA,

3) TP CAVMEFIERN, NERGERERFZREEXRME,

4) ITRPREIEBATEZENFEEIHRNHTRFTES,
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5 VRPNBETEAXNFERAY, FEXESXR—UIEEERNLERER

WirmEXR. HEMRA, ITPEZERE CAYMELZNBFIEBHMA
AR, NMEHEIZ A AT RESEMAE. £H. 8§
REFIEBAATIERS, HILERRNRKEIT A BITKIE

6) SITFIEBFERAXMNRARTITHE—XER, MBEITFECHE
%, BERNMILBE2AMEE (EHXALHSHEEE) | IEPRA
AT ARG iR MER;

7) ITAREENRILERATHNAER Y, BIALENSMNIEBEELIR

8) VTAHEMEMIERH, NEIEBPIEMNT ARG ELEIES, TG
EEMEMBOEEENAMA AN AE R EASEEM &,

9) AEELEMARE CAYMARINER. TF. . HEF, SRER
PRT-RME. MSEAYE AIEBARSS VI INFI MR S

10) ITRAERBIEBEMEAIMIATER, NIzR1E CA HIADEHIFRIEE:
OB HAKFRH T EEAERSCEE B AIEB P EEHN S5 A AR AT
5, MTRZEFIHILH, FFLERLBRAEMBRAREA;
OIEBHIEBARLEFRIAAER, WERIZEBEFHELLERIES,

11) —B CAHMEIR T ITFIEBNASERSIT A EBTEEEZILRTA,
CAHIF BRI FIES,

12) ITARIE, —BIEB#% CAYMEERE, BABERIZIES.

From the time the subscriber accepts the certificate issued by the CA, the subscriber is

deemed to have made the following commitments to the CA, the RA and the relevant
parties trusting the certificate:

1) The subscriber confirms that it has acknowledged and accepted all the content of
this CPS and related regulations, and agrees to be bound by the terms of this CPS;
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2) Subscribers shall follow the principle of honesty and trustworthiness. They are
obliged to always provide accurate and complete information and materials to the CA
in applying for digital certificates and other aspects related to issuance, and notify the
CA in time when the above information and materials are changed. If the information
provided by the subscriber is false, incomplete, inaccurate or not notified to the CA in
time after the change, the losses caused by the subscriber shall be borne by the
subscriber. If there is an agent, both the subscriber and the agent are jointly and
severally liable. The subscriber is responsible for notifying the CA of any
misrepresentation or omission made by the agent;

3) When a subscriber uses the CA's digital certificate, the relevant software shall be
obtained by legal means;

4) The subscriber shall use the certificate for lawful purposes and digitally sign it
within the validity period;

5) The subscriber shall generate the key pair in a reliable manner and shall be obliged
to take all reasonable measures to prevent the key from being attacked, lost, disclosed
and misused; the subscriber shall properly keep the private key and password of the
digital certificate issued by the CA, and shall not disclose or deliver it to others. If
others know, misappropriate, or fraudulently use the digital certificate private key and
password due to the subscriber's reasons, the losses caused thereby shall be borne by
the subscriber;

6) Each signature made by the private key corresponding to the public key contained
in the subscriber certificate is the subscriber's own signature, and the certificate used
at the time of signing is a valid certificate (the certificate has not expired or is
revoked), and the private key of the certificate is used by the subscriber for access and
use;

7) The subscriber will review and verify the accuracy of the certificate content and
confirm that the certificate information obtained is correct;

8) When using the certificate, the subscriber shall install the certificate on the
accessible server listed in the certificate and comply with the scope and conditions of
use of all applicable laws and regulations and user agreement;

9) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

10) If the subscriber finds the following situations after obtaining the certificate, the
subscriber shall immediately apply to the CA for revocation:

(D promptly request revocation of the certificate and cease using it and its associated
private key if there is any actual or suspected misuse or disclosure of the private key
corresponding to the public key contained in the user certificate;

(2 promptly request revocation of the certificate and cease using it if any information
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in the certificate is incorrect or inaccurate;

11) The CA is entitled to revoke the certificate immediately if the CA discovers that
the certificate is misused or the subscriber is being used to enable used it for illegal or
even criminal activities;

12) The subscriber warrants to promptly cease all use of the certificate upon it is
revoked by the CA.

9.6.4 ik 8 77 89 [% iX 5 #E /R Relying Party Representations and

Warranties

PRI TT R (B H 30T AR R FNR I

1) BEARCPSHIKN, THIIBMEREN, BFACPSHAERE BE
A CPS kT CAHMTAERBIMIE,

2) FKEBHFRFIZIERX R AIEBEE, EEBIERA, WEBNEESEHTRIE,

3) HEEMUERFNEAMETARIIFIMNZIBER, 21 BiTEH CRLE
OCSP HINME BREWHE, WIMEBENEHSCEMIARER, K£EX
IEBERZ AR IS I BTSN, BINZEBICRNNE SRR
NS REHMITRZWIEBEIENES,

4) FEBIEREFERE CATMATRIMNER. TFE. EH. AE% BFELR
BRFIRBS. #SEA9ME BURIE B AR 55 HO 1S hnFn A 55

5 KA —BERTHRARHMERSE 7 AEREMNER, KBTS
CA MM SRR R FTIRE, FFRIKIERIIEMMNE St ARK.

The relying party shall make the following statement and commitment:

1) Familiar with the terms of this CPS, understand the purpose of the certificate use,
comply with all the provisions of this CPS, and agree to the stipulation of this CPS
regarding the limitation of CA liability;

2) Obtain and install the certificate chain corresponding to the certificate, and verify
the certificate's trust chain before trusting the certificate;
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3) Confirm that the certificate is valid before relying the trust relationship proved by
the certificate, including: confirming whether the certificate is revoked by querying
CRL or OCSP; confirming that the certificate is used within the specified scope and
period; checking the reliability of all certificates that have appeared in the certificate
path; confirming that the content of the certificate are consistent with the content to be
certified; checking other information that may affect the validity of the certificate;

4) No statements, changes, renewals, upgrades, etc., that have been published by the
CA can be rejected, including but not limited to policies, changes to specifications,
and additions and deletions of certificate services;

5) If the relying party violates the terms of the reasonable inspection due to
negligence or other reasons, the relying party shall compensate the losses caused to
the CA and shall bear the losses caused to itself or others.

9.6.5 Hitt=5FfKRIA 5E{R Representations and Warranties of

Other Participants

RINTF IR HS5E N BEA CPS FIME .

Other participants not listed here shall follow the stipulation of this CPS.
9.7#B1% 235 Disclaimers of Warranties

BRZA CPS % 9.6.1 TTHAYMAHIRIESS, CA PMARKIBEMAT AR IARIE
NG
1) AMREBEBITF. EHAREMS 5ENRR 51ER,
2) R FINEFESDPE AR ERT E R IER,
3) RAEIEBEIERSCERE A BT HMAR CATMATFHARTERAOBEK,
4) AEIBEBHIEBIE BN IMNYY BER AR,
5) AABEIE CAHMERSBEMREHE. MEFHSBUEBIRE. XHF
e H AL SIS B IR K
6) AABHTFAITNAERSBEMIRS REFFAILEMNEFIRE,
7) BEET CAYMMNEET BT AREAMITEIT ARSI RNERAEX
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ST FERAIK, CAPIMARETRE.

Except for the clear commitments in Section 9.6.1 of this CPS, the CA does not
assume any other forms of warranty or obligation:

1) Not warrant the representations and warranties of certificate subscribers, relying
parties and other participants;

2) Not warrant any other software used in electronic certification activities;

3) Not bear any losses beyond the scope of the certificate or for other uses not
permitted by the CA;

4) Not bear the losses caused by applications beyond the specified purpose of the
certificate use;

5) Not bear the losses caused by equipment failures, network interruptions resulting in
certificate errors, transaction interruptions or other things that are not because of the
CA;

6) Not bear the client losses caused by service interruption due to force majeure
factors;

7) The CA is not responsible for the losses caused to the subscribers due to violations
of the contractual obligations caused by the CA's partner's ultra vires or other fault
actions.

9.8 PR35 {F Limitations of Liability

IR CAHIGARYE CPS SARSCEREMIE, WRSEHEFRIBRER/
SHAMETTERY, CA HIMERIBREBIZA CPS 5 9.9 T EMNBRBFEITE.
If the CA is required to bear the indemnification and/or compensation liability
according to the CPS or relevant laws and regulations and the judicial judgment, the

CA institution shall bear the limited liability not exceeding the provisions of Section
9.9 of this CPS.

CA MR 51T A MBI VTR, TRV A SR R EE M
MRERREERENS.

The CA does not have an indemnity obligation in an agreement with a subscriber and
a relying party for damages caused by the subscriber or the relying party.
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9.9k 4% Indemnities
9.9.1 CA #1#3Hy M= Indemnification by CAs

9 CAHIMER T A CPS % 9.6.1 TAAIFRIR 51BMR, IEBITA. WK
MUERIE CAYIMAIERERTE (REXATRTRIN - TIRIEFENH CAHME
AKIBRRBETTIE:

1) CAVIMREIERERELRATIFMSMNIE=F, SBUTFSKEAEZREK,

2) TEITFRIZERIANTEABUERLT, CAVMBMERNIEBSHHERE
£, BSBOTP SR H It & /K,

3) CA#MBBAIT PR AZME SR ARFERBIIRNIER, MDAITTAEXR
P, HESBURBTESHRK,

4) BT CANMMNERBETEBRANME, SEITASREEZIRK

5) CAMMKREERMNEHEIIE, ALSEEKRBAEZREK.

If the CA violates the representations and warranties in Section 9.6.1 of this CPS, the
certificate subscriber or relying party may apply for the CA to assume liability (except
statutory or contractual exemption). The CA shall be liable for limited liability in the
following cases:

1) The CA wrongly issued a certificate to a third party other than the subscriber,
causing the subscriber or relying party to suffer losses;

2) In the case where the subscriber submits complete and accurate information or
materials, the certificate issued by the CA contains error information and causes the
subscriber or relying party to suffer losses;

3) In the case where the CA is fully aware that the subscriber has submitted false
information or materials and still issues a certificate for the subscriber, causing the
relying party to suffer losses;

4) The disclosure of the certificate private key due to the CA causes the subscriber or
relying party to suffer losses;

5) The CA failed to revoke the certificate in time, resulting in the loss of the relying
party.
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ERITPEFEASERIEBN, BHEEETTASBRRMSE CA Y950 TH
A=k, TP RAERERE.
When the certificate subscriber uses or trusts the certificate, if there is any action or

omission that causes losses to the CA and the RA, the subscriber shall be liable for
indemnification.

AERIEBRRTEAREUTER TAERERE.
1) RE CAYIMRHEAEL. TEMAHMNES, SR CAYMIEXETTR
X
2) RERPITFNMAA, NEXBEALDENBFEIERED LT ANMAER
RMF. WEAHERAREENOALRE, 1TRAIAX X7 ARG

nx,

3) AMBLBBACEKRBNETRRER, KRRHEHMCAYM, FEILEE
FZIER, TSI CAME A XRETTHEK,

4) VTPMRERF T EBESNRRFIR, MERHTAILBRIET M E4
HFrERREMARMBERLERR, ITRLRANIMITANERAR,

5 EBMIREEM, BIER CAYVIMINEBERNNE, &MY CAYMEE
KBTI ZERK

Upon acceptance of the certificate, the subscriber agrees to be liable for the following
circumstances.

1) Failing to provide true, complete and accurate information to the CA, resulting in
losses to the CA or related parties;

2) If the subscriber's private key is not protected, or if the necessary safeguards are
not used to prevent the subscriber's private key from being lost, compromised,
modified, or used by an unauthorized person, the subscriber must be responsible for
the consequences of such conduct;
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3) Failing to promptly inform the CA and cease using the certificate when it is aware
that the certificate key has been compromised or may be compromised, resulting in
losses of the CA or related parties;

4) If the subscriber makes a mistake in describing the information to the relying party,
and the relying party takes these descriptions for granted after verifying one or more
digital signatures with the certificate, the subscriber must be held liable for the
consequences of such conduct;

5) The illegal use of the certificate, that is, the violation of the CA's regulations on the
use of the certificate, has caused losses to the interests of the CA or related parties.

9.9.3 Yk & 77 95 4= Indemnification by Relying Parties

MA TR ER TS CAYMWSIT A EZMEK, K RAIERBERT:

1) KRBT CAVIM ST HITINFIAR CPS L ER XS,

2) RIKEBA CPS 5IEHZ, SE CAYMEEBRNMIEBRSVIGSHE=T7E
SARK;

3) EMEARNGEMBEETERILE, MERFHRIAIEREEE. BHARER,
IEBFAAE R TR DT 1B

4y HRE AR BAE 5

5) 4R#iJTARBIT A CRL 5 OCSP BiFIE B2 B WIS

If the CA or subscriber suffers losses due to the following circumstances, the relying

party shall be liable for indemnification:

1) Failing to perform the agreement between the CA and the relying party and the
obligations specified in this CPS;

2) Failing to verify reasonably according to this CPS, resulting in losses suffered by
the CA and its authorized certificate service agencies or third parties;

3) Trusting the certificate in an obviously unreasonable situation, such as when the
relying party is aware that the use of certificate is out of scope and overdue, and the
certificate private key has been or may be stolen;

4) The relying party has not verified the certificate's trust chain;

5) The relying party has not verified whether the certificate has been revoked by
querying the CRL or OCSP.
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9.10 BANHEAPR 5 %% 1F Term and Termination

9.10.1 BHRHARR Term

AR CPS EAMBMTNERAR, E£—hRAA CPS FIRY K3,

This CPS comes into effect at 0:00 on the effective date, and the previous version of
CPS becomes invalid at the same time.

0.10.2 %1 Termination

CAMAENLIEAR CPS (ZME1ThR) o & CPS £ T —hRA CPS A Z Al
 CA Y92 I B FINEARS B R
The CA has the right to terminate this CPS (including amendments). This CPS expires

on the date the next version of CPS becomes effective or when the CA terminates the
electronic certification service.

9.10.3 M EVZ%& 1F 51R B Effect of Termination and Survival

AR CPS &1L, HMIEREZLIL, CPS FMNAREMALIER. B3
K BRREREREE, CPS X &I TTENME X B BR T AN AR .CPS
S RHET. REER. BRARP . MRS RESTERER L.

After the termination of this CPS, its effect will be terminated at the same time, and
the content in the CPS will be considered invalid. However, for the legal facts that
occurred before the date of termination, the provisions and the exemption obligations

of each party in the CPS are still valid. The audit, confidential information, privacy
protection, and intellectual property rights involved in the CPS continue to be valid.

911 &= E5EZKHNANFEBESES S HE Individual Notices and
Communications with Participants
S5EWMBH—F T HBA CPS RIREMF, TTRUBIIBIEEHKR CAYIAE.

Participants who need to know more about the terms mentioned in this CPS can
contact the CA by phone.
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After the termination of this CPS, the CA will notify the parties involved in the CA's
electronic certification activities regarding the invalidation of the documents.

9.12 1&1T Amendments

9.12.1 1&1T#2F Procedure for Amendment

Z CANIMLZEEREIEZRSEN, CPSEE/NAEGEEPEHFE—XAK
CPS, HREFEEHFEEZINMEEBIINERREXERE, BREFTE
CPEX, FFAINEIARMNEFRIYEHE,

Authorized by the CA's Security Policy Administration Committee, the CPS writing
team reviews this CPS at least once a year to ensure that: it complies with national
laws and regulations and the requirements of the competent authorities and relevant
international standards; and it meets the CP requirements and the practice needs of the
certification.

A CPS (UETT 5 E#H. M CPS RE/NAREEITIRE, L CANMRER
BREEREZRSMAER, B CPSHE/NARFTAHREL], BITEMN CPSHFZE CA
ML R EEZRSHAERERFIANER 5 1M G (http://www.bjca.cn) IE
ORIV iR

For amending and updating this CPS, the CPS writing team shall submit an
amendment report and organize the amendment with the consent of the CA's Security
Policy Administration Committee. The amended CPS will be officially published on
the website of BJCA (http://www.bjca.cn) after being approved by the CA's Security
Policy Administration Committee.

(EFINEL SN Kt 7488 R A= 6l

Certification Practice Statement will be subject to strict version control.

9.12.2 BZ0# % F01HARE Notification Mechanism and Period

{E1TIE #9 CPS 24t EA7E CA HLABRIE M hitp//www.bjcacn k%%, Xt
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RNBHMBXRZTT, FENNERFRIERXTXENZIRN. BEBITEREMHN
TATHERR, ITRRARIBENHIEBNEE, KA AERIZET.

The amended CPS will be published on the CA's official website http://www.bjca.cn
after approval. For amendments that require notification by e-mails, letters, media,
etc., the CA will notify the parties within a reasonable time, and the reasonable time
shall ensure that the parties concerned are least affected. If within 7 working days

after the amendment, the subscriber does not apply for the revocation of its certificate,
it will be deemed to agree to the amendment.

9.12.3 A& BN 55 # N B9 1E 2 Circumstances Under Which

CPS Must Be Changed

1) Z CPS FAEXAB SEREMEAEREMNMIIMER -, CA VMG ILE
BUAR CPS IR A A,

2) BERBEEIBIIXA CPS HIFFHMNE XS IFRER,

3) A CPS #iR FIRMN . RIEMIBAXRAREZNRERHE CAHMEB FINEL S
K,

4) 7 CPS X KA S WebTrust 3 CA B NIR—%L, CA HIAEIRILIE A
CPS HHIHEA N A .

1) The relevant content in this CPS is inconsistent with the laws, regulations or
departmental rules of the jurisdiction, and the CA will modify the relevant content in
this CPS accordingly;

2) The national regulatory authorities have a clear request of change or adjustment for
this CPS;

3) The rules, procedures and related technologies described in this CPS no longer
meet the requirements of the CA's electronic certification business;

4) The relevant content in this CPS is inconsistent with the rules of WebTrust for CA.
The CA will modify the relevant content in this CPS accordingly.
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9.13 S ALIE Dispute Resolution Provisions

CAHIE. IEBITF. RBHTFKAER TINDES T~ EF WU, NES
WL ZHE 3 PMARAR CAYMRENFWLERRIFBRMERETT, FIWLMAR
MR TN T IR
1) 1RIEA CPS RARXZEEAMMINE, BBHTES,

2) M CANAMHERXER TR E FIEANE;

3) & CAHMIMARK, BHEREEIMBITHTER

4) A5 CANMSCEMAMERA CPS AT R A S, SEUWRIT T U
FURIRZALTMRZ R

Disputes arising from electronic certification activities by entities such as CAs,

certificate subscribers and relying parties shall file a dispute resolution request with

the CA within 3 months from the time of the dispute and notify the relevant parties.
The dispute resolution can be implemented in the following steps:

1) According to the provisions of this CPS and relevant laws and regulations, the
responsible party is clearly defined,

2) The relevant departments of the CA are responsible for coordinating with the
applicant;

3) If the coordination of the CA fails, the relevant legal department will make a ruling;

4) For any dispute with the CA or the RA regarding this CPS, the parties to the dispute
may only submit the dispute to the Beijing Arbitration Commission for arbitration.

9.14 &%k Governing Law

CAHME CPS REREMH A (PEARKTMERZN) . (FEARHL
MEHRFEZEZE) M (CEFANERSEBENE) EAEENERE, MACPS HE
RS EIREAEENFARIHETHITERERAL, CA VDR XTIt KR FEFTIE
1T, B FEEXEEEAME.

The CPS of CA is subject to Civil Code of the People's Republic of China, Electronic
Signature Law of the People's Republic of China and Measures for the Administration
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of Electronic Certification Service and relevant laws and regulations. If a clause in
this CPS conflicts with the provisions of the above-mentioned laws and regulations or
its enforceability, the CA will amend the clause to comply with relevant laws and
regulations.

9.15 5EBZXENS S M Compliance with Applicable Law

T8 CAHUENEBIT P RBTT F LA FE U R AR CA L
MEGIER, 2 CPS T, MEMNEFANMERPEARKMEEENE.
FT5 CANMSEBOTMAMMFA CPS BT R AR, HNENFEAR
HFEEE.

The implementation, interpretation and procedural validity of this CPS shall be
governed by the laws of the People's Republic of China, regardless of where the CA's
certificate subscribers, relying parties and other entities reside and where they use the

CA's certificate. Any dispute with the CA or the authorized RA regarding this CPS
shall be resolved in accordance with the laws of the People's Republic of China.

9.16 —#% %=k Miscellaneous Provisions

9.16.1 SEE Y Entire Agreement

CA A CPS EEMXMLEMBIE: fx8. BR. TURBIHD. X T
N EFRMEGARTERNENEANE, BT2EREA LMD, A CPSKE
REFE RIS E IR, HE AN P ES O LERE. ATEHCERER
CA HAGEYE 77 Mk F I RN S

The complete document structure of CA's CPS includes 3 parts: title, contents and
body content. The modified alternatives to the contents and body content will
completely replace all previous Sections. This CPS will replace all previous or
contemporaneous written or oral interpretations of the same subject. This complete
agreement will be published on the official website of the CA for query and browsing.

9.16.2 #:if Assignment

CAHAMFERR, RIEA CPS RIFRAVMESSEETHNFIMNE, &HHE
AT RBREENNR XA ERITNN 5 XS I T AR EN AR

- 205 -



:F Y e -
@ = 'I.)\Z[E BT IE A ] SN2 A FR(E (EH 2 1 TR 25 400

AL T3 A — T RS R FTIER T

The CA declares that, according to the rights and obligations of the parties to the
certification entity detailed in this CPS, the parties may assign the rights and
obligations in accordance with the relevant provisions of laws and regulations. This
assignment does not affect the assignor’s renewal of any debts and liabilities of the
other party.

9.16.3 3|4 Severability

A CPS YR BT 5 CANIMETE BB AE AN L £ 5
WHEALIHAEFTHIT IR, CAYM T NERKELEZNRE MEITTIZFX,

ERMEHI, HRMBAAZEM, CAYIPKAELETREEITHRE.

When any clause or application of this CPS is determined to be invalid or
non-executive due to conflicts with the laws and regulations of the jurisdiction in
which the CA is located, the CA may amend the clause to the extent necessary to
continue to be effective, with the rest unaffected, the CA will disclose the amended
content in this Section.

9.16.4 & 4T Enforcement

CAHMERR, HITFIER. RBiTTFLAERHIT CA MR CPS AT
B, AINAIZEREG KA FIT IR H AL E .
The CA declares that if the entity such as the subscriber certificate or relying party

fails to implement a provision in the CPS of the CA, it is not considered that the entity
will not implement the or other provisions in the future.

9.16.5 A1J$71 /7 Force Majeure

CANRXE % . BHEs. BARE. Lk, 2T, BEN
B ARG W TR B R T ) T A CPS MR B R F AR,
TR T EEANE.

The CA shall not be liable for violations, delays or failure to perform the warranty
obligations of this CPS due to force majeure events such as wars, terrorist activities,
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natural disasters, infectious diseases, strikes, breakdown of Internet or other
infrastructure.

9.17 H£Zk Other Provisions

CA M A CPS BB AN,

The CA reserves the right to the final interpretation of this CPS.
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